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Abstract: In recent years, the Internet of Things (IoT) and the Internet of Vehicles (IoV) represent
rapidly developing technologies. The majority of car manufacturing companies invest large amounts
of money in the field of connected autonomous vehicles. Applications of connected and autonomous
vehicles (CAVs) relate to smart transport services and offer benefits to both society and the envi-
ronment. However, the development of autonomous vehicles may create vulnerabilities in security
systems, through which attacks could harm both vehicles and their drivers. To this end, CAV develop-
ment in vehicular ad hoc networks (VANETs) requires secure wireless communication. However, this
kind of communication is vulnerable to a variety of cyber-attacks, such as spoofing. In essence, this
paper presents an in-depth analysis of spoofing attack impacts under realistic road conditions, which
may cause some traffic congestion. The novelty of this work has to do with simulation scenarios
that take into consideration a set of cross-layer parameters, such as packet delivery ratio (PDR),
acceleration, and speed. These parameters can determine the integrity of the exchanged wave short
messages (WSMs) and are aggregated in a central trusted authority (CTA) for further analysis. Finally,
a statistical metric, coefficient of variation (CoV), which measures the consequences of a cyber-attack
in a future crash, is estimated, showing a significant increase (12.1%) in a spoofing attack scenario.

1. Introduction

The evolution of vehicular technology in recent decades is impressive. Various devices
used in our daily lives can connect to the internet, and communicate and exchange messages
with each other: the so-called IoT. The domain of VANET, which is considered as an
expansion of the IoT, evolved over time into the IoV. A typical example of IoT is the concept
of the smart home, which includes devices such as lights, thermostats, and home security
systems that support one or more ecosystems and can be controlled through devices such
as smart mobile phones and smart speakers [1]. IoV network is considered as a network of
vehicles whose purpose is to collect data using sensors mounted on or embedded inside
vehicles, or on road units, such as global positioning system (GPS) units, light detection
and ranging (LIDAR), image sensors, etc. On the one hand, the data collected from vehicles
include various parameters such as vehicle speed, position, and direction of movement. On
the other hand, data collected by road units include aggregation of traffic information. The
collected data are processed to provide a better travel experience, improve driving safety,
and better handle accidents.

In a typical application of IoV, the vehicles uses exteroceptive sensors, such as cameras,
present on the roads to infer possible traffic congestion. Each vehicle in the vehicular
ad-hoc network has an on-board unit (OBU) installed, through which it periodically sends
information to the other nodes in the network about its state. Road-side units (RSUs) are
infrastructures placed along the road so that they play the role of relay node and facilitate
transmissions in the most remote areas of the network. The data from one RSU can be
correlated with data from other RSUs to provide a more comprehensive picture of traffic
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conditions within a monitoring area. Another IoV application, which focuses on drivers’
safety, has to do with the information and entertainment system of the Subaru® vehicle
brand. This system can sense the driver’s fatigue and trigger a sound alert to stop and rest.
Currently, IoT technologies and driverless cars seem to dominate smart city systems [2].
However, this kind of automotive sensing for autonomous vehicles requires line-of-sight
(LoS) communication, which is extremely rare in traffic conditions within urban areas.

Therefore, as technology is evolving very rapidly in the field of IoV, there is the
need for continuous and increased system security. The deployment of CAVs is needed
secure inter-vehicle communication in order to ensure reliability and safety. The connected
vehicles periodically broadcast traffic information to its neighbors through basic safety
messages (BSMs) with information such as speed, location, vehicle i.d., etc. Subsequently,
a safety application can manipulate this information to produce different kinds of alerts
to drivers, e.g., collision avoidance, lane change warnings, etc. Therefore, it is ensured
that critical information arrives with the shortest possible delay to each vehicle through
BSMs. This information is usually interchanged with cooperative adaptive cruise control
(CACC) technology [3], which is an enhancement of adaptive cruise control (ACC), and is
basically based on sensors, and thus allows vehicles to move in stable platoon formation.
The technology that is used for the wireless V2V communication is dedicated short-range
communication (DSRC), a spectrum of 75 MHz and a frequency bandwidth of 5.9 GHz [4],
which is widely used for communication between vehicles and RSUs. Recently, the standard
of Cellular-V2X (C-V2X), which utilizes cellular technology, has been introduced to facilitate
vehicle communication, especially over longer distances [5].

The CAVs are vulnerable to different types of cyber-attacks [6]. Therefore, the messages
exchanged over the network should be verified and authenticated for its correctness.
Cryptographic methods are usually used for authentication purposes for BSMs [7]. These
techniques effectively prevent outside attacks, but they do not show the same effectiveness
for inertial attacks, where nodes with correct credentials send faulty information, either
intentionally or unintentionally. Such cyber-attacks are the denial of service (DoS) attacks.
Specifically, the location of a member of the platoon is decided using a GPS system. GPS
is vulnerable to jamming/spoofing attacks, and commercially available, off-the-shelf GPS
receivers lack the capability to detect and counteract such attacks due to the absence of
encryption or authentication mechanisms.

Motivated by these challenges, this paper presents an in-depth analysis of the impact
of spoofing attacks, under realistic conditions, on the road, which may cause some traffic
congestion and a potential unwanted accident. A set of cross-layer parameters (such as
PDR, acceleration, and speed) that can determine the integrity of the exchanged WSMs)
are gathered in a CTA, which is installed on an RSU to detect a spoofing attack in a future
probabilistic intrusion detection system (IDS). The main contributions of this paper are:

e  We investigate the effects of a basic spoofing attack on a range of CAVs, that is
generated in an ad-hoc fashion on the road and has some minimal security guarantees
(i.e., minimum safety gap distance of 2.5 m and any member of the platoon is running
a highly protected piece of code, whereby if it stops for a reasonable 10 s threshold, it
alerts the following vehicles to change routes to reach their destination).

*  We estimate the statistical measure of CoV and we prove that its absolute value
increases under spoofing attack conditions. Moreover, without any cyber-attack, CoV
remains at high levels, at about 23 for the speed parameter, under realistic traffic
conditions for an urban environment, in contrast to theoretical studies, which indicate
a value close to zero [8].

¢  Finally, we investigate how cross-layer parameters, such as PDR, impact the attack’s
detection in a future detection system, and we observed how the attack causes a high
volume of traffic in the wireless V2X network. This indicates higher vulnerability, a
fact to be easily detected.

The rest of this paper is organized as follows: In Section 2, we present related work,
and Section 3 presents the system model analysis and the spoofing attack model. In
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Section 4, we give the experimental evaluation of the proposed spoofing attack scenarios
and provide a comparison using cross-layer parameters, such as speed, acceleration, and
PDR. Finally, Section 5 concludes the paper and gives some future work directions.

2. Related Work

Modern vehicles are equipped with cutting-edge technology such as cameras, sensors,
and other smart devices to monitor, transmit, and receive information. These store personal
data such as messages, financial information, etc. Various malicious actors try to gain
remote access to the stored information and steal it. There are various forms of autonomous
vehicle attacks, but there are also various means of protection against them.

In [9], the authors propose a model called self-stabilizing cyber-attack for connected
vehicles. After providing a theoretical model, the authors validate their approach through
simulation results. In [10], the authors present a literature review on CAV technology. CAVs
and emotional intelligence are also investigated. Furthermore, in [11], the authors collect
data from traffic simulations and investigate the effects on traffic caused by cyber-attacks.
The analysis is done considering time-to-collision and deceleration rate to avoid collision,
which represent safety factors. The simulation results show the impact of time-delay attacks,
which also use location information, in road throughput. It was concluded that heavy traffic
greatly affects the implications of cyber-attacks. A literature review paper is presented
in [7], where the authors investigate CAV security tasks. The authors conclude that the
use of cloud and artificial intelligence (AI) techniques represent an efficient way to prevent
CAV cyber-attacks.

In [12], the authors mention that distributed denial of service (DDOS) represents an
important category of attacks on VANETSs: they provide a survey and a layer-by-layer
analysis of this type of attacks. In [8], the authors examine types of cyber-attacks, like
message falsification, dedicated denial of service, and spoofing. One of the research findings
is the non-stability of the traffic stream and CAV string in all three types of cyber-attacks.
Another research finding (for a single CAV) is the creation of high traffic stream disruption
at the scenario of a slight cyber-attack.

Reference [13] gives a review of cyber-attack simulation models. Furthermore, the
authors suggest a domain-specific attack model for self-driving vehicles. Finally, having in
mind the decision-tree method, a classification of cyber-attacks is shown. Additionally, for the
case of short-term memory networks, the authors predict the type of attack. A CAV cyber-
attack survey work is presented in [14]. Moreover, in this work, the authors present different
mitigation strategies from the vehicle manufacturers’ and governments’ point of view.

However, all these literature review papers do not consider a cross-layer approach in
their designs. Furthermore, statistical parameters like CoV are not considered. Therefore,
having in mind the research gaps mentioned above, in this study, we develop a microscopic
traffic simulation platform in order to analyse the traffic impacts of cyber-attacks on CAVs.
Many times the theoretical approach is far from reality even under normal conditions.
Therefore, initially the goal is to see what the effects are and what OSI layer of simple
DoS attacks are affected in order to design an overall traffic simulation model that will
incorporate a cross-layer probabilistic detection system.

3. System Model
3.1. Topology

The purpose of this article is to simulate a real traffic model, highlighting the conditions
of a relatively small city, such as Erlangen, in Germany. For this reason, we assume that
each new vehicle is added at a relatively fast rate, within the simulation environment,
which is R = 1/3 vehicle/s. Vehicles start their route from the city’s university and head
towards the same final destination, as shown in Figure 1. They form a platoon of vehicles,
for which we assume that the motion model is the known Gipps model, which is an
absolute collision-free car-following model [11]. In the context of the Gipps model [15,16],
the safe speed refers to the maximum speed a driver can travel at any given time while
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ensuring they can safely stop before reaching the vehicle ahead. This speed considers
the driver’s reaction time, the deceleration capabilities of both the leading and following
vehicles, and the current speed and position of the vehicles. The safe speed in the Gipps
model is influenced by parameters such as maximum acceleration, reaction time, desired
speed, and minimum gap distance. All the values for these parameters were chosen (see
Table 1) based on the fact that the traffic is in an urban environment, where there are
frequent stops and the presence of intersections and pedestrians. Specifically, the minimum
gap distance is set around 2.0 to 5.0 m for urban environments. Therefore, we select a
mean value of about 2.5 m. On the other hand, the safety distance in the Gipps model is
the minimum distance that must be maintained between a vehicle and the one ahead to
prevent a collision, considering their current speeds and deceleration capabilities. This
distance ensures that if the leading vehicle decelerates suddenly, the following vehicle can
stop in time to avoid a crash. According to the above, a vehicle needs to move with a safe
speed at about 40-50 km/h, so as to constantly maintain a minimum safety distance at
about 30-50 m (assuming that the parameter of minimum gap distance is 2.5 m), even if its
leading vehicle stops abruptly due to unspecified factors on the road.

All the members of the platoon contain backward- and forward-facing radars in order
to detect obstacles in front of them. All platoon-connected vehicles periodically send unicast
WSM messages to the following vehicles that contain motion-related information, such as
position, speed, acceleration, etc. Also, there is a RSU in the area that relays the WSMs being
exchanged. However, if the first platoon vehicles detect any traffic disturbance (i.e., an
accident between vehicles or accidents among vehicles and pedestrians), they may change
their route, real-time, in order to reach their destination faster. Therefore, to guarantee the
safety on the road containing autonomous self-driving cars, sensor-related solutions that
calculate vehicles positions and those based on wireless V2V should correlate. To this end,
in these technologies, it is very important that the exchanged data need to be protected and
their integrity guaranteed.
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Figure 1. Vehicle route, highlighting its start and end points.
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Table 1. Simulation parameters.

Evaluation Parameters in Veins Simulator Normal Scenario Spoofing Attack Scenario
Number of Lanes one per direction one per direction
Row 1 1
RSU 1 1
Total Simulation Time 120 s 120 s
Duration of Attack Os 110s
Range of Vehicles (vehicles/km ) 10,15, 20,25 10,15, 20,25
Desired Speed 50m/s 50m/s
Maximum Acceleration 6.0 m/s? 6.0 m/s?
Maximum Deceleration 75m/ s 75m/ s2
Reaction Time 1.0to1.5s 1.0to15s
Vehicle Length 2 2
Minimum Gap 25m 25m
Victim 0 1 (Node 1)
Spoofing Attackers 0 1

3.2. Spoofing Attack

To assess the impact of a prominent DoS attack, such as a spoofing attack, under
real-world urban traffic conditions, and to formulate suitable mitigation strategies, we
instantiate several pertinent scenarios. A representative spoofing attack category for
vehicle platooning involves attacks generated by non-platoon members. According to
recent literature [17], solutions regarding safe management protocols for adding new
vehicle members in a platoon are proposed. Therefore, any external communication with
platoon members is somehow filtered, while their internal communication is considered
secure. However, as we mentioned in the previous section, in this paper’s scenarios, vehicle
platoons are created in an ad-hoc fashion, in real-time conditions, based on their movement
characteristics (i.e., if they move on the same road at the same speed, etc.). Additionally,
we assume that an internal node within the platoon may either be compromised due to
hacking or may act in self-interest by disseminating misleading data to fellow platoon
members, who in turn perceive this information as accurate.

In the simulation scenario, all vehicles have a network card installed using the IEEE
802.11p standard [18], which supports the Wireless Access in Vehicular Environments
(WAVE). It leverages the use of 5.9 GHz frequency to facilitate V2V communication among
all the mobile vehicles within the available communication range, as well as vehicle-to-
infrastructure (V2I) communication between vehicles and RSUs. Specifically, the spoofing
attack scenario assumes that the vehicle platoon moves around the city of Erlangen, on
specified routes, according to Figure 1. Starting from the 10th second of the simulation, the
platoon leader (Node 0: spoofer) begins to manipulate the parameters of a WSM, notably its
speed, by assigning a random value drawn from a uniform distribution, within the range of
(0.1, 0.9). Despite these alterations, this vehicle continues along its designed route without
any deviation. Subsequently, Node 1 (the victim), as soon as it receives this message, sets
its speed at a value drawn from uniform distribution with values in the set (0.1, 0.9). This
creates a traffic jam, with the platoon members following to form a gueue of stopped cars at
the minimum desired distance of 2.5 m, as can be seen in Figure 2.

This happens because, during the attack, the vehicles are moving on a dual carriageway
with one lane of traffic in each direction. Therefore, the vehicles that follow cannot overtake
Node 1 (victim). Around the 85th simulation second, the vehicles platoon reaches an
intersection. This means that the duration of the spoofing attack is about 75 s. We also
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assume that any member of the platoon is running a highly protected piece of code, whereby
if it remains stopped for a reasonable 10 s threshold, it will alert the following vehicles to
change routes to reach their destination. Then, the vehicles to follow (from the victim node
down) are detached from the platoon (if they have the choice) in order to “overcome” the
obstacle of Node 1 (victim) and continue their route unhindered. The description of this
attack is depicted in Figures 3 and 4. As already mentioned, during platoon movement,
vehicles exchange WSMs containing various information, such as their speed, acceleration,
and position. According to these WSM values, we extract a number of metrics to examine
the consequences of the spoofing attack. These refer to the total distance traveled, the PDR
percentage of WSMs for each vehicle, as well as the delay time that vehicles stay in the
queue due to spoofing attack.

(a) Driving direction —>
No Spoofing Scenario
‘OEGD (o ol - 2 _"OEGD
Node 2 Node 1 Node 0
(b)
Spoofing Scenario Node 0 sends false speed
Attack to Node 1 causing traffic
congestion
Minimum gap of % Minimum gap of
T~ loWeY T o“o

Node 2 Node 1 (Victim) Node 0 (Spoofer)

Figure 2. (a) The platoon of vehicles under normal conditions; (b) the platoon of vehicles under

spoofing attack.

Node 1 (Victim)

Node 0 (Spoofer)

Figure 3. Vehicles create a queue of vehicles with almost zero speed due to spoofing attack while the
Node 0 (Spoofer) continues its route normally.
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Node 1{Victim):
continues to be under
attack and follows the

original static route

Figure 4. At the next crossroads, the vehicles from the node “Node 2” (in blue) and below are
dynamically separated from the influence of the Victim node “Node 1” (in red) and continue their
course on an alternative route. The green shows the notification of nodes in serial mode for “Change
Route()”.

4. Evaluation

To test the performance of the evaluated spoofing attack model as described in
Section 3.2, we used OMNeT++ 5.1, INET 3.6, Veins 4.7, and SUMO 0.30.0 [19]. In particular,
we simulate and compare two scenarios. We call the first the Normal Scenario, where
vehicles move under normal conditions on city routes, without the presence of an attacker.
For the the second scenario, called Spoofing Attack Scenario, a spoofing attack occurs with
different random but reasonable discrete values (n = 10, 15, 20, 25) for the range of vehicles
in an urban area. All simulation parameters applied for the conducted experiments are
described in Table 1.

Effects of Spoofing Attack

The effects of the spoofing attack on the platoon’s movement are shown in the fol-
lowing experiments, in which speed and acceleration are compared against the two limit
values of vehicle density: 10 and 25 vehicles/km. In Figures 5-8, acceleration and velocity
are displayed for a platoon of vehicles with size 10.

SimTime vs. Speed
0 10 20 30 40 50 60 70 80 % 100 110 120

#Node 0 +Node 1 -«Node2 +Node3 ~Node4 +Node5 «Node6 -Node7 «Node8 ~+Node 9‘

30

25

Simulation Time

Figure 5. Speed of platoon of vehicles in normal scenario.
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SimTime vs. Speed

0 10 20 30 40 50 60 70 80 90 100 110 120
5 35
=Node 0 (Spoofer) +Node 1 (Victim) +Node 2 ~Node 3 ~Node 4 +Node 5 #Node 6 +Node 7 «Node 8 +Node 9
30 30
25 25
20 20
°
]
o
o
2]
15 15
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5 5
0 2 i - - prty s iassood 0
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Figure 6. Speed of platoon of vehicles in spoofing attack scenario with a density of 10 vehicles/km.

SimTime vs. Acceleration
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—Li"_.
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Figure 7. Acceleration of platoon of vehicles in normal scenario.

-=Node 0 (Spoofer) -+Node 1 (Victim) «Node 2 +Node3 -<Node4 +NodeS5 wNode6 +Node7 «Node8 -+Node9

Acceleration

0 10 20 30 40 50 60 70 80 90 100 110 120
Simulation Time

Figure 8. Acceleration of platoon of vehicles in spoofing attack scenario with a density of
10 vehicles /km.

Moreover, in Figures 9-12, acceleration and velocity are displayed for a platoon of
vehicles with size 25.

The majority of published papers use driving volatility measures as the dominant safety
measure to assess CAV behavior variation [20]. All variations in CAV behaviors, that is,
sharp fluctuations in movement factors such as acceleration, deceleration, and speed, are
expressed through volatility. The term volatility expresses a trade-off between security risks
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and lower comfort. Hence, the volatility metric is a prior indicator for a future potential
crash. A measure of volatility based on [8] is CoV, which is given by the ratio of the standard
deviation of the vector of the acceleration or the speed to the mean of the same vector
showing relative dispersion in Equation (1).

S.D
7 @

CoV =

where standard deviation is represented by S.D and speed and acceleration—deceleration
mean is represented by 7.

Conducting statistical analysis of the above results, according to 120 s in total observa-
tions (i.e., every 1 s of the total 120 s of the simulation time), we observe the CoV values for
acceleration within the range values of 10, 15, 20,25 vehicles/km in Table 2 and the CoV
values for the speed within the same range values in Table 3. The main conclusion we draw
regarding the volatility based metric is that, under the spoofing attack, the speed’s CoV in-
creases by about 12.1%, as well as the absolute value of the acceleration CoV, but to a lesser
extent. This is because, during the spoofing attack, the victim-vehicle and those behind it
slow down sharply, resulting in a negative average acceleration value, and variations in
the deceleration values were considerably higher as compared to the acceleration values.
This also indicates increased risk of rear-end collisions. Finally, below these vehicle range
values, the coefficients remain constant, which is due to this range being quite limited.

SimTime vs. Speed

#Node0 -eNode! -aNode2 Node3 -Node4 -+Node5 -®Node6 -eNode7 Node8 +Node9 ~Node10  Node 11 -#Node 12 -eNode 13 -«Node 14
~+Node 15 »Node 16 +Node 17 -®Node 18 *Node 19 -4Node20 +Node21 ~Node22 +Node23 ®Node?24

0 10 20 30 40 50 60 70 80 20 100 110 120
5 35

30 30

25

Speed

0 10 20 30 40 50 60 70 80 90 100 110 120
Simulation Time

Figure 9. Speed of platoon of vehicles with 25 vehicles/km in normal scenario.

SimTime vs. Speed
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Figure 10. Speed of platoon of vehicles in spoofing attack scenario with a density of 25 vehicles/km.



Telecom 2024, 5

756

SimTime vs. Acceleration
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Figure 11. Acceleration of platoon of vehicles with 25 vehicles/km in normal scenario.
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Figure 12. Acceleration of platoon of vehicles in spoofing attack scenario with a density of
25 vehicles/km.

Table 2. CoV values for acceleration.

Kind of Attack

Density of 10 vehicles/km  Density of 15 vehicles’lkm  Density of 20 vehicles’km  Density of 25 vehicles/km

Normal Scenario
Spoofing Attack Scenario

664.9341 678.5202 679.1850 679.1850
—682.9962 —678.0775 —680.5207 —694.6582

Table 3. CoV values for speed.

Kind of Attack

Density of 10 vehicles/lkm  Density of 15 vehicles/km  Density of 20 vehicles’lkm  Density of 25 vehicles/km

Normal Scenario
Spoofing Attack Scenario

23.4126 23.5272 23.5172 23.5172
190.6639 191.2707 190.8419 190.8157

Figure 13 illustrates the comparison of the mean value of PDR for all the vehicles
present in the area in the range of values defined in Table 1. It also shows the average total
distance traveled by each vehicle during the simulation on a logarithmic scale, because the
difference between normal scenario and spoofing attack scenario was quite large.

We observe that both PDR and total distance distribution approximate an exponential
distribution with a very small parameter. Similarly, the same parameter’s distributions
(PDR and the total distance) for the case of the spoofing attack we have implemented
approach the cumulative distribution function (CDF) of an exponential distribution with a
very small parameter. Therefore, the spoofing attack results in all vehicles traveling shorter
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distances than they would normally travel in the same amount of time, but at the same
time significantly disrupts the wireless transmission medium (increasing the number of
packets the vehicles transmit).

. Total Distance vs, Vehicle Density

Efmparison of Mean Values for PDR
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Figure 13. Mean value of PDR and average total distance for different vehicle density values.
Figure 14 illustrates the average total traveled distance for all nodes with sporadic
random values (n = 10, 15,20, 25 vehicles/km) in a range of 10 to 25 vehicles, which is
reasonable for an urban area.
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Figure 14. Bar graphs for average total traveled distance for all nodes within a range of vehicle
density.

In this series of figures, the main conclusions are identical to those of Figure 13 above.
What is clear is that the spoofing attack only affects victim node (1), causing it to move
at minimal speeds throughout the rest of the simulation, and the effects on the following
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vehicles are significant but not that large. In addition, at these levels of density increase, we
do not see a significant increase in distance traveled.

5. Conclusions

It is well known that there are security gaps in the case of spoofing attacks for VANETS.
Our approach presented in this paper introduces a real traffic simulation scenario that reveals
these gaps. We develop a robust simulation framework for a real-time vehicular network
consisting of a number of vehicles and an RSU. Depending on the traffic conditions, we
create a dynamic vehicles platoon. This simulation framework adeptly addresses VANETs’
complexities, notably in vehicle-to-vehicle communications, and investigates the vulnera-
bilities that connected vehicles may have to DoS attacks by malicious users. Our findings
demonstrate substantial increase of driving distance under the effect of a spoofing attack
while at the same time, an investigation of other levels of the network stack (e.g., PDR)
also show potential weaknesses of such a spoofing attack since the WSMs being exchanged
increase quite a bit. This is an element that can help identify an attacker more easily in a
future detection system.

Summarizing, as a comparison to the current literature, we observe that there is no
corresponding paper with a realistic simulation framework like the one proposed in this
paper that takes into account real traffic conditions. The parameters also of volatility
measures such as CoV are not completely close to zero, like in [8,12], which follow a
theoretical approach, due to unexpected situations. When a DoS attack is implemented, the
variability of speed and acceleration shows a small increase, leading to a larger CoV.

Finally, this work represents a preliminary version of a future holistic model that,
in addition to implementing DoS attacks, will also contain a real-time attacker detection
system using machine learning algorithms. Therefore, there are some limitations that will
be improved, such as implementing attacks with a different number of attackers and with
a different duration. Moreover, the implemented attacks will be tested under stochastic
input models (e.g., the arrival rate of vehicles). Additionally, methods of authenticating the
members of a platoon of vehicles with passive estimation methods of estimating parameters
at the physical level (e.g., relative speed) [21] will be explored so that vehicles will be able
to do cross-checking with the information exchanged by the messages. Our aim is to have
future detection methods be based on Al techniques [22].
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