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Abstract

The proliferation of data-intensive IoT applications has created unprecedented demand for
wireless spectrum, necessitating more efficient bandwidth management. Spectrum sensing
allows unlicensed secondary users to dynamically access idle channels assigned to primary
users. However, traditional sensing techniques are hindered by their sensitivity to noise
and reliance on prior knowledge of primary user signals. This limitation has propelled
research into machine learning (ML) and deep learning (DL) solutions, which operate
without such constraints. This study presents a comprehensive performance assessment
of prominent ML models: random forest (RF), K-nearest neighbor (KNN), and support
vector machine (SVM) against DL architectures, namely a convolutional neural network
(CNN) and an Autoencoder. Evaluated using a robust suite of metrics (probability of
detection, false alarm, missed detection, accuracy, and F1-score), the results reveal the clear
and consistent superiority of RF. Notably, RF achieved a probability of detection of 95.7%,
accuracy of 97.17%, and an F1-score of 96.93%, while maintaining excellent performance
in low signal-to-noise ratio (SNR) conditions, even surpassing existing hybrid DL models.
These findings underscore RF’s exceptional noise resilience and establish it as an ideal,
high-performance candidate for practical spectrum sensing in wireless networks.
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1. Introduction

The evolutionary development of mobile communication over the years has given
renewed impetus to the development of a variety of Internet of Things (IoT) devices. IoT
plays a prominent function in many sectors, including transportation, agriculture, health-
care, sports, banking, and security [1-7]. The demand for wireless spectrum has surged
drastically due to rapid growth in IoT, cloud computing, mobile subscribers, and smart
and android phones [8-10], exacerbating spectrum scarcity. This scarcity has heightened
interest in spectrum sensing within the cognitive radio (CR)-enabled IoT network, which
aims to identify unused spectrum bands for opportunistic access. Conventional spectrum
assignment policy grants licensed or primary users (PUs) exclusive rights to a specific
frequency band. Through spectrum sensing, unused spectral resources within frequency
bands are identified and allocated to IoT devices operating as opportunistic users. This
approach facilitates and strengthens the growth of IoT communications. There are different
approaches to spectrum sensing; the most preferred, due to robustness to shadowing and
fading, is the cooperative spectrum sensing [11-13].
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Cooperative spectrum sensing is a technique in wireless communications, wherein
multiple cognitive radio devices collaborate to identify the vacant PUs in a given spectrum
band. This approach mitigates the limitations of individual sensing by leveraging the
spatial diversity and collective intelligence of multiple sensors. Cooperative detection
methods are broadly categorized into hard and soft decision fusion schemes. In the first
scheme, a subset of opportunistic (secondary) users performs local sensing of PUs and
forwards their results to a fusion center [14-20]. The fusion center then communicates the
decision back to all secondary users (SUs). The advantage of this method is the utilization
of fewer communication resources for local sensing [12]. The latter category utilizes all
the opportunistic users to scan the primary network for local information and transfer the
results to the fusion center. It consumes more communication resources due to the number
of users that are involved in local sensing. The soft decision fusion scheme achieves higher
sensing gain than the hard decision fusion scheme, as it leverages complete statistical
information from each observation to maximize the probability of correct detection for
a given false alarm rate. The traditional methods of spectrum sensing include energy
detection (ED) [21,22], matched filter [23,24], cyclostationary feature detection [25,26],
Eigen value detection [27,28], and graph theory [29]. ED offers an easy and fast way of
determining unused spectrum in a communication network. This approach experiences
performance degradation under wireless channel noise conditions, and is further affected
by multipath fading and terrestrial disturbances [25,30]. When the information about the
transmitted signal from the licensed user is available, matched filter is regarded as the
optimum technique for spectrum detection [11]. The method necessitates detailed prior
knowledge of PU features for successful deployment. Prior knowledge of parameters
such as packet size, modulation type, and bandwidth is required before implementation.
Cyclostationary feature detection delivers excellent spectrum detection results, but it is
computationally demanding [31]. Graph theory provides a powerful mathematical tool for
modeling and solving spectrum detection problems in CR networks. It enables cooperative,
distributed, and intelligent spectrum sensing by representing relationships between CRs
and their environments [29].

To enhance spectrum utilization, numerous researchers have explored the application
of machine learning (ML) and deep learning (DL) to mitigate spectrum scarcity in wireless
communications. The selection of ML and DL algorithms for spectrum sensing is influenced
by several factors, including data volume, structure, and availability; resource constraints
(computational, memory, and energy); signal environment; model complexity; and op-
erational requirements such as adaptability and deployment flexibility. Research on ML
and DL applications for spectrum sensing includes the work presented in [32], where the
authors introduce an artificial neural network (ANN) with a single hidden layer and output
layer. This ANN architecture reportedly surpasses both conventional ED and improved ED
techniques. The study in [33] employs K-means clustering to detect free spectrum, where it
is seen that the model outperforms ED and OR fusion scheme. In [34], a novel technique
is proposed, where a Bayesian learning algorithm optimizes the training parameters of a
random forest (RF) model to enhance its predictive performance. The proposed technique
outperforms established baseline methods such as K-nearest neighbor (KNN), support vec-
tor machine (SVM), and Gaussian mixture model across key sensing metrics. The authors
in [35] consider LeNet, AlexNet, and VGG-16 for detecting vacant spectrum in a radio
network. The study shows that VGG-16 achieves the highest detection rate and the lowest
false alarm rate. The contribution of the authors in [36] demonstrates the robustness of the
denoising autoencoder to detect unused spectrum in integrated sensing and communica-
tion (ISAC) networks. The study in [37] considers variational, deep, and long short-term
memory (LSTM) autoencoders for wireless signal detection. The authors demonstrate that
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the deep autoencoder achieves the shortest sensing time and the highest recall, precision,
and F1-score. The authors in [38] introduce a novel technique that uses ANN to boost the
performance of ED and matched filter schemes. The results show that the ANN-enhanced
ED and matched filter techniques are robust to noise in wireless channels and achieve
superior spectrum detection performance compared to their standalone counterparts. The
study in [39] demonstrates the robustness of the recurrent neural network (RNN) and the
convolutional neural network (CNN) against channel noise. It is revealed that the two
DL techniques surpass the matched filter and ED models, within a signal-to-noise ratio
(SNR) range of —5 dB to 0 dB. The authors in [40] demonstrate that LSTM outperforms
both cyclostationary feature detection and ED methods, achieving the highest probability
of detection and the lowest probability of false alarm within the SNR range of —25 dB to
—10 dB. In [41], the authors propose a hybrid CNN-RNN, enhanced by transfer learning for
vacant spectrum detection. The hybrid model demonstrates superior detection probability.
According to [42], combining CNN and LSTM into a hybrid model yields a higher detection
probability than using DNN, LSTM, or CNN models individually. The authors in [43]
also propose combination of CNN and LSTM for spectrum detection, with the resulting
model achieving a higher detection probability across noisy and noise-free environments.
In [44], the authors propose a DLSenseNet that combines the features of CNN and LSTM for
detecting vacant spectrum bands. It achieves a higher detection rate and a lower false alarm
rate than the convolution long short-term deep neural network (CLDNN), LeNet, LSTM,
DetectNet, residual network (ResNet), and Inception. The summary of these approaches is
presented in Table 1.

Table 1. Existing ML and DL spectrum detection approaches.

Source  Approach Dataset Channel Metrics Findings
The study demonstrates that
FM channel, Probability of ANN-based detector achieves a
Experimental E-GSM, DCS, oy higher probability of detection and a
[32] ANN detection and false
measurement and UHF alarm probabilit lower false alarm rate than the
television P y traditional energy detector across all
evaluated scenarios
[33] K-means SB}?;;SI(}; asilsl x—K—u Probability of K-means clustering is shown to
g clustering ymng fading channel detection surpass ED and OR fusion scheme
(BPSK) signal
. The hybrid technique is shown to
Hybrid RF. . . Probability of outperform SVM, KNN, and GMM.
and Bayesian  Monte Carlo Rayleigh fading . .

[34] . . . detection and However, the authors fail to compare
learning simulation channel h P P brid model
technique accuracy the performance of the hybrid mode

with traditional detection techniques
Orthogonal Probability of VGG_.16 achleves. t.he highest
AlexNet, f v division  Ravleieh fadin detection and detection probability and lowest false
[35] LeNet, and equency divisio aylelgh fading ctection a alarm. In addition, all the CNN
multiplexing channel computational - .
VGG-16 (OFDM) signal time techniques produce better sensing
& results than traditional models
The study demonstrates the
robustness of denoising autoencoder

[36] Autoencoder  OFDM Rayleigh fading Accuracy t00n01se and adaptation to' stoch%stlc

channel wireless channel. Comparison with

traditional techniques is not reported
by the authors

https://doi.org/10.3390/telecom?7010020


https://doi.org/10.3390/telecom7010020

Telecom 2026, 7, 20

4 of 25

Table 1. Cont.

Source  Approach Dataset Channel Metrics Findings
16-length
Variational quadrature Deep autoencoder achieves faster
deep and ! amplitude Wireless fidelity Precision. recall detection of spectrum vacancies.
[37] P modulation and long term ’ ’ However, a comparative analysis
LSTM & and F1-score P y
(QAM) signal, evolution signals with established techniques such as
autoencoders & & q
64-QAM, and ED is not provided
256-QAM signals
Rayleigh fadin I(;Z(t)gft?cl)lrllha(;sdoﬁalse ANN-enhanced ED and matched
[38] ANN 256-QAM signal chznnegl & alarm. capacit filtering methods outperform
and bi, te rF; or rz,te standalone counterparts
Probabilities of CNN and RNN models achieve
512-fast Fourier . . - superior detection accuracy,
CNN and Rayleigh fading  detection and false r .
[39] RNN transform channel alarm. capaci compared to traditional techniques
(FFT) signal and bi/ t erI:‘or It'Z,te like matched filter and
energy detection
Quadrature
phase shift keying - . o
(QPSK), 16-phase Rayleigh fading Probabilities of The authors establish the superiority
[40] LSTM . " detection and of LSTM over cyclostationary and
shift keyin, channel 4 y
(PSK) 4}i QiM false alarm energy detection
and 16-QAM
64-QPSK, The study achieves higher probability
CNN-RNN 128-QPSK, . Probabilities of of detection than LSTM, CNN, and
[41] and transfer and QAM 5:::;2\,[/52016'1% detection and DNN. The authors do not compare
learning signals (64 and false alarm the proposed technique with
128 sample lengths) traditional ED method
64-QPSK, Independent and The study demonstrates the
[42] CNN_LSTM QAM16, identically Probability of superiority of hybrid CNN-LSTM
QAM 64, distributed detection architecture over ED and individual
and BPSK channel LSTM, DNN, and CNN models
The study demonstrates improved
detection probability under noise and
. . - noise-free environments. A
- = . erformance comparison between the
[43] CNN-LSTM  64-QPSK f}fg’i‘:eglh fading ggt’l’i’éﬁty of perf parison b h
proposed technique and energy
detector is not provided by
the authors
The proposed technique achieves
64-QPSK, better spectrum detection accuracy
128-QPSK, . Probabilities of than CNN, LSTM, DetectNet, and
[44] DLSenseNet and QAM 5:?;:3&]“2016'1% detection and LeNet models. The authors do not
signals (64 and false alarm compare the proposed model with
128 sample length) the traditional spectrum
sensing schemes
RE KNN I;g:;?éﬁtlfejlsef The current study demonstrates the
This SVM, CNN, QPSK Rayleigh fading  alarm and missed igﬁﬁiznztgfaii ?Keezgfl]:/ér]?ti)nal
work Autoencoder, (64 sample length)  channel detection, accuracy, p . .
and ED Fl-score, and ED method, particularly in

training time

challenging low-SNR scenarios

While Table 1 shows that ML and DL have been applied to spectrum sensing both

independently and in hybrid forms, a systematic comparison of their respective strengths

and limitations for detecting vacant spectrum is absent from the literature. In addition,
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the current literature lacks a principled framework for choosing between the modeling
paradigms of ML and DL in spectrum sensing. To bridge these gaps, we present a com-
parative study that evaluates both approaches not only on detection accuracy but also
on computational efficiency and robustness to channel non-idealities, offering a practical
decision matrix for network designers.

The study advances spectrum sensing research through the following specific
contributions:

e  We present a direct performance comparison of three classical ML algorithms (KNN,
SVM, RF) and two DL architectures (CNN, Autoencoder) against the traditional
ED baseline.

e  Our assessment employs a comprehensive suite of metrics, including standard proba-
bilities of detection, false alarm, and missed detection alongside the more informative
F1-score, which exposes trivial spectrum classification and quantifies the trade-offs
between interference avoidance and spectral efficiency.

e  Our empirical results identify RF as the most robust algorithm, outperforming both its
ML/DL counterparts and the conventional ED method, particularly in challenging
low-SNR scenarios.

e  We contextualize RF’s superiority by comparing it with state-of-the-art techniques
from the literature and synthesize our results into practical performance guidelines
for cognitive radio system designers.

The paper is structured as follows: Section 1 provides the background and motivation.
Section 2 details the methodology. Results and discussion are presented in Section 3, and
the conclusion is given in Section 4. The list of symbols and acronyms utilized throughout
the paper is presented in Table 2.

Table 2. List of definition of symbols and acronyms.

Acronyms Definition

ANN Artificial neural network

AWGN Additive white Gaussian noise

BPSK Binary phase shift keying

CNN Convolutional neural network

CPU Central processing unit

DL Deep learning

FFT Fast Fourier transform

M Frequency modulation

GSM Global system for mobile communication
IoT Internet of Things

ISAC Integrated sensing and communication
KNN K-nearest neighbor

LTE Long term evolution

LSTM Long short-term memory

ML Machine learning

OFDM Orthogonal frequency division multiplexing
PU Primary user

PSK Phase shift keying

https://doi.org/10.3390/telecom?7010020
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Table 2. Cont.

Acronyms Definition

QAM Quadrature amplitude modulation
QPSK Quadrature phase shift keying
RelLU Rectified linear unit

RF Random forest

SU Secondary user

SNR Signal-to-noise-ratio

UHF Ultra high frequency

Ag PU is absent

Aq PU is present

C Regularization parameter

H; Wireless channel

n_estimators

Number of trees

n_neighbors

Number of nearest points

Ny

AWGN

Number of SU that participates in spectrum sensing

Transmitted signal from the PU

Received signal

Convolution operator

Output label

Prediction from nth decision tree

Indicator function

Binary decision of RF model

Weighted vector

Bias vector

Weighted matrix

2. Methodology

Figure 1 illustrates a cooperative CR network comprising a single PU and M SUs. We

utilize K out of M SUs to scan the radio network for vacant spectrum. Each of the K SUs

transfers the result of the scanning to the fusion center for decision. The signal received by

the K SUs is expressed by Equation (1):

Y = Hp x +ny 1)

where vy is the received information, Hy is the wireless channel matrix, x is the transmitted
signal from the PU, n; is the additive white Gaussian noise (AWGN),and k=1, 2---, K
is the number of SUs that participates in spectrum sensing.
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Fusion Center

0, A,:PUis absent
1, A,: PUispresent

Decision =

su,
y,=H x+n
_— “«—————»

Sensing link Direct link

Figure 1. Cooperative sensing model with fusion center, PU, and M SUs.

The decision at the fusion center is expressed by Equation (2) [22,31]:

0, AO:yk:nk

o 2)
1, Al- yk—Hkx+nk

Decision =

in which Ag defines the null hypothesis, which represents the absence of the PU (spectrum
unoccupied), while A; represents the decision that indicates the availability of the PU
(spectrum occupied). We consider Equation (2) as classification problem, whose solution
is sought using ML and DL techniques. Figure 2 illustrates the proposed ML and DL
pipeline for spectrum sensing. The architecture follows a staged workflow comprising
data preparation, model training, validation, and testing to ensure systematic development
and evaluation.

Stage 1: Data input and signal modeling

In the first stage, a synthetically generated QPSK signal serves as the PU transmission.
The dataset consists of 1000 symbols, with 300 samples per SNR level, simulated at a
1 GHz sampling frequency. Each sample is represented as a 64-length sequence, capturing
temporal and modulation characteristics essential for sensing tasks.

State 2: Feature extraction and model training

The second stage involves feature extraction and model initialization. To enhance
interpretability and performance, we extract a comprehensive set of physically meaningful
features from the QPSK signal, including amplitude, phase, energy, spectral characteristics,
spectral density, noise variance, peak-to-average power ratio (PAPR), and cyclostationary
features. These features are used to train both ML and DL models, ensuring that learning is
grounded in signal properties.
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Y
N

Data input and

signal modelling First stage

Training | Validation | Testing

Second stage Third stage Y Fourth stage
Feature extraction Validation Testing
and model Training
Validate the Employ the models to
Extract > models classify the input data
features of
QPSK signal —| ¢
+ Spectrum prediction
Is the
results
Initialize the result  \Y.€S u

machine and
deep learning

okay

models * *
* Vacant occupied
Models
training
T Hyperparameters
tuning

Figure 2. Architecture of ML and DL models for spectrum sensing.

Stage 3: Validation and hyperparameter tunning

The third stage validates the trained models using a separate validation set. Model
performance is assessed based on detection probability, missed detection probability, false
alarm probability, accuracy, and Fl-score. If validation results are unsatisfactory, a hyper-
parameter tuning loop is triggered to optimize model parameters before retraining. This
iterative process ensures robustness and prevents overfitting.

Stage 4: Testing and final classification

In the final stage, the optimized models are deployed on a training dataset to classify
received signals as “vacant’ or ‘occupied’. This end-to-end evaluation confirms the model’s
practical utility and generalization capability.

Stage 5: Dataset partitioning for evaluation

https:/ /doi.org/10.3390/ telecom7010020
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To ensure statistically sound evaluation, the dataset is split into 80% for training, 10%
for validation, and 10% for testing. This split supports robust model development, while
preserving unseen data for final performance assessment.

2.1. Machine Learning (ML) Models

Three ML models are employed to extract features from the PU for spectrum prediction.
The models include RE, KNN, and SVM. KNN is chosen for its high accuracy, simplicity,
and robust performance in low-noise channel conditions. SVM is considered due to its
accuracy at low SNR, efficiency with limited training data, and capability to handle complex
and non-linear classification. Finally, RF is selected for its resistance to overfitting, strong
noise resilience, and ability to process complex, high-dimensional input data.

2.1.1. Random Forest (RF)

This is a supervised ML technique that combines predictive outputs of decision trees
in a forest, where each tree is trained on a subspace of input data [45,46]. The output of
RF is determined by the mean of the predictions from all the trees. The RF model is robust
to overfitting and excels at handling complex, non-linear, high-dimensional, and noisy
datasets [41]. Its strength derives from aggregating the prediction of N individual decision
trees, each trained on a random subspace of data features, as defined by Equation (3):

N
9(x) = arg;nax; ¢(hn(a) = f) (3)

in which g(x) € {0, 1} is the binary decision of RF model, a is the input feature vector for
a signal sample, /1, (a) denotes the prediction from nh decision tree, f denotes the output
label, and ¢(e) denotes an indicator function that tallies the votes for each decision at the
fusion center. The RF model is trained with 100 decision trees (n_estimators = 100), a maxi-
mum tree depth of 20 (max_depth = 20), and a fixed random seed of 42 (random_state = 42).

2.1.2. K-Nearest Neighbor (KNN)

The KNN algorithm classifies a new data point by first calculating its Euclidean
distance to all training instances. It then identifies the K closest points in the training set.
The performance of KNN is contingent on three key factors: the chosen distance metric,
the value of K, and the underlying structure of the data space [41]. In this study, we
train the KNN classifier using 5 neighbors (n_neighbor = 5), a uniform weighting scheme,
and set n_jobs = —1. This configuration enables full parallelization across all CPU cores,
significantly improving computational speed while maintaining equal weighting among
neighboring points.

2.1.3. Support Vector Machine (SVM)

SVM handles non-linearity in training data. It utilizes radial basis function to project
the training data into a high-dimensional space. The interest of SVM is to find a suitable
hyperplane that classifies the training data into different groups. The SVM classifier is
configured with a regularization parameter C = 10 to control the trade-off between margin
width and classification error, a radial basis function (RBF) kernel, and a random state
(random_state) of 42 for reproducibility. The optimized hyperparameters for training the
ML models, as determined through cross validation, are summarized in Table 3.
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Table 3. Parameters for training ML models, obtained through cross validation.

Algorithms Parameters Values

KNN n_neighbors 5
weights uniform
n_jobs -1

RF n_estimators 100
max_depth 20
random_state 42
min_samples_leaf 5

SVM kernel radial basis function
random_state 42
regularization parameter (C) 10

2.2. Deep Learning (DL) Models

This work considers two DL models: an Autoencoder and a CNN. They are selected
for their complementary strengths in feature extraction and signal adaptability. The CNN
is employed for its proven ability to capture spatio-temporal features in input data and its
robust performance in low-SNR regimes, where conventional methods typically fail [16,39].
The Autoencoder is utilized for its capacity for unsupervised automatic feature learning,
which provides flexibility and robustness across diverse datasets.

2.2.1. Convolutional Neural Network (CNN)

The convolutional neural network (CNN), a supervised DL model, comprises con-
volutional, max-pooling, fully connected, and output layers, as illustrated in Figure 3.
The convolutional layer employs multiple small-sized kernels (filters) to perform convolu-
tion, extracting salient features from the input data. Let x be an input feature vector and
W € RN*NXM 5 T be weighted matrix, where N represents the quantity of the filter, while
M and L denote the input and output channel dimensions, respectively. The output of the
convolutional layer is then given by Equation (4) [39]:

k
Yk = ¢C<ZM(X*Wi)+bi> 4)
i=1
in which * is the convolution operator, ¢, denotes activation function, and b; denotes the
bias unit of the k' convolutional layer.

Max-pooling Fully connected

Convolution Output ¥
Input feature tput Y
vector X - >
| | L | J
Features Spectrum
extraction prediction

Figure 3. CNN architecture for spectrum sensing.
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The max-pooling layer compresses the extracted feature map into small size, retaining
the essential features in the extracted data. The output of max-pooling layer is given by
Equation (5):

&= (¢, 6) ©)

where z is the output of the max-pooling operation, f* represents the pooling operation
function, and G is the magnitude of the pooling window.

The fully connected layers take the output of max-pooling layer and apply a set of
neurons to make final classification and prediction, expressed by Equation (6):

ZFC = @rC <Z (W}‘C * Zch> + b%c) (6)
i=1

where Zrc is the output of fully connected layers, ¢rc represents the activation function,

zk is the input into the k™" fully connected layer, bi is the bias of each fully connected

layer, and * is the convolution operator. The output layer produces the spectrum sensing

result for a given input data, which is described by Equation (7):

¥ = ¢o((Zrc)) (7)

in which ¥ is the CNN output that represents the spectrum detection result and ¢, sym-
bolizes the activation function at the output layer. The loss function for training the CNN
is the sparse categorical cross entropy, which calculates the error based on the predicted
probability of the true class. The weight and bias are updated using adaptive moment
estimation (Adam) algorithm, where the learning rate is 0.001 and the batch size is 64. The
Adam optimizer is chosen for training the CNN due to its computational efficiency, straight-
forward implementation, and low memory requirements [43]. The CNN architecture for
spectrum sensing is presented in Table 4, and its corresponding training, validation, and
testing procedure is outlined in Algorithm 1.

Table 4. Structure of CNN for spectrum sensing.

Layers

Dimension

Convolutional layer 1 (ConvD1)

(3 by 64)

Activation Rectified linear unit (ReL.U)
Padding Same
Max-pooling (2by 2)
Convolutional layer 2 (ConvD2) (3 by 128)
Activation ReLU
Padding Same
Convolutional layer 3 (ConvD3) (3 by 256)
Activation ReLU
Padding Same
Dense (128)
Activation ReLU
Drop-out rate 0.5

Dense (64)
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Table 4. Cont.

Layers Dimension
Activation ReLU
Dropout (0.3)

Dense 2
Activation Softmax

Algorithm 1: Steps for training, validating, and testing a CNN model for spectrum sensing.

Input:
Training dataset Z;,,;,
Ground truth label data
Output:
Spectrum sensing result i
1: Data preprocessing
1.1 Normalize the training data to a range of [-1, 1]
1.2 Divide Zy,,;y, into training Z;,, validation Z,;;, and testing Z.s: sets.
2: CNN architecture design
2.1 Define the CNN structure
-Number of convolutional layers
-Number of filters
-Number of pooling layers
2.2 Activation functions
-Hidden layer: o(x) = ReLu(x) = max(0, x), x in an input feature vector
-Output layer: Softmax
3: Model Training
3.1 Initialize weights W and bias b
3.2 For epoch t = 1:E, E is the total number of epochs
3.2.1 Shuffle Z;, to avoid biased training
3.2.2 For each mini-batch B C Z;,
a. Perform convolution
b. Apply ReLU
c. Perform max-pooling
d. Flatten output and pass through fully connected layers
e. Compute loss using sparse categorical cross entropy
f. Update weights using Adam optimizer
4: Model Evaluation
4.1 Evaluate the model on Z,,;; after each epoch
4.2 Compute performance metrics
5: Testing
5.1 Normalize Z.s; using the same scaling as the training data
5.2 Forward propagate Z.s; through the trained CNN model
5.3 Output spectrum prediction i
6: Return i

2.2.2. Autoencoder

Autoencoder is a DL model designed to reconstruct its original input from a com-
pressed latent representation. It consists of three components (an encoder, a bottleneck, and
a decoder) as shown in Figure 4. An encoder reduces the input data to a smaller dense size
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by transforming the high-dimensional input into a lower-dimensional latent representation.
This is achieved through successive layers of learned transformations, which employ the
rectified linear unit (ReLU) activation function to introduce non-linearity. Given an input
feature vector x, the output of the encoder is defined by Equation (8):

g = ¢(wx +a) (8)

where g is the encoder’s output, ¢ is the activation function, w represents the weight, and
b denotes the bias vector. The encoder effectively learns the most salient features of the
input data while discarding redundancies.

Input X Compressed data Output
\ ] | - /
|V
- RN

Encoder Deccwder\‘

Bottleneck g
Figure 4. Autoencoder architecture for spectrum sensing.

The bottleneck contains latent space representation g, which corresponds to the com-
pressed input data. The decoder network performs the inverse operation, mapping the
latent representation back to a reconstructed version of the original input. The decoder
learns to reconstruct the input from the compressed representation, by minimizing the
reconstruction loss between the input data vector x and decoder’s output ¥, which is
defined by Equation (9):

7= ¢/(wrg +br) 9)

where ¢/ denotes the activation function at the decoder, w/ and b/ represent the weight
and bias vector of the decoder, respectively. The Autoencoder predicts the spectrum
by using sparse categorical cross entropy loss to quantify the dissimilarity between the
predicted probability distribution over all the classes and the true class label. The model
is trained using Adam optimizer with a learning rate of 0.001 and a batch size of 64. The
Autoencoder network architecture is detailed in Table 5, and its training, validation, and
testing procedure for spectrum sensing is outlined in Algorithm 2.

Table 5. Structure of Autoencoder for spectrum sensing.

Layers Dimension
Encoder (dense layers) 128, 64, 32
Activation function ReLU
Bottleneck (dense layer) 16
Activation function ReLU
Dropout rate 0.3
Decoder (dense layer) 2
Activation Softmax
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Algorithm 2: Steps for training, validating, and testing Autoencoder for spectrum sensing.

Input:
Training dataset Z;,4iy
Ground truth label : y € (0,1)( 0: spectrum vacant, 1: spectrum occupied)
Output:
Spectrum sensing result: i
Reconstruction error : €5
1: Data preprocessing
1.1 Normalize the training data to a range of [0, 1]
1.2 Partition Z;,;,, into training Z;,, validation Z,,;, and testing Zi; sets.
2: Autoencoder architecture design
2.1 Define layers of encoder and decoder
2.3 Specify activation functions for encoder, bottleneck, decoder, and output
3: Model Training
3.1 Initialize training weights W and biases b
3.2 For epoch t = 1:E, E is the total number of epochs
3.2.1 For each mini-batch Z;,
a. Compute reconstruction error
b. Update the weights and biases using Adam optimizer
4: Model validation
4.1 Evaluate on validation set Z,,; after each epoch
-Compute reconstruction error
4.2 Perform spectrum sensing decision
4.3 Compute performance metrics
5: Testing
5.1 Normalize Zs; using the same parameters as training
5.2 Encode and decode test samples
5.3 Compute reconstruction errors
5.4. Classify spectrum sensing decision
6: Return v, &4t

The optimized hyperparameters for training the CNN and Autoencoder models are
detailed in Table 6.

Table 6. Summary of optimized parameters for training CNN and Autoencoder models.

Parameters CNN Autoencoder

Loss function Sparse categorical cross entropy Sparse categorical cross entropy
Number of epochs 30 30

Batch size 64 64

Learning rate 0.001 0.001

Activation function (hidden layers) ReLU ReLU

Activation function (output layer) Softmax Softmax

Optimizer ADAM ADAM

For benchmark comparison, the traditional ED technique is also evaluated within the
same framework.
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2.3. Energy Detection (ED)

ED is a conventional spectrum sensing technique that predicts spectrum occupancy by
measuring the received signal energy. The decision metric is computed by averaging the
squared magnitude of the received signal over a specified observation interval, as defined

in Equation (10):
2

1 M
Energy =+ ) [y(a)] (10)
a=1

where y(a) symbolizes the signal received by the SUsand a =1, 2, 3--- , M symbolizes the
received signal length. The technique compares the energy to a predetermined threshold,
where it is assumed that the spectrum band is not vacant if the energy level is above a
threshold; otherwise, it is deemed vacant. The block diagram for predicting the spectrum
through ED is depicted in Figure 5.

Comparison of

with threshold

Threshold

Figure 5. Spectrum sensing via energy detection.

The principal advantages of ED are its applicability to a wide variety of modulated
signals [38] and its lower computational cost compared to other traditional techniques.

2.4. Evaluation Metrics

The performance of ML and DL techniques is examined through probabilities of
detection, false alarm and missed detection, accuracy, and F1-score, which are the standard
metrics for assessing spectrum sensing techniques.

2.4.1. Probability of Detection

This parameter measures the model’s capability to correctly detect an active PU. It is
defined by Equation (11):

TP

P ility of ion = ————
robability of detection TP+ EN

(11)

where TPs (true positives) are instances which correctly identify PU as being active and
FNs (false negatives) are instances where an active PU band is present in the channel but is
not detected by the sensing algorithm.

2.4.2. Probability of False Alarm

This metric quantifies the rate at which an SU incorrectly assumes that the spectrum
band is occupied when it is actually vacant. It is expressed as the ratio of false positive
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detections to the total number of times the spectrum is truly vacant, which is given by

Equation (12):
Fp

FP+TN

in which FPs (false positives) are incorrect ‘occupied” decisions and TNs (true negatives)

Probability of false alarm = (12)

are correct ‘vacant’ decisions

2.4.3. Probability of Missed Detection

This metric quantifies the rate at which an SU incorrectly assumes that the spectrum
band is vacant when it is actually occupied. It is expressed as the ratio of missed detections
(false negatives) to the total number of times the PU is truly active, defined by Equation (13):

FN

TP+ FN (13

Probability of missed detection =
where FNs (false negatives) are incorrect ‘“vacant” decisions and TPs (true positives) are
correct ‘occupied’ detections.

2.4.4. Accuracy

This is the ratio of the quantity of correct spectrum predictions to the quantity of
spectrum predictions made. That is

quantity of correct spectrum predictions

quantity of spectrum predictions (14

Accuracy =

2.4.5. F1-Score

The F1-score calculates the harmonic mean between recall and precision. It combines
the two parameters into a single value. Fl-score is more informative than accuracy because
it gives a better assessment of the models’ effectiveness in correctly predicting the absence
of the vacant spectrum.

3. Results

This section presents the simulation results demonstrating the performance of ML and
DL models using detection probability, missed detection probability, false alarm probability,
accuracy, and Fl-score. The simulated CR network consists of PU transmitting a QPSK
signal with a sample length of 64, which is sensed by the SUs. The channel between the
PU and SUs is modeled as Rayleigh fading channel with identically and independently
distributed (i.i.d.) gain. AWGN with zero mean and variance equal to the total noise power
is applied, and the investigation spans an SNR regime of —20 dB to 20 dB, to characterize
model robustness in noisy conditions. All models are developed in Python 3 within Google
Colab environment, utilizing standard scientific computing and machine learning libraries.
Classical ML models are built with scikit-learn and NumPy, while DL models are developed
with Keras and Tensor flow. Data processing and ED analysis are performed using NumPy
and SciPy. All simulations are executed on a local computing machine equipped with
an Intel Core ™ i7-6600U 64-bit processor, operating at 2.81 GHz with 8 GB of RAM.
Figure 6 depicts the probability of detection as a function of SNR. The results demonstrate
the superiority of the RF algorithm, which achieves the highest probability of detection
across the entire SNR range. Notably, RF maintains this performance advantage within the
critical low-SNR regime from —20 dB to —4 dB, highlighting its exceptional noise resilience
and making it the preferred model for operation in noisy wireless channels. This finding
corroborates prior work [47], which also established RF’s superiority over SVM and KNN
for spectrum sensing. Furthermore, it is observed in Figure 6 that the DL models (CNN
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and Autoencoder) outperform the traditional ED method. This aligns with findings in the
literature [39], which reported CNN'’s superiority over conventional detection methods.

1.0 % + . 2 d
0.8

=

=

1

.

- 0.6 -

=

S

©

zl

= 04 -+ RF

- - SVM

'g -+ KNN

a 0.2 -4~ CNN

+Autoencoder
_ED

0.0

-20 -1§ -10 -§ 0 5 10 15 20
SNR (dB)

Figure 6. Probability of detection against SNR for RE, SVM, KNN, CNN, Autoencoder, and ED.

The average probability of detection across the SNR regime from —20 dB to 20 dB
is quantified in Figure 7. RF attains the highest value at 0.957 (95.7%), followed by CNN
(0.8967), the Autoencoder (0.8385), SVM (0.807), KNN (0.7845), and ED (0.6411). In relative
terms, RF demonstrates performance gain of 6.3%, 12.38%, 16.23%, 18.02%, and 37.71%
over these respective models.

Models
= RF
B3 svM
=3 KNN
[ CNN
[ Autoencoder
[ ED

KNN CNN Autoencoder
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Figure 7. Comparison of average probability of detection of RF, SVM, KNN, CNN, Autoencoder,
and ED.
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The average probability of false alarm for each model is presented in Figure 8, where
it is established that RF achieves the lowest probability of false alarm at 1.44%, followed by
SVM at 3.19%. In contrast, traditional ED exhibits the highest false alarm rate at 10.81%,
CNN (8.18%), Autoencoder (9.59%), KNN (7.38%), and SVM (3.19%).
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Figure 8. Comparison of probability of false alarm of RF, SVM, KNN, CNN, Autoencoder, and
energy detection.

This indicates that RF most effectively minimizes incorrect declaration of PU activity,
thereby offering superior interference control and channel access efficiency in the CR
network. Figure 9 displays the average probability of missed detection for all the models,
where it is observed that RF achieves the least value of probability of missed detection,
indicating that it most reliably detects active PU. CNN and Autoencoder follow closely,
while traditional ED demonstrates the highest missed detection rate.
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Figure 9. Comparison of probability of missed detection of RF, SVM, KNN, CNN, Autoencoder,
and ED.
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In addition, it is evident in Figure 9 that RF achieves the lowest probability of missed
detection at 4.3%, significantly outperforming CNN (10.33%), the Autoencoder (16.15%),
SVM (19.83%), KNN (21.55%), and ED (35.89%). This directly indicates that RF minimizes
the loss of available spectral opportunities, while traditional ED incurs substantial spectral
inefficiency by failing to detect idle channels. Furthermore, the accuracy of each model
across the SNR range is shown in Figure 10. The results confirm that RF maintains superior
classification accuracy compared to other techniques, reinforcing its overall robustness as a
spectrum sensing solution.
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«4- Autoencod er
ED
0.0

-20 -15 -10 -§ 0 § 10 15 20
SNR (dB)

Figure 10. Accuracy against SNR for all the models.

Figure 11 presents the average accuracy for each model, where it is seen that RF
achieves the highest accuracy at 96.93%, outperforming CNN (90.77%), SVM (88.71%),
the Autoencoder (87.14%), KNN (85.78%), and ED (76.94%). This corresponds to relative
performance gain of 6.59%, 8.71%, 10.32%, 11.72%, and 20.82% over these respective models.
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Figure 11. Comparison of accuracy of RF, SVM, KNN, CNN, Autoencoder, and ED techniques.
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Figure 12 plots the Fl-score against SNR to evaluate model performance under di-
verse signal conditions. The result reveals that RF produces the most favorable F1-score
throughout the tested SNR range, demonstrating consistent reliability in both challenging
low-SNR and favorable high-SNR scenarios.
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Figure 12. F1-score against SNR for all the models.

Figure 13 presents the average Fl-score for each model across the SNR range of
—20 dB to 20 dB. It is demonstrated in Figure 13 that RF achieves the highest score at
96.93%, followed closely by CNN (90.1%), while ED yields the lowest F1-score at 70.43%.
The F1-scores of Autoencoder, SVM, and KNN are 84.88%, 83.98%, and 82.75%, respectively.
This indicates that RF delivers performance gains of 7.04%, 12.05%, 13.36%, 14.63%, and
27.34% over CNN, Autoencoder, SVM, KNN, and ED, respectively. It is well known that
a high \value of F1 score corresponds to high values of precision and recall. Therefore,
a high Fl-score, as achieved by RF, indicates an optimal balance of high recall and high
precision [41]. In the context of spectrum sensing, recall is the measure of the proportion
of vacant spectrum that is identified to be present while precision defines the reliability
of the decision that the PU band is not vacant. A high recall is crucial for preventing
interference with the operation of the PU while a high precision is necessary for maximizing
throughput and spectral efficiency. Thus, RF’s superior Fl-score confirms its excellent
performance in maximizing spectrum access opportunities (high recall) and ensuring that
those opportunities are correctly identified (high precision).

Figure 14 presents the computational training times for all evaluated models. The
results show a clear trade-off between efficiency and performance. Classical ML models,
specifically SVM (0.59 s) and KNN (1.26 s), train rapidly. In contrast, the deep learning
architectures require substantially more time, the Autoencoder takes 6.09 s, while the CNN,
with its high-density data processing, requires the longest training time of 25.42 s.

RF occupies a middle ground, with a training time of 2.47 s, which is moderately
higher than SVM and KNN due to its ensemble process of generating and aggregating
multiple decision trees. Crucially, this slight increase in computational cost is justified by
its performance. While SVM and KNN exhibit the poorest accuracy, F1-score, and detection
probabilities, RF delivers superior results across all key metrics. Therefore, RF achieves
the optimal balance between training efficiency and predictive performance. This strong
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performance stems from RF’s inherent ability to effectively learn discriminative features
from the transmitted signal, outperforming both simpler ML models and more complex
DL architectures. Consequently, RF emerges as the most practical and high-performing
candidate for real-time spectrum prediction in CR networks. In addition, Table 7 provides
a comprehensive analysis of computational complexity alongside computing requirements
for both traditional ML and DL models. The CNN exhibits the most substantial computa-
tional demands in our implementation, which is attributed to the computational intensity
of convolution operations executed on CPU hardware without specialized acceleration.

1.00
Models
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= ED

0.85 A

0.80 A
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Figure 13. Comparison of Fl-score of all the models.
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Figure 14. Computational time for RF, SVM, KNN, CNN, Autoencoder, and energy detection.
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Table 7. Computational complexity and computing requirement analysis of ML and DL models.

Training

Model Computational Complexity Time (s) Memory Parameter Definition
2 m = training samples
SVM O (m* x q) 0.59s § MB q = extracted features
m = training samples
KNN Om xq) 126 16 MB q = extracted features
RE n_estimators x 247 24 MB m = training samples
m x g x log(m) ’ g = extracted features
E = Epochs
Autoencoder O (E x B x Y_layers) 6.09s 112 MB B — Batch size
E = Epochs
B = Batch size
M = input channel (size of input
feature maps
) L = output channel (size of output
CNN O( EXx B x} N*x Mx ) 2542 384 MB feature representation)
Lxhxw h = output height (height of the output
feature representation)
w = output width (width of the output
feature representation)
N = kernel/filter size
Moreover, we validate the spectrum sensing techniques examined in this study
through direct performance comparison with prior sensing studies from the literature.
Specifically, the probability of detection achieved by RF (best) model is compared with the
results reported in [41-44] under a consistent simulation scenario using a 64-length QPSK
signal. The results of the comparative analysis are summarized in Table 8.
Table 8. Comparison of probability of detection of RF with previous study.
QPSK (64 Signal Length)
Models CNN-RNN [41] CNN-LSTM [42] CNN-LSTM [43] DLSenseNet [44] REF
Probability of

detection at —20 dB

0.5073 (50.73%)  0.2637 (26.37%) 0.2680 (26.80%) 0.4097 (40.97%) 0.8556 (85.56%)

As shown in Table 8, under the extreme noise condition of —20 dB, the RF model
achieves a higher detection probability than the hybrid CNN-RNN, CNN-LSTM, and
DLSenseNet architectures reported in [41-44]. This provides strong evidence of RF’s
robustness in low-SNR regimes, a critical advantage for practical spectrum sensing.

4. Conclusions

This study conducts a comparative performance evaluation of machine learning (ML)
and deep learning (DL) algorithms for vacant spectrum detection in cognitive radio (CR) IoT
networks. Within the ML paradigm, we examine random forest (RF), K-nearest neighbor
(KNN), and support vector machine (SVM), while convolutional neural network (CNN)
and Autoencoder models represent the DL approach. The simulation results, evaluated
through accuracy, Fl-score, and the probabilities of detection, false alarm, and missed
detection, demonstrate that RF outperforms all other models, including CNN, Autoencoder,
KNN, SVM, and traditional ED, across every performance metric considered. RF achieves
the highest probability of detection, accuracy, and F1-score, while simultaneously recording
the lowest probabilities of missed detection and false alarm, underscoring its exceptional
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resilience in noisy low-SNR environments. A critical analysis of the training efficiency
reveals a clear trade-off. While KNN and SVM train rapidly, their detection performance
is suboptimal. Conversely, CNN and Autoencoder deliver relatively better accuracy but
incur the longest training times. RF strikes the optimal balance, requiring only marginally
more training time than KNN and SVM while delivering superior detection performance
that surpasses the DL models. Consequently, RF emerges as the most efficient and effective
candidate for practical spectrum sensing, offering the strongest compromise between
computational cost and predictive accuracy. The study establishes RF as a robust, high-
performance method ideally suited for CR networks. This study does not incorporate
time-varying channel states, shadowing, and multi-user interference in the analysis. Future
work will address these limitations by exploring generative transformer networks for
spectrum sensing in CR networks for enhanced practical relevance.
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