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Abstract

Vehicular Ad Hoc Networks (VANETs) are mobile networks that offer new services and
communication between moving vehicles, roadside infrastructure, and a trusted authority.
With the development of autonomous and connected vehicles, the issue of authentication
in VANETs has become increasingly prominent due to the lack of mutual trust among
network entities. However, standard authentication models for VANETs must account for
total computational and communication overhead, regardless of the timing of authenti-
cation message generation. To address this limitation, this work proposes an advanced
authentication paradigm for VANETs called the online/offline VANET framework, and
formalizes this novel framework to realize lightweight authentication by shifting heavy
computational overhead to the offline phase. The proposed model is divided into an
offline phase and an online phase. In the offline phase of the free time before the message
becomes available, it allows more powerful trusted authority to pre-compute, and in the
online phase, resource-constrained devices only execute a small set of residual operations.
Based on this model and a new identity-based signature, we give an efficient instantiation
and use a mobile platform to evaluate it. The experimental results demonstrate that our
construction achieves low online computational and communication overhead.

Keywords: lightweight; Vehicular Ad Hoc Networks (VANETs); authentication protocol;
security; online/offline

1. Introduction
Vehicular Ad Hoc Networks (VANETs) are networks formed by vehicles, trusted

authority, and roadside units, enabling direct communication between vehicles (V2V)
and between vehicles and roadside infrastructure (V2I) [1]. VANETs emerged alongside
the proliferation of wireless communication technologies and the surging demand for
Intelligent Transportation Systems (ITS), and they carry far-reaching practical value. As
the fundamental communication layer of ITS, VANETs can mitigate traffic accidents by
delivering real-time safety notifications, including collision avoidance reminders, speed
alerts, and traffic hazard warnings. Beyond safety, VANETs also support intelligent traffic
management, such as optimizing routes, reducing congestion, and contributing to the
development of autonomous driving systems [2,3]. In short, VANETs help to improve
road safety, optimize traffic flow, and offer crucial support for autonomous driving by
exchanging data in real time.

The architecture of VANETs is illustrated in Figure 1. It consists of mobile vehicles,
a trusted authority (TA), and roadside units (RSUs). In some models, the cloud server is
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also used to store some public data by interacting with RSUs to reduce the local VANET
storage. The mobile vehicles communicate with one another and RSUs in that particular
region by on-board units (OBUs) which are installed on vehicles. TA is a trusted authority
with sufficient computation and storage capabilities than other entities in this work, and
provides services to vehicles through RSUs. RSUs are fixed as the roadside infrastructures
that mainly provide services and traffic information to vehicles.

  

wired communication 

wireless ad hoc network 

TA 

RSU 

Internet 

V2V communication 

V2I communication 
RSU 

Figure 1. The architecture of VANETs.

In a VANET, secure authentication and high efficiency are the essential requirements
for vehicular communication. First, the communication in VANETs has to be carried out
in a secure way in order to identify and also isolate the attackers from the network. This
contributes to providing services only to the legitimate users, and the false information
provided by attackers can also be identified [4–6]. Thus authentication is a primary require-
ment in a VANET for secure communication, which only allows legitimate entities to join
in this network, and ensures the traffic-related messages made by the entities are inerrant.

In addition to the security, a VANET with authentication should also be lightweight in
terms of the low computation and communication overhead [7–9]. Lightweight authentica-
tion is highly significant due to the following arguments.

• The OBUs installed on vehicles are commonly low-power devices. Due to resource
limitations, such as the computation capacity and bandwidth, the computation costs
and the number of bits sent in wireless communication should be minimized.

• Considering a scenario where larger numbers of vehicles must be authenticated, the
authentication must be rapid and it would be highly desirable if it only uses the
minimum number of resources. Otherwise, the related devices and communication
network may be overloaded because of the numerous accesses.

• Low computation and communication costs contribute to smaller overhead and lower
delay, and thus bring the owners of the vehicles a better experience, which thus makes
it easier for them to accept and also use the VANET network.

However, existing lightweight authentication protocols designed for standard
VANETs, such as those proposed in [1,2,7–9], must account for the communication and
computational overhead incurred throughout the entire authentication procedure. This
includes the overhead generated during the offline phase prior to the availability of traffic
messages, regardless of the timing at which these messages are ready for transmission.
Such overall overhead introduces heavy computational and communication burdens for
resource-limited OBUs deployed on vehicles. To mitigate this limitation, this paper pro-
poses and formalizes a novel framework built on pre-computation and offline distributed
mechanisms. Within this framework, all offline computational overhead is borne in ad-
vance by the TA; thus, vehicles are freed from handling any offline-side costs before traffic
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messages become available. Accordingly, the proposed framework serves as an effec-
tive alternative to alleviate the excessive communication and computational overhead in
conventional full-process VANET authentication schemes.

1.1. Our Result

In this work, a new variant of VANET model called the online/offline VANET is
introduced, which provides a new and lightweight V2V authentication framework by
shifting heavy computational overhead to the offline phase. The comparison of the standard
model and our model is shown in Figure 2. Compared to standard VANETs with the
authentication model, our model is divided into an offline phase and an online phase. The
offline phase is performed by a powerful TA in free time before the traffic-related messages
become available. Thus, our proposed model achieves online performance optimization at
the cost of increased offline system overhead.
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Figure 2. The comparison of different VANET authentication models, where the dashed arrows
represent the offline authentication phase of any free time and the solid arrows represent the online
authentication phase. (a) Standard model. (b) Proposed online/offline model.

More specifically, a scenario is considered where the OBUs in vehicles have to efficiently
authenticate themselves in VANETs, but they are powerless because of the constrained
computation and storage power. Meanwhile, our proposed online/offline model allows a
more powerful TA to pre-compute before the traffic-related message is given. Thus, OBUs can
quickly execute the online authentication based on the information generated in the offline
phase. Thus our online/offline model has the perfect property for secure and lightweight V2V
communication in VANETs. To sum up, we describe the contributions as follows.

• A New Framework for Achieving Efficient Authentication in VANET Systems. Our
framework is different from directly applying an online/offline identity-based sig-
nature to standard VANETs. Firstly, due to the architecture of the standard VANET
model, directly applying an online/offline signature to it is only applicable during the
signing stage of the authentication scheme, whereas our online/offline VANET model
is not their simple combination, which formally gives the definition of online/offline
VANET and its security model. Some steps of both the signing and verifying stages
can not only be performed offline, but can also be executed by more powerful TAs
instead of vehicles. Secondly, the signing vehicle in our framework can extract the
signature without inputting the private key in an online signing algorithm and only
by using the pre-computed values from TAs. That is, the TA keeps the generated
private keys secret by itself, which avoids the issue of secure key distribution in public
communication channels. Finally, our framework also supports distributed computing
in offline authentication stages besides the online/offline idea. In fact, the cloud server
can also execute the offline verifying stage to provide data processing and storage
together with the TA.
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• An Efficient Instantiation for Online/Offline VANET Authentication Model. Ac-
cording to our online/offline approach, this work first designs a new identity-based
online/offline signature and proposes a generic framework for the authentication
model, then gives an efficient instantiation and its security proof. Our instantiation
is far from the simple combination of the signature scheme and our online/offline
framework. It adds the pre-processing and distributed computing executed by the
TA, and avoids the issue of key distribution in the public communication channel.
This is also the first attempt to achieve secure and lightweight authentication in the
online/offline VANET model for V2V communication.

• Lightweight Online Authentication for V2V Communication. The high efficiency
of our construction is considered to be a natural result. It stems from our model in
which the OBUs in vehicles merely need to perform online costs because the offline
phase has been performed in advance by the TA. Simple comparisons between the
standard model and our model are presented in Table 1. Both the theoretical analysis
and experimental results demonstrate that our scheme reduces the vehicle’s online
computation and communication costs, while introducing additional offline overhead
such as TA processing and storage.

Table 1. Simple comparisons of the efficiency between standard VANET and our online/offline
VANET with authentication, where the signature of the traffic-related message is σ := {σoff, σon},
and is denoted by Toff, Ton the time needed for extracting σoff, σon, respectively.

Approaches The Standard Model Our Online/Offline Model

Extracted in offline phase − {σoff}
Extracted in online phase {σoff, σon} {σon}

Online authentication time Toff + Ton Ton

1.2. Related Works

Larger numbers of works surrounding the VANET authentication problem have been
studied. In addition to the schemes based on asymmetric key management [10–12], early
works also applied symmetric key cryptography for information authentication [13–15].
The main defect of these schemes is that the authenticate process requires a third trusted
party. This is not very applicable for larger numbers of vehicle-to-vehicle communications.
Hence, public-key-based VANET authentications are widely proposed, and they are also
classified into public-key-infrastructure (PKI)-based schemes [16] and identity (ID)-based
schemes. PKI-based authentication schemes for VANETs are still not feasible, because this
paradigm requires numerous certificates, and suffers from space problems as well as heavy
communication and computation overheads [17,18].

A larger number of ID-based VANET authentication protocols [19–24] have been con-
structed to reduce computation overhead. In ID-based protocols, certificate managements
are simplified by digital signatures, and vehicle identities are used as the keys in ID-based
cryptography for communication [25]. The work in Ref. [26] constructed an efficient ID-
based authentication protocol using ID-based cryptography. Shim [27] also proposed an
ID-based authentication protocol for vehicular communication based on bilinear pairing.
However, this protocol has high computation costs because of several operations. On
account of the heavy computation overhead, the work in Ref. [28] designed an efficient
VANET authentication protocol without using bilinear pairing. In addition, when receiving
larger numbers of authentication messages from multiple vehicles, batch verification is
also a very efficient method to reduce the computation overhead [29]. In this work, we
found that authentication for VANETs using online/offline ID-based cryptography is also
feasible to reduce computation overhead. To this end, we formalize a new authentication
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framework called the online/offline VANET by shifting heavy computational overhead to
the offline phase, and give an efficient instantiation by a new signature algorithm.

1.3. Organization

After the preliminaries in Section 2, Section 3 proposes the proposed authentication
framework and gives its security model. Section 4 first designs a new type signature for
our construction, and then proposes a concrete online/offline VANET with authentication
protocol. Section 5 proves the security of our scheme. Section 6 discussed the efficiency of
our scheme in terms of the communication and computation costs. We finally concludes
our work in Section 7.

2. Preliminaries
2.1. Notations

We show the frequently used notations in Table 2.

Table 2. The notations.

Notations Descriptions

TA A trusted authority
RSU Roadside unit
OBU On-board unit
Vi, Vj Signer vehicle, verifier vehicle

ID The original identity
AID The anonymous identity

m Traffic-related message
σ The generated signature
Ti Timestamp for Vi
Zq Ring of integers modulo q

x ← Zq x is uniformly sampled from Zq

2.2. Related Cryptographic Primitive

Definition 1 (Online/Offline Identity-Based Signature). The definition of this signature
scheme [30] includes the following five algorithms:

• Setup (1λ): This algorithm inputs the security parameter λ, then outputs the public parameter
PK and master secret key SK.

• Key extraction (PK, SK, ID): It inputs PK, SK and an identity ID, then outputs private
key skID.

• Offline sign (PK, skID): Offline signing algorithm inputs PK and the private key skID, then
outputs the pre-computation value ψ before the message is available.

• Online sign (m, ψ): Given the message m and the pre-computation ψ, it outputs the final
signature σ.

• Verify (PK, m, σ, ID): Verify algorithm inputs PK, (m, σ) and ID, then outputs ACCEPT
or REJECT.

The security of our construction is based on the discrete logarithm problem. We now
recall its definition.

Definition 2. Let G be a cyclic group with generator g. For a uniform element h ∈ G, the integer
x satisfying gx = h is called the discrete logarithm. The discrete logarithm problem is to compute x.

2.3. Security Requirements of Our VANET Framework

In this work, a VANET with authentication for V2V communication must have the
following security features.
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https://doi.org/10.3390/telecom7040089


Telecom 2026, 7, 89 6 of 22

• Authentication and Data Integrity: Authentication is an essential requirement in
VANETs, which only allows legitimate entities to join in this network. Thus, legitimate
vehicles must be authenticated by other entities. In addition, the VANETs must also
ensure the traffic-related messages sent by the entities are true and intact.

• Unlinkability: Any adversaries cannot link the data derived from the vehicle commu-
nication, such as a vehicle’s driving information, to the genuinely related vehicle.

• Anonymity: In the authentication stage of the VANETs, anonymity means that the
identity information of the user will not be leaked. Thus any attackers, including
roadside infrastructure, cannot link a vehicle’s information with the user’s identity.

• Traceability: If there is a vehicle that was not certified or has transmitted a forged
message, the TA is the only one that can trace this vehicle’s original identity.

3. Our Online/Offline VANET Framework for V2V Communication
3.1. The Proposed Framework

Based on the identity-based signature primitive [30] and the idea of online/offine [31,32],
our framework is described as follows.

Definition 3. Our online/offline VANET framework for V2V authentication mainly consists of
seven algorithms:

• Setup (1λ): This algorithm inputs security parameter λ. The TA outputs PK and SK for
identity-based signature.

• Vehicle AID Generation (ID): The vehicle AID generation algorithm inputs the identity ID
by a vehicle Vi, and outputs anonymous vehicle identity (AID). This algorithm is conducted
by the TA, which allows only the TA to recover the original ID by a secret key or trapdoor in
order to trace the illegal vehicles.

• Vehicle Key Extraction (AID, PK, SK): The vehicle key extraction algorithm inputs the AID,
PK and SK by the TA, and extracts the private key skID for online/offline identity-based
signatures. The TA keeps the private key skID secret by itself.

• Offline Sign Pre-Computation (PK, AID, skID): It inputs PK and private key skID by the
TA, and outputs the pre-computation value ψ. Notice that the private key skID is used in the
offline phase by a more powerful TA before the traffic-related message is available.

• Online Message Sign (m, ψ, T): The online message sign algorithm inputs the traffic-related
message m, the pre-computation ψ and the timestamp T. The signing vehicle Vi executes this
algorithm to extract final signature σ without using the private key skID, and sends it and T
to the verifying vehicle Vj.

• Offline TA Verify (ψ, PK): The offline TA verify algorithm takes as input the pre-computed
value ψ and PK. The TA outputs p, and then sends it to the verifying vehicle Vj. It also allows
the TA to execute this process before the online message sign algorithm because it only takes as
input ψ and PK.

• Online Verify (p, σ, m): The online verify algorithm inputs p and the message–signature pair
(m, σ) from the vehicle Vi. The verifying vehicle Vj accepts or rejects the authentication request.

3.2. Security Model

According to their different capabilities of the adversaries, we now describe two types
of security model by two games I and II between a challenger C and two adversaries A1

and A2 respectively.
Type-I Adversary: The adversary A1 may attempt to replace the legitimate partial

pre-computation and public parameters with illegal ones and acts as a malicious user.
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Type-II Adversary: Define the adversary A2 as a trusted but curious TA who can get
the master secret key but can not replace the partial pre-computation of the system. A2 may
attempt to create multiple forged identities by producing new public–private key pairs.

Game I: Game I is defined as a protocol between C and A1 and can be described
as follows.

1. Setup Phase: C first generates system parameters by running the setup algorithm and
sends them to A1.

2. Query Phase: In this phase, A1 executes the following queries:

• Pre-processing queries: The adversary A1 queries on pre-computation of the
AID. C generates the corresponding ψ and sends it to A1.

• Private key queries: A1 queries on the private key of the AID. C generates the
corresponding skID and sends it to A1.

• Partial pre-computation replacement queries: A1 sends the new pre-computation
ψ′ of the AID to the challenger C. C replaces the original ψ with ψ′ and sends it
to A1.

• Signing queries: A1 queries on the signature of the AID on adaptively chosen
message m. C runs the related algorithm to generate the corresponding signature
σ and sends it to A1.

3. Forgery Phase: The adversary A1 produces a forged triple (AID∗, m∗, σ∗) and wins
the game if

• σ∗ is a valid signature.
• A1 has never queried the signature on (AID∗, m∗).
• A1 has never queried the private key skID∗ of AID∗.

Game II: Game II is defined as a protocol between C and A2 and can be described
as follows.

1. Setup Phase: C first generates the system parameter and the master secret key by
running the setup algorithm and sends both of them to A2.

2. Query Phase: In this phase, A2 executes the following queries:

• Private key queries: A2 queries on the private key of the AID. C generates the
corresponding skID and sends it to A2.

• Pre-processing queries: The adversary A2 queries on pre-computation of the
AID. C generates the corresponding ψ and sends it to A2.

• Signing queries: A2 queries on the signature of the AID on adaptively chosen
message m. C runs the related algorithm to generate the corresponding signature
σ and sends it to A2.

3. Forgery Phase: The adversary A2 produces a forged triple (AID∗, m∗, σ∗) and wins
the game if

• σ∗ is a valid signature.
• A2 has never queried the signature on (AID∗, m∗).
• A2 has never queried the private key skID∗ of AID∗.

Definition 4. Our online/offline VANET with the authentication protocol is existentially unforge-
able under the adaptively chosen message attacks (EU-CMA) if the advantages of winning the above
games for A1 and A2 are negligible.

4. Our Construction
This section will give an instantiation in VANETs for V2V lightweight authentication

based on the above framework.
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4.1. A New Online/Offline Identity-Based Signature Scheme

Before the formal construction, we first need to design a new online/offline identity-
based signature scheme. The proposed signature scheme is based on Schnorr signature [33]
and Γ-signatures [34]. Suppose G is a cyclic group of prime order q, and g is a generator.
Hi : {0, 1}∗ → Zq, i = 1, 2, 3 are three hash functions, and m is the message. Then our
online/offline identity-based signature scheme is described in Table 3.

Table 3. The proposed online/offline identity-based signature scheme.

Setup: Online sign (ψ, m):
01 x ← Zq 12 c3 := H3(m)
02 X := gx 13 z := y + uc3 mod q
03 Return PK = (G, q, g, X) and SK = x 14 Return signature σ := (z, gy, gr)

Extract (PK, SK, ID):
04 r ← Zq Verify (m, σ, ID, PK):
05 c1 := H1(gr, ID) 15 c1 := H1(gr, ID)
06 s := r + c1x mod q 16 c2 := H2(gy, ID)
07 Return private key skID = (s, gr) 17 c3 := H3(m)

18 ACCEPT if gz = gy((grXc1)c2
)c3

Offline sign (skID, PK): 19 Otherwise, return Reject
08 y← Zq
09 c2 := H2(gy, ID)
10 u := sc2 mod q
11 Return ψ := (y, gy, u, gr)

It is easy to prove that our scheme is correct because

gz = gy((gr+c1x)c2)c3

= gy((grgxc1)c2)c3

= gy((grXc1)c2)c3

where c1 = H1(gr, ID), c2 = H2(gy, ID) and c3 = H3(m).
Our proposed scheme uses three hash functions for signature generation, which may

increase the complexity of the whole authentication process. While most of the existing
identity-based signatures based on the discrete logarithm only use two hash functions, the
whole signing time of our scheme may be slightly longer than those of the existing schemes.
However, our scheme has a shorter online signing time as it does not need to perform more
time-consuming exponent operation gy, and both the existing schemes and our scheme
only perform one hash operation in the online authentication stage.

4.2. High Description

Our construction is more than the combination of our proposed framework and the
above signature scheme. In fact, because our proposed signature scheme is an online/offline
form, there will be some pre-computed values in this scheme when it is applied to our
framework for VANETs. As a consequence, a few elements of the protocol, e.g., partial
signature gy, could be pre-computed and sent in advance before the initiation of the
authentication. This contributes to reducing the online communication and computation
costs for vehicles.

Beyond that, in standard VANETs, the TA will send the anonymous identity AID
and the corresponding private key skID to vehicle Vi by the secure channel, while in our
construction, the TA will not transmit them to Vi as they will only be used offline by the
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TA to generate the pre-computation ψ = (y, gy, u, gr), and then sends (y, u) and gy to the
signing vehicle Vi and verifying vehicle Vj, respectively. The tuple (y, u) and the value
gy are used for online signing and online verifying, respectively. The value gr is used for
offline verifying. For multiple authentications, the TA can perform this offline algorithm
for β times, and get the pre-computed values

ψ = {(y1, gy1 , u1, gr1), · · · , (yβ, gyβ , uβ, grβ)}.

4.3. Formal Construction

We now describe the formal construction of our online/offline VANET with the
authentication protocol for V2V communication, and present the sketch of the process in
Figure 3.                

 
 
            Vehicle 𝑽𝑽𝒊𝒊 
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Figure 3. Illustration of our proposed VANET protocol. The dashed boxes and arrows represent
the offline computation and communication. The solid boxes and arrows represent the online
computation and communication respectively.

• Setup (1λ): In this step, the TA initializes the VANETs to get SK and the system parameter.

1. According to the security parameter λ, the TA chooses a cyclic group G that is of
prime order q and g is a generator.

2. The TA chooses Hi : {0, 1}∗ → Zq, i = 1, 2, 3.
3. The TA randomly chooses x← Zq and takes SK = x as the master secret key.
4. Set PK = (G, q, g, X, H1, H2, H3) where X = gx. Then the TA publishes it publicly

across the network.

• Vehicle AID Generation and Vehicle Key Extraction: The vehicle Vi transmits its ID to
the TA to join the network. The TA responds to an anonymous identity AID for Vi

and generates a corresponding skID for the subsequent steps.

1. The TA chooses an encryption algorithm Enc and gets the public–secret key pair
(pk, sk).

2. Given ID of the Vi, the TA computes AID = Encpk(ID) ∥ ET, where ET is the
validity of time for the Vi.

3. The TA chooses r ← Zq.
4. The TA computes c1 = H1(gr, AID) and s = r + c1x mod q.
5. It then sets skID = (s, gr) as the private key for the Vi.
6. By executing γ times, the TA stores

Λ = {(AID1, skID,1), · · · , (AIDγ, skID,γ)}.
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• Offline Sign Pre-Computation (PK, AID, skID): Before the traffic-related message m is
presented, this algorithm is allowed to be executed in any time by the TA instead of
the vehicle Vi.

1. The TA randomly chooses a pair (AID, skID) from Λ.
2. The TA computes c2 = H2(gy, AID) where y← Zq.
3. It then computes u = sc2 mod q.
4. The TA gets the pre-computed value ψ = (y, gy, u, gr), and then sends (y, u, gy)

to the signing vehicle Vi.

• Online Message Sign (m, ψ, T): Once the traffic-related message m is presented by
RSUs in a particular region, the vehicle Vi performs this phase to authenticate itself.

1. Vi extracts the pre-computation (y, u, gy) sent by the TA.
2. For a valid timestamp Ti, Vi computes c3 = H3(m, Ti) and z = y + uc3 mod q.
3. Vi outputs a part of the signature σ = (z, gy) and sends it to the vehicle Vj for a

specific interval of time Ti.

• Offline TA Verify (ψ, PK): This phase can also be executed by a cloud server beyond
the TA, which contributes to alleviating the computation and storage costs of the TA
by this distributed processing.

1. Given PK, AID and the value gr in ψ, the TA pre-computes

p := (grXc1)c2

where c1 = H1(gr, AID) and c2 = H2(gy, AID), and sends the value p to the
vehicle Vj.

• Online Verify (p, σ, m): After receiving the pre-computation p and message/signature
pair (m, σ), the verifying vehicle Vj performs this verifying phase.

1. Vj first checks the freshness of the message–signature tuple (m, σ, Ti). Let Ta

be the arrival time of the message–signature tuple, and ∆t be the time interval
that is already defined. If |Ti − Ta| > ∆t, Vj rejects the authentication request.
Otherwise, Vj continues this step.

2. Given the partial signature (z, gy) on the message m, the timestamp Ti and the
value p in the offline TA verify algorithm, the vehicle Vj accepts the authenti-
cation request if gz = gy pc3 where c3 = H3(m, Ti). Otherwise, Vj rejects the
authentication request.

Remark 1. Notice that the private key skID is only used in the offline phase by the more powerful
TA before the traffic-related message is available. Instead of skID, the signing vehicle Vi uses the
pre-computed tuple (y, u, gy) generated by skID to extract the signature on a message. Thus in some
sense, the vehicle Vi can execute the online message sign process without using the private key skID.

Remark 2. The offline TA verify process could be executed in advance before the online message
sign process as it only takes as input ψ and PK. That is, it allows the TA to execute the partial
verifying process offline before the initiation of the real-time authentication. Notice that the elements
used in this process will not leak any private information of our proposed protocol. Thus in order
to alleviate the computation and storage costs of the TA, this offline verifying process can also be
performed by the cloud server, which will provide data processing and storage for pre-computation
p := (grXc1)c2 where gr is an element in ψ.

Remark 3. Assuming the TA is compromised and sends malicious messages, the vehicle’s response
can be divided into two situations. If the TA is only curious and attempts to create multiple forged
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identities by producing new key pairs, acting as the type-II adversary in our security model, our
scheme is still secure. The vehicle will verify and confirm that the message is invalid. If the TA
is completed compromised and can make any attacks within is capacities, it can issue legitimate
certificates and fake warnings or traffic messages with valid signatures. At this point, relying solely
on all cryptography-based schemes is completely ineffective. In practical VANETs, the response
mechanism of the vehicles will evaluate the credibility of the message source, and make judgments
and responses relying on the trust management system of the whole network. The evaluation is
mainly based on practical traffic conditions around vehicles, such as V2V and V2I cooperation
verification. According to the evaluation results, the vehicles may mark and isolate the message,
then use distributed consensus by multiple vehicles and RSUs to withdraw the legitimate identity of
this TA. In short, from a purely cryptographic perspective, we have to assume that the TA cannot be
completed captured. But in practical VANETs, vehicles make judgments and responses relying on
the trust management system of the whole network besides cryptography.

Remark 4. In our VANET scheme, an RSU broadcasts the traffic message to the witness vehicle
that acts as a sender or signer. The vehicle only sends the message–signature pair to other vehicles in
the range of this RSU. Thus, the TA also only broadcasts the corresponding p to the vehicles by this
RSU in its range. What is more, our scheme is also slightly lightweight compared with the standard
schemes from this perspective, as the standard schemes need to broadcast the values gr, c1, and c2 to
the verifier vehicles in the range of the RSU as well.

4.4. Discussions on Pre-Computed Values

We now discuss the following issues caused by pre-computed values in our scheme.

• Distribution and Storage: The TA generates pre-computed values in the offline stage,
and distributes them to legitimate vehicles by the RSU within its range. The distribu-
tion of the pre-computed value will be bound to its corresponding timestamp and the
AID to ensure the consistency of authentication. Furthermore, the hierarchical storage
architecture stores the AID mapping list, private key, and ψ within the hardware
security module (HSM), whereas the pre-computed values p are placed in regular
flash memory managed by the TA or cloud, which eliminates excessive storage and
distribution overhead concentrated on a single central node.

• Freshness: The freshness of pre-computed values generally follows the AIDs’ re-
fresh rules, which include fixed periodic refresh and event-driven emergency refresh.
Because of our pre-computation mechanism, we may set the fixed refresh cycle of hun-
dreds of seconds according to different traffic scenarios. Of course, for the event-driven
emergency refresh such as TA handover and risk-triggered scenarios, the refresh cycle
might be relatively shorter.

• Reuse and Exhaustion: To prevent pre-computed values from being reused infinitely,
our scheme follows the AID replacement strategy. Vehicles are required to periodically
change the AID. Upon expiration, this AID will be discarded unless the traceability
mechanism is triggered during the period. When a dispute or maliciousness arises, the
TA may extract the real identity of this vehicle from some related pre-computed values
to enforce accountability. Meanwhile, each AID has the validity period. Once the TA
completes the authentication with vehicles, it will compute and store new AIDs to
replenish the exhausted resources, thus ensuring the continuity of the service.

• Revocation: An AID and pre-computation revocation list (APRL) maintained by the
TA and RSUs are deployed in practical authentication. Once vehicles quit the network
or violate network rules, all pre-computed values bound to the AID will be added
to APRL synchronously. In addition, once an AID expires, the pre-computed values
bound to it will also be revoked by the TA.
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• Possible Compromise: The pre-computed AID-ID mapping list and the corresponding
private keys are securely stored by the TA within HSM, while other pre-computed
values do not disclose any information about the private key and vehicle ID. Suppose
an adversary can query on or replace partial pre-computed values in advance, our
scheme is still secure against this attack according to the type-I adversary defined in
our security model.

5. Security Analysis
We first prove the security of the proposed protocol by our security model, and then

discuss various attacks and security objective analyses.

5.1. Security Proof

Theorem 1. For any probabilistic polynomial time adversaries A1 and A2 defined in our security
model, our proposed protocol has the EU-CMA security under the discrete logarithm assumption
and random oracle model.

Proof. We first prove the security under the type-I adversary A1. Suppose there is an ad-
versary A1 who can replace the legitimate partial pre-computation and public parameters,
and then break our proposed protocol under the defined model. We build a simulator B
to extract a solution to the discrete logarithm problem by interacting with A1. Given a
problem instance (g, gx) over the cyclic group G, in order to find a solution x, the simulator
B controls random oracles and interacts with A1 as follows.

Setup: The simulator B chooses the public parameters (G, q, g, X, H1, H2, H3) and
sends them to A1. The parameter X is obtained from the problem instance.

H1-Queries: B sets an initially empty hash list LH1 which contains the queries and the
corresponding responses. For a query on (AIDk, grk ) from A1 where rk ∈ Zq, if (AIDk, grk )

is already in LH1 , B responds to it by the corresponding c1k. Otherwise, B sets c1k = c′1k
where c′1k ← Zq, then adds (AIDk, grk , c1k) to LH1 and sends c1k to A1.

H2-Queries: B sets an initially empty hash list LH2 . For a query on (AIDk, gyk ) from
A1 where yk ∈ Zq, if (AIDk, gyk ) is already in LH2 , B responds to it by the corresponding
c2k. Otherwise, B sets c2k = c′2k where c′2k ← Zq, then adds (AIDk, gyk , c2k) to the list LH2

and sends c2k to A1.
H3-Queries: B sets an initially empty hash list LH3 . For a query on (mk, Tik) from A,

if (mk, Tik) is already in LH3 , B responds to it by the corresponding c3k. Otherwise, B sets
c3k = c′3k where c′3k ← Zq, then adds (mk, Tik, c3k) to the list LH3 and sends c3k to A1.

Pre-Processing Queries: B sets an initially empty hash list Lpp which contains the
queries and the corresponding responses. For a pre-processing query on AIDk from A1, if
it is already in LH3 , B responds to it by the corresponding (yk, gyk , uk, grk ). Otherwise, B ex-
ecutes H1-queries and H2-queries to get (AIDk, grk , c1k) and (AIDk, gyk , c2k), and computes
uk = c2ks mod q, then adds (AIDk, yk, gyk , uk, grk ) to Lpp and sends the response to A1.

Private Key Queries: B sets an initially empty hash list Lsk. For a query on AIDk, B
aborts and restarts to a new query for AIDk = AID∗k . For AIDk ̸= AID∗k , B returns the
array (sk, X−c1k gsk ) to A1 where sk ← Zq and c1k ∈ LH1 , and adds (AIDk, sk, X−c1k gsk ) to
the list Lsk.

Partial Pre-Computation Replacement Queries: When A1 initiates a partial pre-
computation replacement query on (AIDk, gy′k ), B replaces the partial pre-computation
tuple (AIDk, yk, gyk , uk, grk ) with a new (AIDk, yk, gyk , uk, gr′k ).

Signing Queries: For each query for (AIDk, mk) made by A in these signing queries,
if AIDk ̸= AID∗k , B gets the signature σk = (zk, gyk , gr′k ) by previous queries where
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zk = yk + ukc3k mod q. Otherwise, B sets Rk = X−c1k gsk , Yk = Zk(gr′kc2k Xc1k )−c3k where
sk ← Zq and Zk ← G. Finally it sends signature (Zk, Yk, Rk) to the adversary.

Forgery: The adversary A1 outputs a valid and forged signature σ∗ where m∗ and
skID∗ have never been queried. According to the forking algorithm FPK(A1) introduced
in [35], A1 gets two valid signatures (z1, gy, gr) and (z2, gy, gr) with z1 ̸= z2 for the distinct
hash values. Thus it has

gz1 = gy((grXc1)c2
)c3

gz2 = gy((grXc1)c2
)c∗3

Let p = (grXc1)c2 ; it has z1 − z2 = (c3 − c∗3) log p. Thus B computes

(c3 − c∗3)
−1(z1 − z2) = log p = c2(r + c1x)

and outputs (c1c2(c3 − c∗3))
−1(z1 − z2) − c−1

1 r as the solution to the discrete logarithm
problem instance.

We then prove the security under the type-II adversary TA named A2. The adversary
A2 can get the master secret key but keep the private key secret and can not replace the
partial pre-computation of the system. Given a problem instance, we now build a simulator
B and describe its interaction process with the adversary A2 as follows.

Setup: The simulator B chooses the public parameters (G, q, g, X, H1, H2, H3), then
sends them and the corresponding master secret key x to A2.

H1-Queries: B first sets an initially empty hash list LH1 . For a query on (AIDk, grk )

from A2 where rk ∈ Zq, if (AIDk, grk ) is already in LH1 , B responds to it by the correspond-
ing c1k. Otherwise, B sets c1k = c′1k where c′1k ← Zq, then adds (AIDk, grk , c1k) to the list
LH1 and sends c1k to A2.

H2-Queries: B sets an initially empty hash list LH2 . For a query on (AIDk, gyk ) from
A2 where yk ∈ Zq, if (AIDk, gyk ) is already in LH2 , B responds to it by the corresponding
c2k. Otherwise, B sets c2k = c′2k where c′2k ← Zq, then adds (AIDk, gyk , c2k) to the list LH2

and sends c2k to A2.
H3-Queries: B sets an initially empty hash list LH3 . For a query on (mk, Tik) from A2,

if (mk, Tik) is already in LH3 , B responds to it by the corresponding c3k. Otherwise, B sets
c3k = c′3k where c′3k ← Zq, then adds (mk, Tik, c3k) to the list LH3 and sends c3k to A2.

Private Key Queries: B first sets an initially empty hash list Lsk. For a query on AIDk,
B aborts and restarts to a new query for AIDk = AID∗k . For AIDk ̸= AID∗k , B executes
a H1-query and gets (grk , AIDk, c1k), then computes s′k = rk + c1kx mod q. Set sk = s′k, B
returns the array (sk, grk ) to A and adds (AIDk, sk, grk ) to the list Lsk.

Pre-Processing Queries: B sets an initially empty hash list Lpp. For a pre-
processing query on AIDk from A2, if it is already in LH3 , B responds to it by the cor-
responding (yk, gyk , uk, grk ). Otherwise, B executes H2 and private key queries to get
(AIDk, gyk , c2k) and (AIDk, sk, grk ), and computes uk = c2k(rk + c1kx) mod q, then adds
(AIDk, yk, gyk , c2k(rk + c1kx) mod q, grk ) to Lpp and sends the response to A2.

Signing Queries: For each query for (AIDk, mk) made by A2 in this signing queries,
if AIDk ̸= AID∗k , B gets the signature σk = (zk, gyk , grk ) by previous queries where
zk = yk + c2kc3k(rk + c1kx) mod q. Otherwise, B sets Rk = X−c1k gsk , Yk = Zk(grkc2k Xc1k )−c3k

where sk ← Zq and Zk ← G. Finally it sends signature (Zk, Yk, Rk) to A2.
Forgery: The adversaryA2 outputs a valid and forged signature σ∗ where m∗ and skID∗

have never been queried. According to the forking algorithm FPK(A2) introduced in [35],
A2 gets two valid signatures (z1, gy, gr) and (z2, gy, gr) with z1 ̸= z2 for the distinct hash
values. Thus it has gz1 = gy((grgxc1)c2

)c3 and gz2 = gy((grgxc1)c2
)c∗3 . B then computes

(c2(c3 − c∗3))
−1(z1 − z2)− c1x = r
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and outputs it as a solution to the discrete logarithm problem instance.
In conclusion, if the adversaries A1 and A2 can break our proposed protocol, then the

discrete logarithm problem will become easy. Hence our proposed protocol is secure in the
EU-CMA model under the discrete logarithm assumption.

5.2. Attack Categories

We now discuss some attacks below, and some of them such as the Sybil attack have
already been incorporated in our defined security model.

• Replay Attacks: The hash calculation for each session of our scheme is forcibly bound
to the unique random number of the current session. Thus, each signature has been
embedded with particular timestamps and random nonces. Even if an attacker inter-
cepts a valid signature, since it cannot obtain the real-time random number of the new
session, this signature will be directly discarded in the next communication round.
Furthermore, the type-I adversary defined in our security model possess the capacity
of replay attacks, and the proposed scheme has been proven to be secure against this
adversary. In conclusion, any expired or repeated message–signature pair will be
rejected directly during verification, thus ensuring that our scheme is secure against
replay attacks.

• Stolen OBUs and Impersonation Attacks: Even if the OBU device is physically stolen,
the adversary cannot extract the original ID and private keys as our AID generation
is based on cryptography, and the OBU stores pre-computed values rather than the
corresponding private key for online signature generation. In addition, once the OBU
offline anomaly access is detected, the TA will trigger emergency revocation of all keys
bound to this OBU hardware, and will not refresh the AID and private key mapping
of this vehicle.

• Pre-Computation Reuse Attacks: The pre-computation update mechanism follows
the AID replacement strategy. Vehicles are required to periodically change the AID.
Upon expiration, the AID and the corresponding pre-computations will be discarded
unless the traceability mechanism is triggered during the period. The pre-computed
values with incorrect timestamps will not be adopted by the system either.

• TA/Cloud Compromise Attacks: If the TA is only curious and attempts to create
multiple forged identities by producing new public–private key pairs, acting as the
type-II adversary in our security model, our scheme is still secure. In addition, re-
placing pre-verified values by the TA/cloud is also invalid as it has been defined in
the proposed security model. If the TA is completed compromised and can make
any attacks within is capacities, relying solely on the cryptography-based approaches
is completely ineffective. Practical VANETs will shift from “verifying message” to
“evaluating the credibility of the message source”, and make judgments and responses
relying on the trust management system of the whole network.

• Clock Desynchronization: A tolerant clock synchronization mechanism is designed for
VANET high-speed mobile vehicles. We can set a permissible time deviation window
for vehicle–RSU clock difference, and adopt relative timestamp instead of absolute
timestamp for signature verification. The clock desynchronization interval depends
on different VANET scenarios, ensuring that it is able to eliminate verification failure
and fake authentication risks caused by network clock offset.

• Revocation Latency: Local abnormal vehicle revocation around the RSU can be com-
pleted within single-hop vehicular communication and recording it in a revocation
list. For cross-region revocation latency, it is necessary to jointly handle it through
the TA and cloud server using a consensus protocol, and define the revocation delay
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boundary. We do not consider it as a contribution of this paper at present and will
consider it as a future work.

• Sybil Attacks: In our proposed scheme, assuming an adversary or curious TA attempts
to create multiple forged identities by producing new keys, acting as the defined
type-II adversary in our security model, our scheme has been proven to be secure
against these Sybil attacks launched by this adversary. That is to say, our proposed
scheme is capable of resisting Sybil attacks under the discrete logarithm assumptions.

• Location and Route Privacy: In order to ensure unlinkability across both space and
time, instead of binding signatures to real vehicle ID, we adopt short-lived AID
generated by the TA without carrying geographic coordinates. Each AID is only valid
within a limited geographic segment and short time window. Importantly, AID refresh
is triggered not only by time, but also by driving distance and randomized thresholds,
and AID-to-vehicle mapping is maintained ephemerally at the TA and purged after a
short retention period. Hence, only the TA holds the trapdoor for identity and route
disclosure, and this is invoked only under strictly specific circumstances, such as in
the event of a dispute or detected malicious behavior.

5.3. Security Objective Analysis

In this section, we will discuss the requirements for the security objectives of our
proposed VANET for V2V communication. For convenience, we first briefly discuss the
assumptions about the TA and RSUs, and the AID refresh rules.

The TA is a trusted authority that faithfully executes key distribution, AID mapping,
malicious identity traceability algorithms, and will not actively leak vehicle real ID to any
third-party node. It is also equipped with a hardware security module (HSM) to securely
store the private key and AID mapping list, which supports judicial audit and malicious
vehicle tracing officially. RSUs are fixed as the roadside infrastructures that mainly provide
traffic information, local AID issuance and revocation services. However, curious RSUs
will attempt to collect message data and link AID to track vehicle tracks, but cannot obtain
and tamper the private key and AID mapping list.

AID′s refresh rules generally include fixed periodic refresh and event-driven emer-
gency refresh. Because of the pre-computation mechanism of the proposed approach,
we may set the fixed refresh cycle of hundreds of seconds according to different traffic
scenarios. Of course, for the event-driven emergency refresh such as TA handover and
risk-triggered scenarios, the refresh cycle might be relatively shorter.

We then give a more detailed discussion on authentication and data integrity, unlinka-
bility, anonymity, and traceability below.

• Authentication and Data Integrity: In the above Theorem 1, we have proved our
proposed scheme is secure under the discrete logarithm assumption. Thus the au-
thentication and integrity are satisfied by our scheme since they can be reduced to the
security proof of the underlying identity-based signature. As a result, a legal vehicle is
able to authenticate its identity attached to the traffic-related message by the generated
signatures. Any malicious adversaries without the private keys cannot forge the legal
signatures and modify the integrity of the traffic-related messages. Any action of them
will be detected by verifying the proposed message–signature pair. In a word, our
proposed scheme satisfies authentication and data integrity, and ensures the normal
operation of the VANETs.

• Unlinkability: It ensures that for any two messages sent by the same vehicle at different
times or locations, an adversary cannot determine whether they originate from the
same vehicle. In our scheme, each AID is used only within its validity period Tj.
Upon expiration, the vehicle automatically switches to the next unused AID and
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updates its private key. Different AIDs are cryptographically independent in our
construction, ensuring no computable linkage between successive pseudonyms. After
switching, all new messages are signed with a fresh key, and the corresponding
certificate contains no long-term identity information. Suppose an adversary can
observe multiple distinct AIDs within time window W, and W ≥ MTj, where M is
the number of pseudonym switches during W. Ideally, the adversary’s probability
of correctly linking two messages from the same vehicle is 1/M. If the time window
W is relatively short and only one AID is observed, unlinkability will degenerate to
anonymity as the adversary cannot link different messages from the same vehicle, and
all messages share the same AID.

• Anonymity: Anonymity ensures that no adversaries (including RSUs or other vehicles)
can associate transmitted information with the vehicle’s real ID without accessing
the TA’s HSM. In our scheme, each vehicle V preloads a set of AIDj from the TA,
each with a validity period Tj. For each session, V uses its currently active AID
and corresponding private key to sign the message. The TA maintains an encrypted
AID mapping strictly inside its HSM, inaccessible to RSUs or external entities, and
any non-TA identity query is rejected. As a result, the adversary cannot recover the
original ID from AID as it cannot access TA’s HSM. In addition, it is assumed that
the adversary can eavesdrop and capture all messages released by a target vehicle
within a time window W. Given that W ≤ Tj, the adversary only obtains messages
signed by a single valid AID. Thus, the success probability for the adversary to map
the captured AID to the target vehicle’s real ID is bounded to 1/N, where N denotes
the total number of AIDs allocated in the whole system. This cracking probability is
equivalent to blind random guessing. In conclusion, any adversarial entity, including
compromised RSUs and eavesdropping neighboring vehicles, cannot link a specific
vehicle to its historical communication behaviors or deduce the vehicle’s permanent
real ID in the proposed scheme.

• Traceability: Traceability ensures that in case of disputes, upon obtaining proper legal
authorization, the TA can extract the real identity of the vehicle from any related
message to enforce accountability. When a dispute arises in our scheme, RSUs send
the tuple (m, σ, AID, Ti) of the disputed or malicious message to the TA in its range.
Upon receiving the report, the TA queries its local HSM for the AID. If the vehicle
has registered this AID, the TA then uses the corresponding secret key to extract the
original ID of the vehicle. The TA generates a verifiable traceability proof and submits
it to law enforcement authorities. Simultaneously, the TA revokes the registration
of the malicious vehicle and broadcasts the revocation information across the entire
VANET, ensuring that all RSUs and vehicles update their certificate revocation lists
and reject future messages from this vehicle. In conclusion, our proposed scheme
thus satisfies traceability for vehicular communication, enabling accountable dispute
resolution while maintaining privacy during normal operations.

6. Performance Analysis
We give the performance analysis of this scheme through theoretical performance

models and mobile platform experiments.

6.1. Performance Analysis Under VANET Mobility and Network Dynamics

We now give a theoretical performance evaluation based on the proposed scheme in
realistic VANET environments, taking into account factors such as network delay, packet
loss, mobility, and RSU availability.
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• Communication Delay and Packet: The online signature size of our scheme is de-
termined by σ = (z, gy). According to the hypotheses of 64 bytes of |G|, the total
transmission payload is |z|+ |gy| = 128 bytes. This signature is significantly short
in the online/offline performance. Let the total authentication delay be decomposed
as T = Tauth + Ttrans + Tqueue. The transmission delay is given by Ttrans = |σ|/R
where R is the data rate. Consequently, our short |σ| directly minimizes Ttrans. More
importantly, in a lossy wireless environment with a random packet loss rate, the
probability that a transmitted signature is successfully delivered without corruption
is P = (1− BER)L, where BER is the bit error rate. Since our scheme minimizes |σ|,
it achieves a significantly higher successful delivery probability under high packet
loss scenarios.

• Mobility: We use Doppler shift to evaluate the vehicle mobility. Let the relative speed
between the vehicle and the RSU be v, and the carrier frequency be fc. The Doppler
shift is ∆ f = v · fc/c, which directly increases BER at the physical layer. In our model,
authentication failure is triggered either by equation rejection or packet corruption.
Because our verification equation only requires two modular exponentiations and
one hash operation, the computational complexity is independent of the vehicle’s
speed. However, the communication success rate degrades with speed. We model
the effective authentication success rate as Ptotal(v) = Pequ · (1− BER(v))|σ|. Given
that BER(v) increases with v, the minimal |σ| ensures that Ptotal(v) maintains a high
confidence threshold even in the worst-case scenario.

• Worst-Case RSU Unavailability: For scenarios where the RSU is temporarily unavailable,
vehicles cache the partially computed offline variables ψ along with the online signature
σ. Because the size of the stored tuple is only 192 bytes plus the message payload, the
storage overhead per vehicle is lightweight. Once connectivity is re-established, the RSU
verifies the backlogged signatures using the same verification equation. The signature
equation ensures that the temporal delay does not affect the correctness, proving our
scheme’s robustness against intermittent network disconnections.

In the following discussions, we will give the performance comparisons among our
proposed online/offline model, the standard VANET model and state-of-the-art identity-
based authentication schemes. The constructions of these schemes are all based on discrete
logarithm assumptions, and the comparisons are configured with a uniform 128-bit security
level. We use the elliptic curve y2 = x3 + x and Java programming language with JPBC
library-2.0.0. All the results are obtained by using a 5G mobile platform Qualcomm
Snapdragon 778G with 8.0GB+2.0GB of RAM in Android12 to perform the experiment of
the related schemes. Each operation was repeated 10 times with distinct random seeds
to mitigate the impact of randomness, and their average values were recorded for final
comparison. Each run was trained for a total of 200 iterations. We did not use a specific
warm-up phase in our current setting because of the limited time and computing power.
But for all quantitative results, we report the mean value together with the 95% confidence
interval of each metric to ensure the reliability of the experiment.

6.2. Communication and Storage Costs

We first analyze the communication cost between the standard model and our on-
line/offline model. The vehicle Vi first sends its ID to the TA to register the network. For
the standard model of this initial phase, the TA has to send all the (s, gr) generated by the
AID to the vehicle Vi, while in our approach, s and gr can be stored in private by the TA as
they will only be used in offline signing and offline TA verify phases. It is easy to see that
the communication cost of the authentication stage in the standard model is (m, z, gy, gr, Ti),
while in our proposed model it is segmented into offline and online communication costs.
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In the offline authentication phase, the TA sends (y, u, gy) to the vehicle Vi and p to Vj for
online signing and verifying respectively. In the online authentication phase, Vi only needs
to transmit (m, z, Ti) to Vj because Vj has received gy in advance in the offline phase. That
is to say, the communication cost in the online phase in our scheme is (m, z, Ti).

According to the hypotheses of 64 bytes of |G| and |Zq| for elements in group G and
ring Zq, 16 bytes of |T| for timestamps, and 32 bytes of |S| for random bit strings, the offline
and online communication costs between the standard approach and our online/offline
approach are showed in Table 4 and Figure 4. It is easy to see that our approach has a
slightly larger total cost than the standard approach, but the online communication cost is
smaller. Anyway, the offline communication costs cannot be ignored in practical VANETs.

We then compare our construction with the schemes [3,21,22] in terms of communi-
cation and storage costs, which are shown in Table 5 and Figure 4. In our scheme, the TA
has to pre-process and store multiple values generated offline because of the proposed
online/offline model. Thus it has to take slightly larger storage cost than other schemes.
However, the communication cost of our scheme is smaller than that of other schemes as
a few elements can be locally processed by the TA and do not need to be transmitted to
vehicles in our scheme.

Table 4. Theoretical communication analysis of the standard approach and our online/offline approach.

Standard Approach Proposed Approach

Initial phase 2|S|+ 2|Zq| 2|S|
Offline authentication 0 |S|+ 3|Zq|
Online authentication |S|+ 3|Zq|+ |T| |S|+ |Zq|+ |T|

Total communication cost 3|S|+ 5|Zq|+ |T| 4|S|+ 4|Zq|+ |T|

Table 5. Communication and storage costs among different schemes.

The Scheme Communication Storage (TA) Storage (Vehicle)

[3] 3|G|+ |Zq|+ 2|T| |S|+ |Zq| |S|+ |Zq|
[21] |G|+ 2|Zq|+ |S| |S| |S|+ |Zq|
[22] 3|G|+ |Zq|+ |T|+ |S| |S| |S|+ 2|Zq|

Ours |S|+ |Zq|+ |T| 3|S|+ 2|Zq| |S|+ 2|Zq|
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Figure 4. Comparisons of the communication and storage costs. (a) Standard and our online/offline
approach. (b) The different schemes. In (b), Blue represents the scheme in [3], brown represents the
scheme in [21], gray represents the scheme in [22], and yellow represents our scheme.

6.3. Computation Cost

Likewise, we first analyze the computation cost between the standard model and our
online/offline model. Denoted by ta, tm, te, tr, th, and tmm are the times needed for per-
forming one addition, multiplication, exponent, sampling, hashing and modular operation
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respectively. Theoretical analyses of the computation cost for both approaches are shown
in Table 6. In addition, our simulated experiment results of the two approaches are shown
in Figure 5.

Table 6. Theoretical computation analysis of the standard approach and our online/offline approach.
The online authentication is divided into online signing and online verifying.

Standard Approach Proposed Approach

Offline signing (TA) 0 tr + te + th + tm + tmm
Online signing (Vi) th + ta + tm + tmm + tr + te th + ta + tm + tmm

Offline verifying (TA or cloud) 0 2(tm + te + th)
Online verifying (Vj) ta + 3tm + 3te + 2th ta + tm + 2te + th

Offline authentication 0 3(te + th + tm) + tr + tmm
Online authentication 4te + 3th + 4tm + 2ta + tmm + tr 2(te + th + tm) + 2ta + tmm
Total authentication 4te + 3th + 4tm + 2ta + tmm + tr 5(te + th + tm) + 2ta + 2tmm + tr

(a) (b)

Figure 5. The performing time of the standard construction and our online/offline construction.
(a) Online authentication. (b) Each equipment per session.

In our online/offline approach, Vi and Vj only take part in the online authentication
phases. Besides these vehicles, the TA also plays an important role in preparing the pre-
computed values in the offline phases. As Table 6 indicates, the time costs of the TA are
tr + te + th + tm + tmm for offline signing and 2(tm + te + th) for offline TA verifying. In
addition, the offline authentication phase is performed by the TA as it includes the offline
sign pre-computation and offline TA verification phases. Before the traffic-related message is
given, this stage can be performed in any time by the TA. It can be seen in Table 6 that the
performing time of the TA is tm + te + th + tr + tmm + 2(te + tm + th) for offline authentication.

In the standard VANET authentication model, the signing and verifying phases are
performed by the vehicles Vi and Vj respectively, which belong to the online authentication
stage. Hence, the online performing time is th + tm + tmm + tr + ta + te + ta + 3te + 3tm + 2th,
which includes the online signing cost for Vi and online verifying cost for Vj respectively.
In short, compared to the standard approach, our proposed approach needs larger storage
capacity for a more powerful TA, but has shorter online computation costs both for the
signing vehicle Vi and verifying vehicle Vj.

We then analyze the computation time between our scheme and the related schemes.
The related theoretical analyses and experimental results are shown in Table 7 and Figure 6
respectively. Our online/offline approach is performed in both the signing phase and the
verifying phase. According to Figure 6, our verifying time is almost the same as the others.
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This is because we choose the standard discrete logarithm problem to instantiate our model,
as we would rather highlight the advantages of this framework itself. However, in the
specific construction, our scheme needs to perform exponent operation in the verifying
process, while other schemes are all elliptic curve-based discrete logarithms, which do not
need to perform the time-consuming exponent operation. As a result, though our scheme
has fewer operations in the verifying process, the verifying time is almost the same as these
ECDLP-based schemes. However, the signing time of our approach is significantly shorter
than those of the other schemes.

Table 7. Theoretical comparisons of computation cost among different schemes in the on-
line/offline sense.

The Scheme Signing Cost Verifying Cost Total Cost

[3] th + ta + 2tm + tr + tmm th + 2ta + 2tm 2th + 3ta + 4tm + tr + tmm
[21] 4th + 3ta + 4tm + tr 4th + 3ta + 5tm 8th + 6ta + 9tm + tr
[22] th + 2ta + 2tm + tr 2th + 3ta + 3tm 3th + 2ta + 5tm + tr

Ours th + ta + tm + tmm th + ta + tm + 2te 2th + 2ta + 2tm + tmm + 2te
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Figure 6. Computation time among different schemes. Where the first is the scheme in [3], the second
is the scheme in [21], the third is the scheme in [22], and the last is our scheme.

For k signatures of the verification, the vehicle needs to perform k operations of
gz = gy pc3 , and this verifying equation time T = k(2te + tm) = 2.13k (ms). But when
considering the batch verification for k signatures {(z1, gy1 , gr1), · · · , (zk, gyk , grk )} in valid
times T1, · · · , Tk, it allows a vehicle in our scheme to verify

g∑k
i=1 zi =

k

∏
i=1

gyi pc3i
i

where c3i = H3(mi, Ti) for i = 1, · · · , k. The verifying equation time Tbatch = (k + 1)te +

(k− 1)tm + kta = 1.08k + 1.05 (ms). Hence Tbatch ≤ T for k ≥ 1. In conclusion, the batch
verification is also efficient in the proposed scheme.

7. Conclusions
The standard authentication model for VANETs must account for total computational

and communication overhead, regardless of the timing of authentication message gen-
eration. To mitigate this limitation, this paper proposes and formalizes a novel VANET
authentication framework by shifting heavy computational overhead to the offline phase.
Furthermore, this work also proposes a lightweight instantiation by our generic framework.
The resulting scheme cuts vehicle-side online computation and communication overhead
at the expense of increased offline overhead such as TA processing and offline data storage.
As a result, offline overhead optimization might serve as a future research direction. In
addition, this work discusses the elementary security of lightweight authentication for V2V
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communication. In the future work, we will also analyze more security properties such as
cross-domain authentication issues [36] in practical VANETs.
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