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Abstract: Critical infrastructures and their physical assets are under increasing threat of cyber-attacks
as technological integration creates cyber–physical systems (CPSs). This has led to an urgent need to
better understand which physical assets in these systems are most at risk, but this requires crossing
the divide between cyber and physical risk assessments. However, existing cyber-security methods
generally focus solely on the vulnerabilities and security of the cyber network and efforts to quantify
the impacts of these cyber vulnerabilities on physical assets are generally limited to the consideration
of individual attacks, rather than system-wide risk assessments. Similarly, risk assessments of
physical infrastructure systems generally ignore potential impacts due to cyber-attacks. To overcome
this cyber–physical divide in risk assessment, we introduce a novel approach for assessing risk across
this divide. The proposed approach assesses the cyber risk of physical assets as a function of the
vulnerabilities of their connected cyber components, and the contribution of cyber components to this
risk. The approach is demonstrated with a case study of the C-Town water distribution system. The
results indicate that the approach shows a modified prioritisation of risk compared to that obtained
using conventional cyber or physical assessments, highlighting the importance of considering the
connection between cyber and physical components in risk assessments of critical infrastructure and
their physical assets.

Keywords: cyber–physical systems; risk assessment; cyber security; water distribution systems; risk
modelling; cyber–physical attack

1. Introduction

The infrastructure required to maintain our societies’ way of life is increasingly con-
nected to cyber networks [1,2]. This is generally the result of the application of connected
cyber control technology to infrastructure networks, such as water or electricity distribution
systems [3,4]. This incorporation of technology has transformed these critical infrastructure
networks into cyber–physical systems (CPSs)—complex interconnected physical and cyber
networks (Figure 1a) that continually exchange information and control [5–7].

A key aspect of the function of CPSs, and what facilitates their interconnection, is the
link between physical assets and cyber components. For example, in the case of water
distribution systems, this could be a tank with a water level sensor and a router that will
send that water level data to a pump, which will then turn on/off as a function of this level
(Figure 1b). Whilst this link improves the efficiency and automation of the operation of
the physical system, it also exposes the physical infrastructure and its operations to cyber
threats, in addition to existing physical threats [8]. Not only have the cyber threats and
vulnerabilities of CPSs become more prevalent and numerous over the past few years [9–12],
the number of infrastructure systems exposed to these threats is also growing [13,14].
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network (bottom) of pump, valve, and storage tank where arrows indicate the flow of water. The 

cyber network (top) depicts common components including sensors, actuators, router, Supervisory 

Control and Data Acquisition (SCADA) workstation, and their potential configuration where arrows 

represent flow of information/control. 
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Figure 1. The cyber–physical system, where (a) the cyber network (represented by common com-
ponents such as a router, sensor, cloud, and workstation) and the physical network (represented by
common infrastructure networks: water, manufacturing, and power generation) work together as a
cyber–physical system (CPS). (b) An example water distribution system CPS incorporates a physical
network (bottom) of pump, valve, and storage tank where arrows indicate the flow of water. The
cyber network (top) depicts common components including sensors, actuators, router, Supervisory
Control and Data Acquisition (SCADA) workstation, and their potential configuration where arrows
represent flow of information/control.

Cyber threats to physical infrastructure systems are caused by attacks upon the cyber
network that have an impact in the physical network, which are referred to as cyber–
physical attacks (CPAs) [15,16] (Figure 2). As a result, the need to safeguard physical
assets against potential cyber-attacks has received increasing attention [17–21]. However,
common domain-specific approaches to quantifying associated risks, such as cyber-threat
modelling [22] or physical asset performance analysis [23–25], fall short of providing a
system-wide assessment of the actual cyber-risk of critical infrastructure. This is because
they primarily focus either on the cyber or physical domains of CPSs, without bridging the
gap between them, or focus on enterprise networks rather than the operational technology
networks that directly control infrastructure operations [8,17,26]. The small number of
studies that do bridge the cyber–physical divide are “attack-focussed” [17], which means
that they only consider the impact of specific cyber-attacks. While this can allow for the
stress testing of the systems in question (e.g., Nikolopoulos and Makropoulos [27]), it
generally does not provide a snapshot of the systemic risk of the combined CPS.

While there are existing approaches to assessing the system-wide risk of failure of
physical assets (e.g., that the asset will not meet desired performance requirements, such as
the inability of a water supply system to deliver water of suitable quality and pressure to
customers), these are either attribute-based or performance-based, involving an assessment
of factors such as the critical failure modes of the asset, its expected performance drop
during failure, and the likelihood of this occurring based on historical data [23]. However,
the risk or vulnerability of failure of specific physical assets due to their connection to cyber
systems is often ignored, with generalised network-wide impacts considered instead [8,17].
This is likely because all the other risk factors and failure modes originate in the physical
system itself and can therefore be considered at any particular point relatively easily.
In contrast, consideration of the risk CPAs pose to the ability to maintain the desired
performance of a physical system requires the development of a method for translating
risks in the cyber domain to those in the physical domain.
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Similarly, while there are existing approaches for quantifying system-wide risk in
cyber networks, these generally do not translate to risk in the physical domain. For example,
security/vulnerability-based assessments, such as maturity models [28], focus on assessing
cyber-security attributes and the security policy of the cyber system, resulting in cyber-
security policy recommendations that are silent on potential impacts on the physical assets
of a CPS. In the same vein, threat-based assessments [29–32] focus on different approaches
to simulating the behaviour of the attacker performing the CPA [33] with the goal of
identifying strategies that assist with protecting cyber assets from these attacks, without
crossing the cyber–physical divide to quantify the risk to specific physical assets due to
these attacks.

Another assessment method commonly utilised within the cyber domain to under-
stand its level of risk is the assessment of vulnerabilities using the Common Vulnerability
Scoring System (CVSS) [34]. This scoring system is used to quantitatively score common
vulnerabilities and exposures (CVEs), which are information system weaknesses that may
be present in the cyber system [34]. These CVSS scores range from zero to ten and in-
corporate an exploitability score and an impact score in an effort to quantify the severity
of a vulnerability and are commonly used in industry to prioritise mitigation responses
across managed cyber networks. The exploitability score is influenced by a series of ex-
ploitability metrics describing the “ease and technical means by which the vulnerability
can be exploited” [34]. The impact score and subsequent metrics reflect the consequences
of the vulnerability being successfully exploited to either the primary cyber system or the
downstream cyber systems. The most recent version of the CVSS (v4.0) also incorporates
a safety metric, which identifies if the interconnected system may have an impact on the
safety of human life. Whilst this again fails to cross the cyber–physical divide as it does
not assess impact in the physical domain explicitly, nor provide a way to translate this
vulnerability information to the physical domain, it does highlight an increased interest
and desire for interconnected cyber–physical risk assessments.

As mentioned above, a common feature of all existing methods for quantifying system-
wide risks in cyber networks is that they primarily provide an assessment of the security of
the cyber domain of CPSs. This makes the implicit assumption that the most vulnerable
components in the cyber domain have the largest impact in the physical domain. However,
this is unlikely to be the case, highlighting the need for an approach that crosses the cyber–
physical divide to enable the relative risk to physical assets due to components in the cyber
network, as well as the relative influence of different components in the cyber network on
this risk, to be quantified explicitly. This would not only provide a quantitative assessment
of the actual risk of physical assets due to their cyber connectivity but would also provide
the information needed to target and justify investment in mitigation measures in the cyber
domain that result in the largest reduction in risk in the physical domain.

In order to address the shortcomings of existing approaches, the overarching aim of
this paper is to introduce and assess the utility of a novel approach to assessing the relative
systemic risk of cyber–physical systems by considering the interactions between the cyber
and physical components of such systems explicitly. By crossing the cyber–physical divide,
the proposed approach is able to quantify (i) the relative risk of physical assets due to
cyber components and (ii) the relative influence of cyber components on physical asset risk
(Objective 1). This enables physical asset managers to understand another aspect of the
risk their assets face, namely the risk due to cyber threats, and enables the identification of
the cyber components that have the largest influence on these risks, and hence the most
effective risk reduction strategies.

The application and potential benefits of the proposed approach are illustrated on a
water distribution system case study from the literature for three different cyber network
configurations (Objective 2):

1. Demonstrating how the approach can be used to obtain (a) quantitative estimates of
the relative risk of physical assets due to their connection to cyber components and
how they differ for different cyber network configurations (Objective 2a) and (b) the
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relative contribution of different cyber components to this risk and how they differ
for different cyber network configurations (Objective 2b).

2. Illustrating how currently used risk assessment approaches can give misleading re-
sults, as determined by the relative risk rankings of the assets in the physical domain
and the components in the cyber domain obtained using the proposed and more
conventional approaches for the three different cyber network configurations consid-
ered, when determining (c) the relative vulnerabilities of cyber components in CPSs
(Objective 2c) and (d) the relative impacts of physical assets in CPSs (Objective 2d).

The remainder of this paper is structured as follows: The proposed approach is
introduced in Section 2, followed by details of the case study and how the proposed
approach is applied to it in Section 3. The case study results are presented and discussed in
Section 4, before the conclusions are outlined in Section 5.
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Figure 2. A divide exists in risk assessment, in which the systemic risk of cyber-attacks and threats
originating in the cyber network are not necessarily assessed for physical assets.

2. Methodology

A conceptual representation of the proposed approach to assessing the relative sys-
temic risk of cyber–physical systems by considering the interactions between the cyber
and physical components of such systems explicitly (Objective 1) is given in Figure 3. A
key feature of the approach is that it uses information from both the cyber (Step 1) and
physical (Step 2) domains, as well as the way these are connected (Step 3), to quantify the
relative cyber vulnerability (i.e., the relative likelihood of being attacked) (Step 4) and risk
(Step 6) of each component in the physical system, in addition to the relative contribution
of each cyber component to the impact (i.e., the physical infrastructure response to the
attack) (Step 5) and risk (Step 7) in the physical domain. Risk is defined as the product of
the vulnerability (likelihood) and impact (consequence) [35].

Another key feature of the proposed approach is that it has been designed to be easy
to use, catering to users with differing degrees of expertise, knowledge, resources, and
requirements. Consequently, it can be used either by generalists or specialists working to
reduce the risks to physical infrastructure due to cyber threats. Furthermore, it can be easily
modified to incorporate different types of data sources to suit the context of the assessment.
The outputs produced can also be visualised in heat maps for improved understanding
and communication of the risks to CPSs.

Details of each of the steps in the proposed approach (Figure 3) are given in the follow-
ing sub-sections. It should be noted that although the approach is illustrated here through
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an application to water infrastructure, it is designed as a generic approach applicable to all
types of CPS infrastructure networks.

Water 2024, 16, x FOR PEER REVIEW 5 of 31 
 

 

easily modified to incorporate different types of data sources to suit the context of the 

assessment. The outputs produced can also be visualised in heat maps for improved un-

derstanding and communication of the risks to CPSs. 

Details of each of the steps in the proposed approach (Figure 3) are given in the fol-

lowing sub-sections. It should be noted that although the approach is illustrated here 

through an application to water infrastructure, it is designed as a generic approach appli-

cable to all types of CPS infrastructure networks. 

 

Figure 3. Proposed approach to assessing the relative systemic risk of cyber–physical systems by 

considering the interactions between the cyber and physical components of such systems explicitly. 

2.1. Step 1—Quantify Cyber Vulnerability 

As shown in Figure 3, the first step in the proposed approach involves the assignment 

of a vulnerability score (𝑉𝑐,𝑗
𝐶 ) to each of the j components in the cyber network, as is gen-

erally performed when performing risk assessments that are restricted to the cyber do-

main. This score can be thought of as analogous to a probability of a successful attack at 

the component in question and is affected by contributing factors such as potential attack 

vectors, complexity, privileges required, user interaction needed, and effect on confiden-

tiality, integrity, and availability. 

Whilst this score can be informed by any metrics that may provide insight into the 

possibility of cyber compromise, the Common Vulnerability Scoring System (CVSS) de-

scribed in Section 1 is recommended [34], as it is an existing scoring system that is used 

Figure 3. Proposed approach to assessing the relative systemic risk of cyber–physical systems by
considering the interactions between the cyber and physical components of such systems explicitly.

2.1. Step 1—Quantify Cyber Vulnerability

As shown in Figure 3, the first step in the proposed approach involves the assignment
of a vulnerability score (VC

c, j) to each of the j components in the cyber network, as is
generally performed when performing risk assessments that are restricted to the cyber
domain. This score can be thought of as analogous to a probability of a successful attack
at the component in question and is affected by contributing factors such as potential
attack vectors, complexity, privileges required, user interaction needed, and effect on
confidentiality, integrity, and availability.

Whilst this score can be informed by any metrics that may provide insight into the
possibility of cyber compromise, the Common Vulnerability Scoring System (CVSS) de-
scribed in Section 1 is recommended [34], as it is an existing scoring system that is used
extensively in the literature [36–39] and industry [40]. As mentioned in Section 1, CVSS
scores range from zero to ten and take account of a range of factors related to vulnerability
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and impact in the cyber domain. In cases where there are multiple common vulnerability
exposures (CVEs) related to a cyber component, these can be combined through determin-
ing the mean CVSS score, taking the maximum of the vulnerability scores, or by using
other score aggregation techniques, as considered most appropriate for the case study
under consideration.

2.2. Step 2—Quantify Physical Impact

As shown in Figure 3, the second step in the proposed approach involves the assign-
ment of a physical impact score (IP

p, k) to each of the k components in the physical network
that could be susceptible to failure through a CPA. Such impacts are generally affected by
contributing factors such as customer outcomes (pressure, supply), remediation require-
ments, and criticality to network function. While these impact scores can be obtained
using a range of methods, such as hydraulic modelling in the case of water distribution
systems [18,24], for the sake of simplicity and consistency, an approach that mirrors the
development of CVSS 4.0 scores for individual cyber component vulnerabilities is proposed
to determine the physical impact scores.

Following the CVSS 4.0 methodology, impact scores ranging from zero to ten are
obtained for each physical asset by weighting scores from three metrics affecting the
physical impact that are obtained for each asset using expert opinion (Equation (1)):

IP
p, k =

(TtF + SoF + TtR)
3

. (1)

These metrics include time to failure (TtF), severity of failure (SoF), and time to remedi-
ation (TtR), as these are simplified versions of commonly used performance-based measures
when assessing the risk of failure of a water distribution system (WDS) (Table 1) [41–43].
Time to failure is defined as the expected time it takes until the system performance enters
an unsatisfactory state. For example, should a pump fail, it is expected that customers
will eventually have unmet demand. Despite this, water in holding tanks can be used to
satisfy demand for a period of time, increasing the expected time to failure. Severity of
failure is defined as the expected maximum potential impact of the failure of a physical
asset and time to remediation is defined as the expected time it takes for a physical asset to
return to a functional state following failure. As shown in Table 1, each of these metrics is
assigned a score of 1, 5, or 10 depending on the perceived severity of the impact. It should
be noted that as is the case for the cyber vulnerability scoring, other information regarding
the physical assets under consideration can also be used to inform the impact score, such
as the results of CPA stress testing [44].

Table 1. Scoring matrix for the physical impact score of a physical asset.

Metric Score = 1 Score = 5 Score = 10

Time to failure (TtF) Slow Medium Fast
Severity of failure (SoF) Low Medium High

Time to remediation (TtR) Fast Medium Slow

2.3. Step 3—Develop Control Graphs

As shown in Figure 3, the third step in the proposed approach involves the deter-
mination of which cyber components are connected to, and therefore have an influence
on, each of the physical assets. This is achieved by determining the control graph [45]
for each physical asset, which is defined as the connected sub-graph within the network
that contains sensing and logic nodes (i.e., cyber components) that control the node of
interest (i.e., physical asset). A key innovation is to utilise these cyber control graphs for
each physical asset in risk assessment, directly connecting a set of cyber components to
each physical asset. This enables the cyber risk of each asset in the physical realm to be
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quantified based on an assessment of the vulnerability of individual components in the
cyber realm, and vice versa (see Figure 3), thereby crossing the cyber–physical divide.

In order to determine the control graphs for each of the physical assets of interest, the
entire CPS must first be represented as a directed graph, a common format for the depiction
of a CPS [46]. Within this graph, nodes represent cyber components and physical assets,
and the edges indicate a flow of information or control between components/assets. These
directed edge relationships are determined either by a manual process of investigating the
network dynamics, implied from infrastructure control rules, or can be automated with the
aid of active or passive network scanning tools [10]. The nature of these directed edges can
also be affected by cyber-security practices such as network segmentation and firewall rules
that regulate the networks’ communication. Identifying the boundary for such assessments
is a challenge given the potential number of connected components; however, this is not
the focus of the proposed approach. Once the overall CPS graph has been developed, the
connectivity of each cyber component to physical assets is defined as the sub-graph of the
parent and ancestor nodes for each physical asset.

The cyber components that are grouped into their sub-graph by their connection to
physical assets constitute the control graph for that physical asset. This establishes the
relationship between the cyber and physical network, crossing the divide between the
two domains. In this implementation, it is assumed that a compromise of any of these
components within the control graph will cascade to cause the failure of the physical asset
to which it is connected, thereby providing an upper bound to risk.

2.4. Step 4—Quantify Relative Cyber Vulnerability of Physical Assets

As shown in Figure 3, the fourth step in the proposed approach involves the calculation
of the relative cyber vulnerability of each of the physical assets under consideration (VC

p,k)
(Equation (2)). As can be seen from Equation (2), these values represent the ratio of the
cyber vulnerability of physical asset k (vC

p, k) (see Equation (3)) to the maximum cyber

vulnerability of any of the physical assets under consideration (maxvC
p ), thereby providing

information on the relative vulnerability of the different physical assets in the system under
consideration to CPAs

VC
p,k =

vC
p,k

maxvC
p

, (2)

and

vC
p,k =

m

∑
j=1

wi·VC
c, j . (3)

As can be seen from Equation (3), the cyber vulnerability of physical asset k (vC
p, k)

is the weighted sum of the cyber vulnerability scores (VC
c, j) of the m individual cyber

components that are connected to physical asset k (i.e., the number of cyber components in
the control graph of the physical asset under consideration). It should be noted that the
vulnerability scores of the cyber components are determined in Step 1 and which m cyber
components are connected to physical asset k is determined in Step 3. The weights (wi)
used in the calculation of the cyber vulnerability of physical asset k (vC

p, k) (see Equation
(3)) represent the relative perceived importance of each connected cyber component (e.g.,
based on its level of data traffic), thereby increasing the generality and flexibility of the
proposed approach. In the absence of information on the relative importance of each cyber
component, these weights should be set to 1.

It should be noted that the functional relationships used to calculate the cyber vulnera-
bilities of each of the physical assets under consideration (Equations (2) and (3)) can also be
altered depending on user needs and preferences (see Appendix A, Table A1 for examples).
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2.5. Step 5—Quantify Relative Contribution of Cyber Components to Physical Impact

As shown in Figure 3, the fifth step in the proposed approach involves the calculation
of the relative contribution of each cyber component j to the impact in the physical domain
(IP

c,j) (Equation (4)). As can be seen from Equation (4), these values represent the ratio of

the physical impact contributed to by cyber component j (iP
c, j) (see Equation (5)) to the

maximum physical impact contributed by any of the cyber components under consideration
(maxiP

c ), thereby providing information on how important a particular cyber component is
to the process function of the CPS

IP
c,j =

iP
c,j

maxiP
c

, (4)

and

iP
c, j =

n

∑
k=1

wk·IP
p, k . (5)

As can be seen from Equation (5), the contribution of cyber component j to the impact
in the physical domain (iP

c, j) is the weighted sum of the impacts of each of the n physical
assets that cyber component j is connected to. It should be noted that the impact scores
of the physical assets are determined in Step 2 and which n physical assets that cyber
component j connects to is determined in Step 3. The weights (wk) used in the calculation
of the contribution of cyber component j to the impact in the physical domain (iP

c, j) (see
Equation (5)) represent the relative perceived importance of each connected physical asset
(e.g., based on topological attributes of the assets [47,48]), thereby increasing the generality
and flexibility of the proposed approach. In the absence of information on the relative
importance of each physical asset, these weights should be set to 1.

It should be noted that the functional relationships used to calculate the relative
contributions of each of the cyber components under consideration to the impact in the
physical domain (Equations (4) and (5)) can be altered in the same way as Equations (2) and
(3), depending on user needs and preferences (see Appendix A, Table A1 for examples).

2.6. Step 6—Quantify Relative Cyber Risk of Physical Assets

As shown in Figure 3, the sixth step in the proposed approach involves the calculation
of the relative cyber risk of each of the physical assets under consideration (RC

p,k) (Equation
(6)). As can be seen from Equation (6), the relative cyber risk of physical asset k is the
product of its relative cyber vulnerability (i.e., likelihood of being attacked successfully)
(VC

p,k) (Step 4—Equation (2)) and its physical impact score (IP
p, k) (Step 2—Equation (1)):

RC
p,k = VC

p,k · IP
p, k . (6)

These relative risk values can provide invaluable information to network managers
on the relative risks of different physical assets to CPAs. The relative cyber risk scores for
different physical assets can be colour coded (e.g., low, medium, high) and represented in a
heat map to better assist managers with the identification of cyber risk “hot spots”. This
information can then be used in tandem with other asset management data (component
criticality, asset life, etc.) to gain a more complete understanding of the risk of any con-
nected physical asset and the topological distribution of risk. The use of a colour-coded
visualisation is also a way to assess the relative effectiveness of different risk mitigation
strategies. This type of output is intuitive and regularly used by physical asset managers,
allowing the proposed approach to be incorporated into current physical risk assessment
methods with ease. This interoperability afforded by a common output allows the outcomes
of this methodology to be combined with existing infrastructure knowledge, such as that
of physical performance and criticality analyses, to determine what the interplay between
these different types of risk may be.
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2.7. Step 7—Quantify Relative Contribution of Cyber Components to Physical Risk

As shown in Figure 3, the seventh step in the proposed approach involves the cal-
culation of the relative contribution of a particular cyber component j to physical risk
(RP

c,j) (Equation (7)). As can be seen from Equation (7), the relative contribution of cyber
component j to the risk in the physical domain is the product of its vulnerability in the
cyber domain (i.e., likelihood of being attacked successfully) (VC

c,j) (Step 1) and its relative

contribution to the impact in the physical domain (IP
c,j) (Step 5—Equation (4)):

RP
c,i = VC

c,j · IP
c,j . (7)

These values of the relative contribution of different cyber components to the physical
risk provide invaluable information to network managers on where to prioritise risk
mitigation efforts. These values can also be visualised through a heat map, providing a
rapid overview of which cyber components are of most concern.

3. Case Study
3.1. Study Description

The approach proposed in Section 2 has been applied to a fictional water distribution
system (WDS) CPS, C-Town [49] (Figure 4). This network was chosen primarily due to
its specific use in the previous stress testing of CPA scenarios for water CPSs [27,44,50].
Furthermore, it has had extensive use in the literature ([42,51], among others) and is often
used as a benchmark model within the water distribution field. It also features a balance
between a realistic level of complexity for a medium-scale water distribution system and
computational efficiency.
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The C-Town WDS distributes water via pumping from a source reservoir to storage
tanks and then to users throughout the network (Figure 4). The physical domain of the
C-Town WDS includes 11 pumps in 5 pump stations, 1 valve, 7 tanks to supply demand
nodes across the network, and in Networks 2 and 3, 5 isolation valves and 5 flushers
(Table 2), with the specification of the network informed by [15,27]. These pumps operate
according to the trigger levels of the tanks, and pump station 1 (incorporating pumps 1
through 3) draws water from the singular water source.

Table 2. Physical network components of the C-Town WDS.

Physical Component Number

Nodes 388
Pipes 429
Tanks 7

Pump stations (pumps) 5 (11)
Valves 1 in use

(Networks 2 and 3) Isolation valves 5
(Networks 2 and 3) Flushers 5

Three realisations of the connected SCADA cyber infrastructure are investigated
(Figure 5) to enable the generality of findings across different cyber network structures
and degrees of connectivity to be assessed. Two of these realisations have been used
in previous studies and the third has been developed for this case study to provide
an intermediate level of connectivity. It should be noted that as C-Town is a fictional
benchmark WDS, none of these cyber network configurations are from actual systems
and are used for illustration purposes. Details of the three cyber network configurations
used are as follows:

• Network 1 (limited cyber connectivity) (Figure 5a) has been adapted from Taormina,
Galelli, Tippenhauer, Salomons, and Ostfeld [15] and is a mostly disconnected CPS
network. This cyber network acts as a simple control network for the CPS, without
a central SCADA unit. The original configuration in [15] contain a central SCADA
workstation, but this has been removed in this study to enable a disconnected network
to be considered.

• Network 2 (high level of cyber connectivity) (Figure 5b) was developed by Nikolopou-
los and Makropoulos [27] and is an interconnected CPS network. This cyber network
incorporates water quality sensors, and its associated physical infrastructure is con-
nected to a central SCADA cyber component. The water quality-related infrastructure
includes the cyber components required for the sensing and reporting of contamina-
tion within the network and includes physical assets that isolate parts of the network
and flush contaminated water from the system.

• Network 3 (intermediate level of cyber connectivity) (Figure 5c) is an adaptation of
Network 2 that has been developed for this case study to provide a network with an
intermediate level of interconnection (i.e., a connectivity level that lies between that of
Networks 1 and 2).

A legend providing details of the asset and cyber component codes used is included
in Appendix B, Table A2. Further information relating to the function of and the differences
between the three realisations of the CPS are included in Appendix B, Tables A3–A5.
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3.2. Application of Proposed Approach

The application and potential benefits of the proposed approach are illustrated on the
C-Town WDS with the three different cyber network configurations outlined in Section 3.1
(see Figure 6). As can be seen from Figure 6, this is achieved by demonstrating how the
approach can be used to obtain (i) quantitative estimates of the relative risk to physical
assets due to their connection to cyber components (Objective 2a) and (ii) the relative
contribution of cyber components to this risk (Objective 2b), as well as (iii) comparing the
relative vulnerabilities of the cyber components obtained using the proposed approach
that crosses the cyber–physical divide (Step 7, Figure 6) with those obtained using the
commonly used approach of considering vulnerabilities in the cyber domain in isolation
(Step 1, Figure 6) (Objective 2c) and (iv) comparing the relative impacts of the physical
assets obtained using the proposed approach that crosses the cyber–physical divide (Step 8,
Figure 6) with those obtained using the commonly used approach of considering impacts
in the physical domain in isolation (Step 2, Figure 6) (Objective 2d).
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Figure 6. Details of application of proposed approach to WDS case study for three different cyber
networks.

The vulnerability scores for each cyber component (Step 1, Figure 6) are representa-
tive of CVSS scores of historical CVEs relevant to industrial control system/operational
technology cyber components [52], as suggested in Section 2.1. The resulting vulnerability
scores for the cyber network components are given in Appendix B, Table A6. Similarly,
the physical impact of each asset (Step 2, Figure 6) was determined using the approach
outlined in Section 2.2. The relevant physical impact scores were informed by an analysis
of the hydraulic function of the network and expert opinion. The resulting scores for the
assets in the physical network are given in Appendix B, Table A7. It should be noted that
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while these cyber and physical scores are realistic and every effort was made to ensure they
are as representative as possible, they are primarily used for the purposes of illustrating
the proposed approach.

Control graph development (Step 3, Figure 6) was undertaken using the approach
outlined in Section 2.3, using a manual method to identify the relevant parent and ancestor
nodes, based on the directed edges pre-defined by the flow of information and control, for
the asset in question. With each of the control graphs developed for the physical assets, the
cyber components relevant to each physical asset were identified. Details of the resulting
control graphs for Network 1 are given in Appendix C, Figure A1a–l.

The relative cyber vulnerability (Step 4, Figure 6) and risk (Step 6, Figure 6) of each
physical asset were determined using the approaches outlined in Sections 2.4 and 2.6,
respectively (Objective 2a). The weightings in Equation (3) were set to 1 to facilitate the
easiest-to-use and understand application of the proposed approach. The quantitative
estimates of the relative risk to physical assets due to their connection to cyber components
are represented as colour-coded heat maps for ease of understanding and the illustration of
the visualisation capacity of the approach.

The relative contributions of cyber components to the physical impact (Step 5,
Figure 6) and risk (Step 7, Figure 6) were determined using the approaches outlined
in Sections 2.5 and 2.7, respectively (Objective 2b). The weightings in Equation (5)
were set to 1 to facilitate the easiest-to-use and understand application of the proposed
approach. The quantitative estimates of the relative contribution of the different cyber
components to the risk in the physical domain are represented as colour-coded heat
maps for ease of understanding.

As mentioned above, in order to assess the potential benefits of the proposed ap-
proach, (i) the relative vulnerabilities of the cyber components obtained using the proposed
approach that crosses the cyber–physical divide (Step 7, Figure 6) were compared with
those obtained using the commonly used approach of considering vulnerabilities in the
cyber domain in isolation (Step 1, Figure 6) (Objective 2c) and (ii) the relative impacts of
the physical assets obtained using the proposed approach that crosses the cyber–physical
divide (Step 6, Figure 6) were compared with those obtained using the commonly used
approach of considering the impacts in the physical domain in isolation (Step 2, Figure 6)
(Objective 2d). This was achieved by comparing the relative risk rankings of the assets in
the physical domain and the components in the cyber domain obtained using the proposed
and more conventional approaches for the three different cyber network configurations
considered (Figure 5).

4. Results and Discussion
4.1. Application of Proposed Approach

The heatmaps of the relative cyber risks of physical assets (Objective 2a) and the
relative contribution of different cyber components to these risks (Objective 2b) for the
C-Town WDS are shown in Figures 7 and 8, respectively, with the corresponding numerical
values given in Tables 3 and 4. As can be seen in Table 3, due to the relative nature of the
proposed risk metric (Equation (6)), the highest risk score is equal to the physical impact
score (Equation (1)) at that location, with scores for all other assets scaled down from that
level based on their relative cyber vulnerability (Equation (2)). Similarly, as can be seen
in Table 4, due to the relative nature of the proposed metric for quantifying the relative
contribution of different cyber components to risks to physical assets (Equation (7)), the
highest score is equal to the cyber vulnerability score at that location (see Section 2.1), with
scores for all other cyber components scaled down from that level based on their relative
physical impact (Equation (4)).
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Table 3. Quantification of relative cyber risk of physical assets in Network 1, 2, and 3.

Relative Cyber Risk of Physical Asset

Asset Network 1 Network 2 Network 3

PU1 3.95 7.00 3.62

PU2 3.95 7.00 3.62

PU3 2.25 - 2.07

PU4 3.67 3.67 2.47

PU5 3.67 3.67 1.37

PU6 6.67 6.67 6.67

PU7 6.67 6.67 6.67

PU8 3.60 3.67 3.67

PU9 3.60 - -

PU10 5.24 5.33 3.60

PU11 5.24 5.33 3.60

v1 4.00 - -

V2 - 4.00 2.07

F1 - 6.67 2.49

F2 - 6.67 2.49

F3 - 7.00 7.00

F4 - 4.00 4.00

F5 - 1.00 1.00

IV1 - 3.67 3.67

IV2 - 3.67 3.67

IV3 - 3.67 3.67

IV4 - 3.67 1.37

IV5 - 3.67 3.67
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Table 4. Quantification of relative contribution of cyber components to physical risk in Network 1, 2,
and 3.

Relative Contribution of Cyber Components to Physical Risk

Component Network 1 Network 2 Network 3

PLC1 5.69 7.8 3.38

PLC2 5.69 7.8 7.8

PLC3 7.8 7.8 1.39

PLC4 5.3 8.6 8.6

PLC5 5.18 7.1 3.08

PLC6 7.1 7.1 1.01

PLC7 5.18 7.1 1.01

PLC8 0 - -

PLC9 6.28 - -

T1 4.45 6.1 1.09

T2 6.1 6.1 6.1

T3 6.1 6.1 0.24

T4 6.1 6.1 6.1

T5 5.47 7.5 1.07

T6 0 - -

T7 5.47 7.5 1.07

Q1 - 8.1 3.51

Q2 - 8.1 3.51

Q3 - 8.1 3.51

Q4 - 7.8 3.38

Q5 - 7.8 7.8

Q6 - 7.8 3.38

Q7 - 6.1 2.65

SCADA - 7.8 0.31

HIST - 0 0

The importance of using a risk assessment approach for CPSs that crosses the cyber–
physical divide is highlighted clearly by comparing the risk assessment results for the three
different cyber network configurations (Figures 7 and 8 and Tables 3 and 4). As can be
seen, there are significant differences in the cyber risk scores of particular physical assets
(Figure 7 and Table 3) and the relative contributions of the different cyber components
to this risk (Figure 8 and Table 4), which would not be the case if such assessments were
performed solely in the physical and cyber domains, respectively. For example, as can
be seen in Figure 7 and Table 3, the cyber risk of pump 1 and pump 2 (PU1, 2) changes
across the three cyber network configurations. From Network 1 to 2, the cyber risk level
changes due to the large increase in connectivity, where pumps 1 and 2 are now connected
to all cyber components (Figures 7 and 9). However, despite still being a physically critical
part of the network and also being connected to more components in the cyber network in
Network 3 than in Network 1, due to higher risks elsewhere in the CPS, the relative cyber
risk of both pump 1 and 2 in Network 3 has decreased.
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For similar reasons, differences exist across the different cyber network configurations
for the relative contributions of particular cyber components to this risk, as can be seen in
Table 4. For example, in Network 1, programmable logic controller 1 (PLC1) has a different
relative contribution compared with its contribution in Network 2 as it is connected to far
more physical assets. In contrast, in Network 3, it is only connected to the control of the
same assets as in Network 1, but elsewhere in the network, there are components with
higher connectivity and a higher relative contribution to risk, causing the contribution of
PLC1 to drop accordingly (Figure 8).

Across both the physical and cyber networks, the fact that risk values change with
different cyber network configurations highlights another potential mitigation option
for network managers. In cases like that of Network 2, where the network is highly
interconnected, if there is a particular network segment, cyber component, or physical
asset that could benefit from risk mitigation, there is potential to achieve this (respective
to other parts of the network) through changing the connectivity or disconnection. This
can then be achieved without the additional investment required for traditional mitigation
options such as network monitoring, firewalls, and other cyber-security options. This
is partially explored in the existing literature, which discusses the use of other network
topologies [47], and as discussed previously, further work in the development of control
graphs and their use to determine cyber network-specific mitigation has already been
undertaken by Barrère et al. [53].

By using an approach that crosses the cyber–physical divide, these results provide
new insights into the actual risks to physical assets in CPSs (Figure 7, Table 3), the relative
importance of different cyber components in causing these risks (Figure 8, Table 4), and
the influence the configuration of the cyber components has on both of these. These new
insights have the potential to be of significant value to both cyber and physical network
managers. For example, by understanding the relative contributions cyber components
make to physical risks, cyber-security professionals can implement mitigating technologies
to eliminate the vulnerabilities of most importance. Due to the critical infrastructure nature
of CPS networks, when multiple CVEs exist and network downtime is required to mitigate
them, prioritisation can be particularly useful in managing the balance between network
security and availability.

In the physical domain, understanding the cyber risk of the assets in the network can
enable network operators to establish physical mitigation measures. These can potentially
come in the form of the decentralised control of certain parts of the network, the implemen-
tation of backup assets, or keeping a higher volume of water in reserve in holding tanks to
account for the extra risk of downtime from a pump station with high cyber risk.
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4.2. Comparison with Conventional Approaches

The comparisons of the relative risk rankings of the assets in the physical domain and
the components in the cyber domain obtained using the proposed and more conventional
approaches for the three different cyber network configurations considered (Objectives
2c and 2d) are given in Tables 5 and 6. As can be seen, the results clearly highlight the
importance of crossing the cyber–physical divide in risk assessments of CPSs. This is be-
cause the relative order of which physical assets have greater cyber risk levels (Table 5) and
which cyber components are the greatest contributors to these risks (Table 6) is significantly
different when the proposed approach is used. For example, the risk ranks of 58% of
physical assets and 100% of cyber components change when cyber–physical connections
are considered.

More specifically, as can be seen from Table 6, in Network 3, the historian server
(HIST) poses the largest cyber vulnerability when assessed in isolation, but has the lowest
contribution to cyber risk once the connections between the cyber and physical domains
are taken into account, while water quality sensor 7 (Q7) has the lowest level of cyber
vulnerability, but contributes considerably more to the cyber risk of physical assets in
the network. This is because the HIST has, in this case, been assessed to have a CVE
with a score of 8.8 (for example purposes, CVE-2020-24674 [54]). This could result in a
denial-of-service attack, taking this component offline. In contrast, Q7 and its related cyber
infrastructure has a lower cyber risk—a CVE with a CVSS of 6.1, which is the joint-lowest
score in the CPS. However, these vulnerabilities in isolation ignore the impact each of
these components can have in the physical domain. By considering the potential to cause
physical impacts due to the compromise of these components, their relative contribution to
risk changes, with the risk ranking of Q7 rising 5 ranks so that Q7 now has a greater risk
contribution than the HIST (Table 6). This is because Q7, as defined by the connectivity of
the network, can potentially have an impact on physical assets F1–5 and IV1–5, whereas
the HIST component is disconnected from the control of any assets and has no relative
contribution to the risk of any physical assets. Consequently, despite the higher isolated
cyber vulnerability of the HIST, it has a lower contribution to risk when crossing the cyber–
physical divide. The comparison between the conventional approach of assessing cyber
vulnerability and the relative contribution to cyber risk in the network is visualised in
Appendix D, Figures A2–A4.

Similarly, as can be seen in Table 5, pump 1 (PU1) has the highest physical impact
when assessed conventionally within the physical domain. As a primary pump within the
pump station that draws from the reservoir source—the singular input of water into the
C-Town WDS—this has been assessed to have a high impact score of 7. This score embodies
the slow time to failure (due to water held in tanks throughout the WDS), high potential
severity of failure, and slow time to remediation. Contrastingly, pump 11 (PU11) poses
a middle level of physical impact, resulting in an impact score of 5.33. However, these
impacts ignore the potentially heightened level of vulnerability that each of these assets
faces from a CPA occurring in the cyber domain. By considering the relative cyber risk of
these physical assets, the prioritisation of risk changes. In Network 1, PU1 drops by 5 ranks
and PU11 rises by 2, such that PU11 is now the priority for mitigation targeting (Table 5).
This is because PU1 is vulnerable to compromises at three cyber components (T1, PLC1,
and PLC2), whilst PU11 is vulnerable to compromises at five cyber components (T5, PLC7,
PLC5, PLC9, and T7), including PLC9, which has one of the highest cyber vulnerability
scores. As such, despite the higher potential physical impact of PU1, it has a lower level
of risk when crossing the cyber–physical divide due to the level of vulnerability faced by
PU11. This comparison between the conventional physical impact assessment and the
cyber risk faced by physical assets is visualised in Appendix D, Figures A5–A7.

For some network connectivities, however, there is no marked difference in relative
risk rank when the proposed approach is used. This is seen in the prioritisation of physical
assets being consistent in Network 2. Due to the highly interconnected nature of Network 2,
all physical assets are connected to all of the same cyber components, resulting in no relative
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change. This is because the proposed approach determines relative values within a given
cyber–physical system to enable the relative risks to different physical assets and the relative
contribution of different cyber components to these risks to be identified. Consequently,
relative risk values are the same whether physical components are fully connected to all
cyber components or not connected to any of them. In order to determine the absolute
values of risk, an independent benchmark value would need to be used in the denominator
in Equations (2) and (4).

An additional insight gained from the use of the proposed approach comes from
the control graph visualisations (see Appendix C, Figure A1a–l). For example, these
visualisations can identify that pumps within the same pump stations have the same cyber
component dependencies (Figure A1a–c). This allows for the simplification of control
schemes, with a main pump being controlled by the same logic as the backup pumps, but
this can also be seen as a potential risk to the CPS operation. This kind of dependency
creates scenarios in which, should a pump be compromised in this station through a
CPA, backup pumps are much more likely to also be unavailable. This would suggest
that redundancy within the physical network for this pump station is required, or cyber
redundancy is needed to ensure the pump station can stay online during a CPA event.

Table 5. Using the physical impact score only, physical assets for each network are ordered by the
severity of the potential impact, the priority list for mitigation efforts. Subsequent to the application
of the proposed method, they are then ordered by their level of cyber risk and the change in priority
recorded. ∆ represents “change in”.

Network 1 Network 2 Network 3

Physical
Impact
(Rank)

Cyber Risk
Altered

(∆ Rank)

Physical
Impact
(Rank)

Cyber Risk
Altered

(∆ Rank)

Physical
Impact
(Rank)

Cyber Risk
Altered

(∆ Rank)

PU1 (1) PU6 (+2) PU1 (1) PU1 (0) PU1 (1) F3 (0)

PU2 (1) PU7 (+2) PU2 (1) PU2 (0) PU2 (1) F2 (+2)

PU6 (3) PU10 (+2) F3 (1) F3 (0) F3 (1) F1 (+2)

PU7 (3) PU11 (+2) F2 (4) F2 (0) F2 (4) F4 (+6)

PU10 (5) v1 (+2) F1 (4) F1 (0) F1 (4) IV5 (+8)

PU11 (5) PU1 (−5) PU6 (4) PU6 (0) PU6 (4) IV3 (+8)

PU3 (7) PU2 (−5) PU7 (4) PU7 (0) PU7 (4) IV2 (+8)

v1 (7) PU4 (+1) PU10 (8) PU10 (0) PU10 (8) IV1 (+8)

PU4 (9) PU5 (+1) PU11 (8) PU11 (0) PU11 (8) IV4 (+8)

PU5 (9) PU8 (−1) V2 (10) V2 (0) V2 (10) PU1 (−9)

PU8 (9) PU9 (−1) F4 (10) F4 (0) PU3 (10) PU2 (−9)

PU9 (9) PU3 (−5) IV4 (12) IV4 (0) F4 (10) PU10 (−4)

PU5 (12) PU5 (0) PU5 (13) PU11 (−4)

PU4 (12) PU4 (0) IV4 (13) PU7 (−10)

IV1 (12) IV1 (0) PU4 (13) PU6 (−10)

IV2 (12) IV2 (0) IV1 (13) PU8 (−3)

IV3 (12) IV3 (0) IV2 (13) V2 (−7)

PU8 (12) PU8 (0) IV3 (13) PU3 (−7)

IV5 (12) IV5 (0) PU8 (13) PU5 (−6)

F5 (20) F5 (0) IV5 (13) PU4 (−6)

F5 (21) F5 (0)
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Table 6. Using cyber vulnerability only, cyber components for each network are ordered by the
severity of the vulnerability, the priority list for mitigation efforts. Subsequent to the application of
the proposed method, they are then ordered by their level of contribution to physical risk and the
change in priority recorded. ∆ represents “change in”.

Network 1 Network 2 Network 3

Cyber
Vulnerability

(Rank)

Relative
Contribution

to Physical
Risk (∆ Rank)

Cyber
Vulnerability

(Rank)

Relative
Contribution

to Physical
Risk (∆ Rank)

Cyber
Vulnerability

(Rank)

Relative
Contribution

to Physical
Risk (∆ Rank)

PLC9 (1) PLC3 (+3) HIST (1) PLC4 (+1) HIST (1) PLC4 (+1)

PLC8 (1) PLC6 (+7) PLC4 (2) Q3 (+1) PLC4 (2) PLC3 (+4)

T6 (3) PLC9 (−2) Q1 (3) Q2 (+1) Q1 (3) SCADA (+4)

PLC1 (4) T2 (+8) Q3 (3) Q1 (+1) Q3 (3) T3 (+14)

PLC2 (4) T3 (+8) Q2 (3) PLC1 (+1) Q2 (3) T4 (+14)

PLC3 (4) T4 (+8) Q4 (6) SCADA (+1) PLC3 (6) Q3 (−3)

T5 (7) PLC1 (−3) PLC3 (6) Q5 (+1) SCADA (6) Q2 (−3)

T7 (7) PLC2 (−3) Q5 (6) PLC2 (+1) PLC2 (6) Q1 (−3)

PLC6 (9) T5 (−2) SCADA (6) Q4 (+1) Q5 (6) Q5 (−3)

PLC5 (9) T7 (−2) Q6 (6) PLC3 (+1) Q6 (6) Q4 (−3)

PLC7 (9) PLC4 (+5) PLC1 (6) Q6 (+1) PLC1 (6) Q6 (−3)

T1 (12) PLC5 (−3) PLC2 (6) T5 (+1) Q4 (6) PLC7 (+3)

T2 (12) PLC7 (−3) T5 (13) T7 (+1) T5 (13) Q7 (+5)

T3 (12) T1 (−2) T7 (13) PLC5 (+1) T7 (13) PLC1 (−8)

T4 (12) T6 (−12) PLC6 (15) PLC6 (+1) PLC6 (15) T1 (+3)

PLC4 (16) PLC8 (−14) PLC7 (15) PLC7 (+1) PLC7 (15) T7 (−3)

PLC5 (15) T1 (+1) PLC5 (15) T5 (−3)

T1 (18) T4 (+1) T1 (18) PLC6 (−3)

T3 (18) T3 (+1) T3 (18) PLC5 (−3)

T2 (18) T2 (+1) T2 (18) PLC2 (−14)

T4 (18) Q7 (+1) T4 (18) T2 (−3)

Q7 (18) HIST (−21) Q7 (18) HIST (−21)

5. Conclusions

Critical infrastructure systems around the world have become cyber–physical systems
(CPSs). These systems are becoming more advanced, resulting in more interdependence
within the system and leading to an increased risk of cyber–physical attacks (CPAs). Despite
the close ties between the operation of cyber and physical networks, there exists a divide
between these domains in the assessment and management of risk.

This paper presents a novel approach to quantifying the cyber risk faced by physical
assets in a CPS and the physical risk of a cyber component being compromised. This
assessment bridges the cyber–physical divide between the two domains. This is achieved
by using control graphs, assigning scores to the relevant cyber components and physical
assets, and aggregating the relevant information in the other domain at each physical asset
or cyber component. Furthermore, this information can then be conveyed such that physical
asset managers can understand the cyber risks across their network with a heat map of
the cyber risk of physical assets. By mapping this risk spatially in the physical domain
rather than at the cyber network, the proposed method can facilitate decision-making and
mitigation in the physical network through redundancies and other methods.

When applied to a benchmark case study CPS from the literature, the water distribu-
tion system of C-Town, the results obtained using the proposed approach showed that the
quantitative estimates of the relative risk of physical assets due to their connection to cyber



Water 2024, 16, 637 21 of 31

components (Objective 2a) and the relative contribution of different cyber components to
this risk (Objective 2b) varied significantly for the three different configurations of the cyber
network considered, highlighting the importance of considering the connection between
cyber and physical systems in risk assessments of cyber–physical systems. The importance
of crossing the cyber–physical divide was reinforced further by the results of the com-
parison of the relative risk rankings obtained using the proposed and more conventional
approaches to risk assessment (Objectives 2c and 2d), as there was a difference in risk
prioritisation in almost all cases. In addition, the results of this comparison also showed
that different network structures changed the risk posture of the CPS.

While the proposed approach is a novel way to assess cyber–physical risk within a
CPS, which can provide insights that have previously not been possible, there are a number
of potential issues that need to be overcome when the approach is applied in practice:

• In the case study networks tested, a CVE and corresponding CVSS score is assumed to
exist at every cyber component. In real networks, this may not be the case, or the CVEs
may be distributed amongst the supporting firmware, software, and communication
channels between the components, making them difficult to assign to a particular
component. However, other cyber vulnerability information could be used instead
of the CVE and CVSS system, which could address some of these potential issues.
Alternatively, these issues can be dealt with using a participatory approach with
networking professionals that understand the CPS network in detail. The proposed
approach is sufficiently flexible to accommodate these alternatives.

• The case study networks have simplified the sensor hardware, software, firmware, and
supporting communications channels by assuming they exist as one cyber component
sensor node, with an associated vulnerability. In practice, this may need to be expanded
to better convey accurate information to cyber-security professionals looking to mitigate
these risks.

• The assumption has been made that any failure from a vulnerability at a component
will cause a downstream failure of the physical asset. Whilst this is a necessary simpli-
fication to make for the assessment process, this does not hold true in all situations—
some cyber vulnerabilities are specific to the confidentiality of data as opposed to the
availability of the service that facilitates operations. Similarly, some cyber-related inci-
dents may not be CPA events, but other forms of intrusion, such as to gain information
or a foothold into the network for further exploitation. Despite this, the assumption
that any vulnerability can cause a failure is a worst-case-scenario outlook and can be
considered appropriate for a risk assessment for such critical infrastructure.

• The proposed assessment methodology is difficult to validate in practice. Due to the
human agency involved in a CPA, validation of a method such as this is impractical. In
order to combat this, when using this approach, the individual parts of the method that can
be validated should be. These include undertaking process and logic validation through
consultation with peers [55] regarding the scoring determined for each component and the
development of the network graph, to ensure the correct flow of information and control.

Despite these potential limitations, the results obtained clearly demonstrate the need
for and value of the proposed approach. By crossing the cyber–physical divide, the ap-
proach is able to provide more accurate assessments of the relative risk of physical assets
that result from their connection to cyber components, as well as more accurate assessments
of the relative contribution of different cyber components to this risk, showing promise in
its ability to join the often disparate cyber and physical risk assessment methodologies. This
also opens to the door to more effective ways of prioritising cyber risk mitigation strategies.
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Appendix A Alternative Mathematical Methods

Table A1. Alternative options for the calculation of the cyber vulnerability of physical assets
(Equation (2)) and for the aggregation of these scores (Equation (3)). Each equation is represented
for physical asset k, connected to cyber component j, with m relevant cyber components.

Summation Option
(Equation (2)) Equation Notes

Summation Equation (2)
Recommended due to simplicity of
application and increasing nature

of score.

Independent event
probabilities vC

p,k = 1 −
(

∏m
j=1

(
1−VC

c, j

))
10

Captures the marginal increase in
vulnerability due to new vulnerabilities

effectively. Due to the skew of CVSS
scores toward the high-end, as the

number of vulnerabilities increases,
values asymptote to maximum possible

value (i.e., 10).

Arithmetic mean vC
p,k = 1

m

m
∑

j=1
VC

c, j

Simple to use, but the vulnerability can
be reduced significantly by a CVSS with a

low score. This is counter-intuitive, as
vulnerabilities that are added, even if

they are not severe, should not reduce the
overall vulnerability.

Geometric mean vC
p,k =

m
∏
j=1

VC
c, j

1
m

Consistent with the approach of
probabilities of independent events and
less sensitive to outliers. Fails if there is a
cyber component with no vulnerability

(score of 0).

Aggregation option
(Equation (3)) Equation Notes

Relative to maximum Equation (3) Recommended. Enables the comparison
of values within the CPS network.

Relative to benchmark VC
p,k =

vC
p,k

Benchmark

Enables the comparison of values to
those of other networks outside the CPS

being assessed. Requires choice of
suitable/meaningful benchmark value.

Absolute value VC
p,k

Does not account for the effect of
numerous components and does not
provide a base from which to assess.
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Appendix B Case Study Details

The codes used for assets and components within the three case study networks are
detailed in Table A2.

Table A2. Legend of asset and component codes used within the three case study networks.

Asset/Component Codes

Pumps PU1–11
Valve V1/V2

Isolation valves IV1–5
Flusher F1–5

Tank level sensors T1–7
Programmable logic controllers PLC1–9

Water quality sensors Q1–5
Supervisory control and data acquisition unit SCADA

Historian server HIST

Network 1 (Figure 5a) of the C-Town CPS has an associated SCADA cyber network de-
veloped to describe how the physical assets are controlled [15]. The key cyber components
and the control scheme are detailed in Table A3, with this control scheme originally devel-
oped in [15]. As stated above, this has been adapted to investigate a more disconnected
cyber network structure in the CPS. As can be seen, the programmable logic controllers
(PLC) are listed, along with information on which sensors and/or actuators they are con-
nected to. The connected physical assets to be assessed are identified by the actuators,
which directly interact with the asset and these actuators are listed with their correspond-
ing controlling sensor. Where this sensor is associated with another PLC, a connection
between the actuators’ and sensors’ PLC exists. The physical assets to be assessed are
pumps 1 through 11 (PU1–PU11) and valve 1 (v1). This basic structure is maintained for
Network 2 and 3, with the changes listed below.

Table A3. Control scheme of the C-Town CPS, adapted with permission from [15]. 2017, American
Society of Civil Engineers.

Controlling PLC Connected Sensors and Actuators (Corresponding Sensor)

PLC1 PU1 (T1), PU2 (T1), PU3 (N/A)
PLC2 T1
PLC3 T2, V1 (T2), PU4 (T3), PU5 (T3), PU6 (T4), PU7 (T4)
PLC4 T3
PLC5 PU8 (T5), PU9 (N/A), PU10 (T7), PU11 (T7)
PLC6 T4
PLC7 T5
PLC8 T6
PLC9 T7

Network 2 of the C-Town CPS adapts this network to include water quality-related
infrastructure and changes the control scheme to a more interconnected and centralised
cyber network, see Table A4, with changes informed by [27] and Figure 5b.

Table A4. Changes from Network 1 to Network 2 of the C-Town CPS.

Components/Assets and Controls Elements

Additional sensors
Seven additional water quality sensors added, placed at junctions J301, J385, J109,

J292, J494, J67, J297.
Designated here as Q1–7.

DMA isolation valves actuators Five additional isolation valves and actuators. Placed at pipes P409, P424, P310,
P796, and P237. Designated here as IV1–5.
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Table A4. Cont.

Components/Assets and Controls Elements

DMA isolation valves control logic Control logic implemented through PLC7, ‘If concentration readings of ANY
sensor above 0.001 mg/L close ALL DMA isolation valves’

Flushing units New flushing nodes adjacent to present nodes J1056, J416, J1208, J185, and J87.
These are designated here as F1–5.

Flushing unit control logic Control logic implemented through PLC7, ‘If concentration readings of the DMA’s
sensor above 0.001 mg/L open the DMA’s flushing unit’s isolation valve’

Historian Historian cyber component added, receiving information from the SCADA system
component.

SCADA A central SCADA system cyber component added, acting as a central hub for all
control and information flow.

Removed pump Pump 3 removed from the active network

Valve change Valve 1 not considered; Valve 2 used

Moved sensors
T1 connected to PLC1, T2 and V2 connected to PLC2, T3 connected to PLC3, PU6
and PU7 and T4 connected to PLC4, T5 connected to PLC5, PU10 and PU11 and T7

connected to PLC6

Network 3 includes the same infrastructure as Network 2; however, it incorporates
a different realisation of the connectivity of the network (Table A5), see Figure 5c. This
realisation is born from an analysis of the control of the CPS and communication channels
through which information can potentially flow. For example, the connection between
PLC7 and the SCADA node is changed to a uni-directional connection, as none of the data
procured by sensors in this network segment are used for the control of physical assets
in other network segments. These changes are made in an attempt to understand the
generality of the assessment method across various network structures and connectivity.

Table A5. Changes in connectivity from Network 2 to Network 3.

Connected Nodes Change

SCADA/PLC7 Now a one-way connection from SCADA to PLC7
SCADA/PLC6 Now a one-way connection from SCADA to PLC6
SCADA/PLC5 Now a one-way connection from SCADA to PLC5

PLC5/PLC6 New multi-direction connection between PLC5 and PLC6
PLC1/PU3 Re-added PU3, controlled by PLC1

The following tables (Tables A6 and A7) are the quantification of the cyber vulnerabili-
ties, sourced from [52] and physical impact scores used within the C-Town CPS case study.

Table A6. Cyber component vulnerability scores.

CYBER Component Example CVE CVSS Score

PLC1 7.8
PLC2 7.8
PLC3 7.8
PLC4 8.6
PLC5 7.1
PLC6 7.1
PLC7 7.1
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Table A6. Cont.

CYBER Component Example CVE CVSS Score

PLC8 8.6
PLC9 8.6

T1 6.1
T2 6.1
T3 6.1
T4 6.1
T5 7.5
T6 8.2
T7 7.5

HIST 8.8
SCADA 7.8

Q1 8.1
Q2 8.1
Q3 8.1
Q4 7.8
Q5 7.8
Q6 7.8
Q7 6.1

Table A7. Physical asset impact scores.

Physical Asset Physical Impact Score

PU1 7.0
PU2 7.0
PU3 4.0
PU4 3.67
PU5 3.67
PU6 6.67
PU7 6.67
PU8 3.67
PU9 3.67

PU10 5.33
PU11 5.33

V1 4.00
V2 4.0
F1 6.67
F2 6.67
F3 7.0
F4 4.0
F5 1.0

IV1 3.67
IV2 3.67
IV3 3.67
IV4 3.67
IV5 3.67
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Appendix C Network 1 Control Graph Examples
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Figure A1. Control graphs developed for Network 1, for physical asset: (a) PU1, (b) PU2, (c) PU3,
(d) PU4, (e) PU5, (f) PU6, (g) PU7, (h) PU8, (i) PU9, (j) PU10, (k) PU11, (l) v1. Red denotes the
physical asset in question, blue the connected cyber components.
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Appendix D Case Study Comparison Result Heatmaps
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