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Abstract: Capturing the criticality of a water distribution network (WDN) is difficult because of its
many constituent factors. In terms of operation, the arrangement of demand nodes and how they
connect have a significant influence. This study aims to integrate hydraulic and topologic aspects into
a single criticality measure by adapting the structural hole influence matrix concept. This method
applies the nodal demand to the corresponding pipes to construct a weighted network. The matrix
stores each node’s local and global connection information, and the criticality value is then assigned
based on the adjacency information. The criticality value can reveal the locations in terms of nodes or
pipes that are vital for maintaining a network’s level of service. By analyzing pipe-failure scenarios,
the criticality value can be related to the loss of performance. Assessing the nodal criticality change
behavior under an increased stress scenario can help uncover the impacted areas. The metric for
district metered area (DMA) creation demonstrates its potential as a weighting to be considered.
This unified criticality metric enables the evaluation of nodes and pipes in a WDN, thereby enabling
resilient and sustainable development planning.

Keywords: connectivity; structural hole matrix; water distribution system

1. Introduction

Urban communities rely on essential infrastructure to ensure a functioning society
and economy. Maintaining the resilience of these infrastructures is crucial to prolonging
their lifetimes and reducing the magnitude of service losses. Water distribution networks
(WDN:s) are critical for ensuring water supply to users in domestic and industrial areas.
A WDN is a complex network because of its interacting components, making it difficult
to assess its vulnerability [1]. Owing to their interconnectedness, several aspects must be
considered in an assessment, such as hydraulic and topological factors [2].

A criticality analysis is conducted to evaluate the impacts of a loss on services and
facilities [3]. The structure of a WDN consists primarily of pipes that carry drinking water to
users. Hence, it is typically the object of critical analysis. Criticality analysis of distribution
pipes can be used to measure the effects of pipe breakage in terms of reliability, cost, and
repair effort [4]. In addition to the direct effect on the pipe, pipe breakage can affect the
network by reducing the nodal pressure and degrading the water age [5]. The criticality
of WDN assets can also be identified using economic consequences, as demonstrated by
Lee et al. [6]. Other factors, such as the response time to pipeline failure, can also be
considered to determine the criticality of the pipeline [7]. Understanding the criticality of
these components is important for prioritizing maintenance, protection, and replacement
to ensure resilient functionality [8,9].

Aside from assessing the hydraulic aspect of the network, the topologic, or more
specifically, connectivity factors should also be considered, as these can influence the
network response to abnormal events [10]. Instead of hydraulic performance, connectivity
becomes particularly significant when evaluating the risk of service interruption [11].
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WDN:s exist in various topological configurations; however, they are all in the form of
links and nodes, which can be described using graph theory [12]. Torres et al. [13] found
a correlation between graph theory metrics and network performance. Several studies
have been conducted on connectivity. Using a directed and weighted network graph
model, Yazdani and Jeffrey [14] analyzed the robustness and vulnerability of WDNSs.
Graph spectral techniques were applied in the research of Di Nardo et al. [15] to improve
the operation and management of the WDN by relying on topological and geometric
information. Vulnerability can also be quantified when a network experiences connectivity
losses during consequent failures [16]. In a population development study, Zischg et al. [17]
developed a methodology for creating future WDNs by connecting and disconnecting
WDN parts. Fractal theory has been used for criticality analysis based on the impact of link
failure on system resilience [18,19].

When analyzing WDN resilience and vulnerability, it is vital to consider both hy-
draulic performance and connectivity. Considering both factors allows for a comprehensive
criticality assessment to identify the essential components for hydraulic efficiency and
network integrity; however, studies have typically considered these factors separately
rather than concurrently. The sustainability index developed by Aydin et al. [20] identified
a reduction in connectivity based on hydraulic performance parameters, such as pressure
and water age. Another study used the reflected effect of connectivity loss at the pressure
level to evaluate the nodal vulnerability [16]. Hernandez and Ormsbee [21] included nodal
connectivity, pressure, and water age in their robustness analyses. Santonastoso et al. [22]
uncovered the relationship between flow entropy and topological metrics such as link
density and average path length.

The behavior of the elements in a WDN, such as the amount of flow, flow direction,
and pressure, is driven by users or, more specifically, their demands. To better quantify the
robustness of hydraulics and connectivity, the distribution of demands must be included,
as they will affect the network’s level of service. Yang and Faust [23] adapted a structural
hole influence matrix to quantify the criticality of nodes in terms of connectivity. Criticality
reflects the topological location of the node and population values, which can then be used
to evaluate the shift in the population.

Previous research tried to relate the hydraulic aspects to connectivity aspects or
vice versa. However, these approaches fall short of capturing the interdependencies
between hydraulic performance and network topology. By employing a connectivity-
based algorithm that can consider hydraulic factors, this study proposes the hydraulic
connectiveness criticality (HCC) to quantify the hydraulic and connectivity factors of
network elements (junctions and pipes) in a single metric. The proposed HCC considers the
intricate hydraulic behavior of the network, such as the demand represented by the pipes
and the connectivity of each demand node following the flow direction. This index can
provide unified information that is useful for decision-making, especially for identifying
key vulnerabilities that can be overlooked by conventional methods. The index was applied
to two WDNs, the correlation was tested for pipe failure, and the effect of community
development was assessed. Additional analysis showed the index’s ability to group critical
areas when creating district metered areas (DMAs). A limitation of this study is that the
index was applied to medium-sized networks without additional network elements such
as tanks and pumps.

The remainder of this study is organized as follows: Section 2 discusses the method-
ology used, primarily for criticality calculations. The application and analysis results are
presented in Section 3. Finally, Section 4 presents the conclusions of this study.

2. Materials and Methods

This study adopted the structural hole influence matrix developed by Zhu et al. [24]
and applied it to a WDN by Yang and Faust [23]. The structural hole theory offers a holistic
perspective by considering both the degree of a node and its relationships with neighboring
nodes in the network. Based on the node degrees, the structural holes” influence matrix
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encompasses local and global information regarding the nodes. In view of the WDN, this
metric considers the demand nodes and their connections (by pipes) on local (adjacent)
and global (network) scales.

2.1. Hydraulic Weighting of Nodes

The first step, crucial for accurate HCC calculations, is the development of a weighted
network. The weight of each link represents its significance within a network. In modeling
the WDN, demands are assigned to nodes, reflecting the actual demand withdrawn along
the links. The importance of a pipe is precisely determined by the demand withdrawn
from it and the flow it carries to other withdrawal points.

To weigh pipes, a hydraulic simulation must first be conducted to determine the
flow in the pipe. Next, the demand from the pipes is calculated by imparting the nodal
degree-divided demands from the connected nodes. Finally, the pipe weight is obtained as
the product of the pipe demand and carried flow ratio, as visualized in Figure 1.
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Figure 1. Pipe weight calculation.

Here, for a specific pipe, W), is the pipe weight; Q, ; and Q,,; are the nodal demands
for the start and end nodes, respectively; nd), ; and nd, ; are the nodal degrees for the start
and end nodes, respectively; g, is the amount of flow in the pipe; and Qe is the total
network demand.

2.2. Closeness Centrality of WDN

Closeness centrality is a well-known measure of a node in a network based on its
distance from other nodes [25]. It is described as the inverse of the distance from one node
to the other. The normalized closeness centrality is given by Equation (1).

N-1
rd(o,u)

where C(, is the closeness centrality of node u; N is the total number of nodes in the
network; and d(v, u) is the distance from node v to node 1.

To capture the behavior of a WDN, the pipe direction must be considered. A single
node in a WDN is not always connected to every other node in the network, and because
of the pipe flow, each node has a set of reachable nodes. Adapting the concept of demand
centrality from Zarghami and Gunawan [26], the centrality of node u should be reduced to
the shortest path between the source and demand nodes that contain node u, as shown in
Figure 2 (the shortest paths are highlighted with bold lines).

C(u) = (1)
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Figure 2. Shortest path considering the centrality of the node.

Because not all parts of the network are reachable from a node, an improved closeness
centrality formula from Wasserman and Faust [27] was used by adding the ratio of reachable
nodes to the number of nodes in the network, as described in Equation (2).

C _n—1 y n—1
WFu) — N -1 221)\1;1161(0,”)

()

where Cyyp(,) is the modified closeness centrality for node u, and 7 is the reachable node
from node u.

2.3. HCC Calculations

The closeness centrality serves as the node’s global information; the nodal influence
value requires local information in the form of a constraint coefficient. The constraint
coefficient describes the interconnectedness of a node. Nodes with high constraint values
signify that they are connected to other nodes with common connections or, in the WDN,
indicate a loop. A low constraint value signifies that the node bridges the connections
between different sections of the network. The constraint coefficient is calculated using
Equations (3) and (4).

2
Co(u) = Zvel"(u) (p(u,v) + Zw p(u,w) X p(w,v)) ,w 7'é u,o (3)
W
P(uo) Pur) @)

B Zver(u) Wp(u,v) '

where C, ;) is the constraint coefficient for node u; I'(u) is the node adjacent to node u; w is
the common neighbor to node u and node v; p(, ,) is the total effort required to maintain a
connection (0 if node 1 and node v are not connected); and W, ) is the pipe weight for
the pipe connecting nodes # and v.

The node impact factor matrix H 4 is created by combining the adjacency matrix with
the closeness centrality, as shown in Equation (5).

1 Wy1,2)Cwr(2) Wy 1,8 CwE(n)
Wy Cwr 1 o W Cwrnn
b, — | WrenCwra) | - Yota Corer -
Won)Cwra) Wpno)Cwr) 1

The structural hole influence matrix H¢ is the product of the impact factor matrix and
constraint coefficient, as described in Equation (6).

—1
oy 01 0
0 CT 0
He = Hy % o2 (6)
0 0 ct
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The HCC for a node is then represented by the mean value of the influence of all
neighboring nodes and the inverse of its constraint coefficient. This calculation is expressed
in Equation (7).

_ 1 (e A(u) -1
HCCw = 2w (Co(u) + ) om0 Wp(ur”)CWF(”)Co(v)) @)

where HCC ) is the HCC value of node u, and A(u) is the number of nodes adjacent to
node u.

Following the above equations, HCC represents the criticality of the node in terms of
its own constraint coefficient and the magnitude of the centrality and constraint coefficient
of adjacent nodes. The HCC value of each node in the network served as a criticality
comparison within the network, where a higher HCC signified a higher criticality.

2.4. Modeling Resources

Calculations and modeling were performed using Python 3 [28] and the water network
tool for resilience (WNTR) 1.1.0 Python package [29]. The HCC was applied to two WDNSs:
the ZhiJiang network [30] and a network cut set in South Korea, IH61. For simplicity, both
are referred to as Net-A and Net-B, respectively. The details of the networks are shown in
Figure 3, and Table 1 lists the network characteristics.

.
Diameter al
— 600 mm
Reservoir 1

200 mm

—— 80 mm 250 mm
100 mm w300 mm
150 mm w400 mm
(a) (b)
Figure 3. Layout for (a) Net-A and (b) Net-B.
Table 1. Network characteristics.
Value
Characteristics
Net-A Net-B
Reservoir count 1 1
Junction count 113 94
Pipe count 164 149
Total demand 3551 m3/h 1.45m3/h
Total pipe length 126,436 m 14,185 m
Average pressure 39.18 m 48.07 m

Average degree of node 2.88 3.14
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3. Applications
3.1. Nodal HCC Result

Weights were assigned to the pipes of both networks based on the nodal demand and
flow in the pipes. The HCC values served as a comparison of the criticality between nodes
in the network. Following the calculation, the results are presented in Figures 4 and 5
for the comparison of HCC values between nodes and the top and bottom 5% percentile
locations (indicated by red and blue markers, respectively).

oo o o
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Figure 4. (a) HCC values and (b) top and bottom 5% percentile locations for Net-A.
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Figure 5. (a) HCC values and (b) top and bottom 5% percentile locations for Net-B.

From these observations, the location that tends to have the highest HCC values is
near the reservoir. This is because the pipes closer to the source tend to carry higher flows
(higher weight) and have more connections to downstream nodes (higher centrality). In
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the downstream areas, where the flow ratio is more even, the HCC can highlight which
node or area is more important than its vicinity.

The HCC for Net-A ranges from 0.21 to 1.35, with a mean of 0.86 and a standard
deviation of 0.18. Figure 4 directly shows that the nodes that are directly downstream of
the reservoir exhibit a high HCC value (except for the right side). Although the source-
connected node exhibited a high HCC value, it was not the highest in the network. The
HCC value considers global and local importance by averaging the influence from adjacent
nodes; the right-side node has a low influence value, thereby lowering the HCC value
of the source-connected node. The highest HCC value belongs to the node to the left of
the source-connected node as more flows pass through the path, supplying the left and
bottom parts of the network, signifying its importance. The HCC manages to identify the
left-side node as being more critical than the bottom-side node. As the bottom section of
the network has more extensive areas, it is expected that the bottom-side node receives
more flow; however, in actuality, most of the flow goes through the left-side node first.
The right-side node has a low HCC because of its low centrality, as it only supplies a small
section of the network.

The HCC calculations in the Net-B results are in the range of 0.19-1.65, with a mean of
0.75 and a standard deviation of 0.25. As shown in Figure 5, critical nodes were similarly
located near the reservoir. In this situation, the source-connected node is the most critical
because it is adjacent to other nodes with high influence values. The left-side node of
the source-connected node is the second most critical because it is the starting point of
the mainline pipe and is responsible for carrying most of the network flow compared
with the other two nodes adjacent to the source-connected node. The bottom left section
of the network has a middling criticality value owing to several high-demand nodes
and sparse connections compared with the bottom right section. Less critical nodes are
exhibited by nodes with low demand values and those in a loop. The results show that
the nodal HCC value can capture demand distribution and network flow behavior while
considering connectivity.

3.2. Link HCC Result: Correlation to Hydraulic and Connectivity Measurement

A common issue in WDNSs is pipe breakage, which affects network pressure and
connectivity. To assess whether locations with high HCC can be related to a loss of quality of
service, several pipe breakage scenarios were simulated. Before conducting the simulation,
the link HCC was calculated by averaging the nodal HCC values tied to each pipe. Each
simulation entailed sequentially closing individual pipes and calculating the resulting
mean network pressure and closeness centrality. Pressure and centrality were normalized,
averaged, and compared with the normalized HCC values. Pearson’s correlation test was
used to determine correlations. In this simulation, the disconnection of pipes that caused
the isolation of the network (bridge connections) was not conducted. The results are shown
in Figures 6 and 7.
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Figure 6. (a) Link HCC and (b) correlation analysis for Net-A.
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Figure 7. (a) Link HCC and (b) correlation analysis for Net-B.

Correlation analysis showed a weak correlation (—0.36) for Net-A and a moderate
correlation (—0.42) for Net-B. Despite the low correlation value, the HCC captured the
expected pipe breakage effects at both ends. When a pipe with a low HCC breaks, the
impact should be minimal in terms of pressure reduction and efficient delivery of flow
to nodes in the network. Both Figures 6b and 7b show that in the low-HCC section, the
impacts are minimal, while the impact is more severe for high-HCC pipes. The pipes in the
middle of the HCC section lack a discernible trend. This is likely due to the combination
of two factors, each making a different contribution to the overall criticality and, hence,
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the scattered results. Based on this analysis, emphasizing the high and low HCC locations
is better.

3.3. Assessing Impacts of Local Development

Pipe flow in the network drives the HCC value. Urban development, such as an
increase in population, increases the demand in the network, changing the current flow
profile. It is crucial for management to know what types of changes will occur in the
network and plan accordingly. The impact of the development scenarios can be simulated
using HCC. By examining the before-and-after HCC values, actions can be taken to ensure
sustainable management. A population increase scenario was tested on Net-A, where 10%
water demand was increased in one of the most critical nodes (green circled stripes in the
figure), as shown in Figure 8 (HCC increase is in red, and HCC decrease is depicted in blue).
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Figure 8. Effect of population (=water consumption) increase to other locations.

The 10% increase in demand did not result in a significant increase in a specific node;
instead, the HCC increased by 0.12% (from 1.3286 to 1.3302). However, the impact on other
locations can be observed from the changes in HCC. The increased demand for a specific
node raised the HCC for the node but decreased the HCC of adjacent nodes. Increased
demand places more weight on connected pipes, directly increasing the corresponding
node influence. As the total network demand increased while the amount of flow delivered
by some pipes remained the same, the carried flow ratio decreased, causing some nodes to
decrease in the HCC. The increase in HCC of other nodes and pipes (middle-bottom part) is
caused by the change in pipe flow behavior, where, previously, there was less flow going
through the path. However, owing to the increased demand, more flow was rerouted to
the previously less critical pipe, thereby increasing stress. Using this information, planning
can be conducted to reduce its impact.

One way of decreasing the impact of increased demand is the addition of a new
connection path. In the following example, an additional path is provided to demand-
increasing nodes. A new pipe was added with similar specifications to the other pipes,
which are 600 mm and 130 for its diameter and Hazen-Williams roughness coefficient,
respectively. The length is approximated to be 690 m based on the length of the pipe
positioned in parallel. Another simulation was conducted, and the difference in HCC from
the previous situation is shown in Figure 9.
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Figure 9. Addition of pipe to reduce criticality.

Compared to the previous condition, the demand-increased node HCC decreased
by 18.79% (from 1.3302 to 1.0803). The additional pipe (shown as gray stripped lines)
connected the demand-increased node to the node on its left side, which also helped
decrease the HCC of the node. In contrast to the decreased criticality of the surrounding
areas in the previous case, several nodes and pipes that had previously experienced a
decrease in HCC had increased values. The added pipe increased the redundancy while
decreasing the HCC of the connected nodes. The influence is then shifted to the other
nodes, thereby increasing their criticality. Despite the increase in HCC in some locations,
the average change in HCC is —0.35% for the network, which shows improvement. This
additional path was not optimized for the connection location. The examples in this section
demonstrate the capability of the HCC to uncover the influence of an event in one location
of the network on other parts of the network.

3.4. Potential Usage for District Metered Area Creation

A DMA in a WDN is an isolated section that can be monitored and controlled sep-
arately. The creation of a DMA can promote pressure control, making it more uniform
and reducing leakage. Net-B was used for this demonstration, and the DMA creation
method employed a community structure algorithm [31] for group nodes with similar
characteristics. Three different factors were used for DMA clustering: HCC, nodal pressure,
and node elevation. The three configurations were then compared using multicriteria
decision analysis (MCDA) and weighting: (1) Todini’s resilience index [32], (2) pressure
uniformity (PU) index [33] as the hydraulic indices, and (3) centrality as the connectivity
index (MCDA weight = [0.3, 0.3, 0.4]). The weighting was decided based on the objective
of the research, which was to combine hydraulic and connectivity factors. The hydraulic
aspect especially considers the importance of network robustness and leakage reduction.
Hence, it was decided to use two hydraulic factors with lower weighting compared to
the connectivity factor. The three configurations of the DMA separation are presented in
Figure 10, and Table 2 lists the normalized MCDA results.

Table 2. MCDA results.

Configuration Todini PU Centrality Compound Rank
HCC 1.0000 0.8245 1.0000 0.9561 1
Pressure 0.9431 0.8650 0.9835 0.9437 2
Elevation 0.8032 1.0000 0.7847 0.8432 3
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Figure 10. DMA configuration using (a) HCC, (b) pressure, and (c) elevation.

From the observations of the three different configurations, the behavior can be in-
ferred as follows: In the case of the HCC-based DMA configuration (Figure 10a), the
algorithm successfully grouped nodes with similar HCCs, whereas DMA 2 mainly consists
of nodes with low HCCs. Thus, it can be said that DMA 2 is a less critical area. The pressure-
based DMA configuration (Figure 10b) splits the network into upstream and downstream
towns. The network topology features a higher elevation on the right side; hence, the
elevation-based DMA configuration (Figure 10c) divides the network accordingly.

From the MCDA results, the HCC-based DMA configuration provided the best results
in terms of the Todini index and centrality and was overall the best configuration among
the three. The higher Todini index results from the flow meter location on the bottom
left part of the network, making the section before it almost unaffected by pressure loss
from valve closure and leaving the less critical section of the network to have less pressure.
This ensures that high-demand or critical nodes receive adequate pressure. The closure of
valves in the pressure- and elevation-based configurations has a more drastic effect because
larger sections are affected by valve closure. The PU index shows that the elevation-based
configuration is the best performer, primarily because of the lower overall network pressure,
as this metric should have an inverse relationship with the Todini index. As the HCC-based
DMA configuration is built on connectivity considerations, it exhibits the best performance
in terms of centrality, indicating that the network can distribute demand more efficiently.
In this demonstration, the HCC-based configuration performed the best compared to the
others, proving that it can be considered a clustering criterion when creating DMAs for
a WDN.

4. Discussion and Conclusions

Criticality in a WDN is an essential measurement as it can help management in
decision-making to maintain the level of service. Criticality itself can have various defini-
tions, as there are several factors to consider regarding the functionality of WDNSs. This
study proposes HCC as a criticality metric encompassing hydraulic and connectivity factors
in assessing WDN. The metric adapts the concept of the structural hole influence matrix to
capture hydraulic aspects such as nodal demand and pipe flow, as well as the connectivity
aspect of centrality. To adapt the concept to WDN, important hydraulic elements are added,
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such as the nodal demand, pipe flow, and flow directions. HCC represents both aspects as
a unified measurement.

By applying this methodology to the two WDNSs, the HCC can identify critical elements
or areas. Considering the pipe flow, the HCC successfully identified the most critical areas
in the locations, such as those near the reservoir. On the downstream side, where the flows
are more evenly distributed, HCC can identify important connection points. Less critical
nodes have lower demand and are in a loop. In contrast, more critical nodes are often
connected to many demands and are frequently included in the path to deliver water to
other nodes. The correlation of pipe HCC with mean network pressure and centrality was
found to be moderate; however, the low and high ends of the HCC represented pipes with
low and high impact, respectively. In a development scenario, the HCC can identify how
an increased demand will affect part of the network and how the flow behavior changes.
An additional analysis conducted to test the viability of HCC in creating DMAs found
that HCC can be considered a reference factor when sectorizing the network. The DMAs
were created by considering the HCC as a weight managed to group locations with similar
criticality, making resource management more efficient. Considering the findings of this
study, the HCC managed to capture the hydraulic and connectivity characteristics into a
unified metric. It provides valuable information on the critical locations in the WDN, which
can be considered in planning and management by water utilities.

Because this study focused on incorporating hydraulic and connectivity aspects into
a single metric, there are some limitations that should be addressed in future studies.
The scalability of the methodology should be tested because it was only applied to two
medium-sized networks; thus, the behavior of more extensive networks requires further
investigation. Only single reservoirs, junctions, and pipes were considered in this study.
Interactions with other network elements, such as multiple reservoirs, tanks, and valves,
should be incorporated into future studies. The consideration of scalability and additional
elements could result in some interactions and challenges previously not considered in the
simpler network, such as the pipe weight adjustment when there are multiple sources and
how to formulate the tank during filling and draining. The applicability aspects of the HCC
should also be further tested in cases such as economic planning and emergency responses.
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