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Abstract: This study introduces a novel, practical approach for designing a hierarchical on-
line anomaly detection system for industrial cyber-physical systems. The proposed method
utilizes the Hierarchical Temporal Memory (HTM) unsupervised learning algorithm, which
requires data to be encoded as sparse binary distributed representations (SDRs). A new
SDR encoding method termed the temporal sequence encoder (TSSE) is presented to con-
vert system outputs into SDRs. This approach enables HTM to retain high memory capacity
and robust performance when processing data streams of slowly varying physical mea-
surements, typical of many industrial processes. The effectiveness of the proposed system
is demonstrated on the Secure Water Treatment (SWaT) dataset, which comprises data
collected from a fully operational, scaled-down water treatment plant. The system achieves
a recall of 0.906, a precision of 0.935, and an F1 score of 0.92 on SWaT. Compared to previous
methods, our approach achieves state-of-the-art recall (~5.3% improvement), along with
competitive precision and F1 score, by learning in an online manner without the need for
expensive dataset collection, labeling, or retraining phases. These findings suggest that the
proposed online anomaly detection method can be effectively applied to a broad range of
water treatment and large-scale industrial cyber-physical systems.

Keywords: Hierarchical Temporal Memory; SWaT; water treatment; temporal sequence
encoder (TSSE); sparse distributed representation; online anomaly detection; online cyber-
attack detection; cyber-physical systems

1. Introduction
This study addresses the problem of online anomaly and cyber-attack detection in

large-scale industrial cyber-physical systems (CPS), with a focus on water treatment systems.
Those systems are considered essential to critical public infrastructure [1] and, due to their
importance, are prime targets for cyber-attacks. For instance, in 2016, power distribution
companies in western Ukraine were compromised, causing a power outage for more than
230,000 residents [2]. In 2017, malicious software attacked a safety system intended to
prevent disasters at Saudi Arabian Oil Company Aramco [3]. Moreover, Stuxnet, the first
known cyber-warfare weapon, targeted Iranian nuclear program infrastructure in 2010 [4].

Modern water treatment systems incorporate numerous subsystems with complex
behavior, generating large volumes of high-speed, multivariate output data in real-time.
These systems are also subject to concept drift, which may occur due to factors such as
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changes in demand resulting from weather conditions. Designing an online anomaly
detection system for such a setting is challenging. In the online approach, monitoring and
analysis of system behavior are performed in real-time. Ideally, decisions should be made
with minimum latency, enabling rapid operator response and potentially mitigating critical
damage if the system becomes compromised. Due to its significance, online anomaly
detection in cyber-physical systems is an active area of research, as reflected in numerous
publications [5] and dedicated conferences [6].

Major strategies for online anomaly detection include signature-based, threshold-
based, and behavior-based approaches. This work proposes a behavior-based anomaly
detection system, as it has the potential to offer enhanced detection of previously unknown
threats. In principle, an anomaly detection system should be capable of monitoring all as-
pects of system operation in real-time, encompassing both network traffic and the behavior
of various system components.

The present study focuses on real-time monitoring of the physical system state. It is
assumed that if a cyber-attack is engineered to alter the physical behavior of the system,
the attacker is unlikely to be able to fully falsify all physical-level process information in
real time. Consequently, monitoring the physical system state has the potential to detect
intrusion and limit the extent of damage caused by such threats.

To achieve these objectives, a novel, practical approach for designing an online
anomaly detection system is proposed, leveraging the Hierarchical Temporal Memory
(HTM) unsupervised learning algorithm, originally inspired by J. Hawkins’s theory of the
neocortex [7]. The proposed system adopts a hierarchical, layered structure that enables
tuning of system-wide anomaly detection performance according to the required sensitivity.
This design also allows for potential integration into a comprehensive defense framework
monitoring all aspects of water plant operation.

The effectiveness of the proposed anomaly detection system is demonstrated using
the Secure Water Treatment (SWaT) dataset [8,9], which represents a fully operational,
scaled-down water treatment plant.

Deep learning (DL) methods have recently shown promising performance in both
offline and online anomaly detection for cyber-physical systems, including several studies
reporting strong results on SWaT (see Section 2.1). The findings we present in this work
suggest that the HTM-based approach is equally promising, offering multiple benefits
in comparison to DL-based systems for water treatment applications. These advantages
include HTM’s ability to learn and predict multiple temporal sequences in real time, its
capacity for continuous processing, and rapid adaptation to changing input statistics
without the need for extensive retraining, its inherent robustness to noise through the use
of sparse distributed representations (SDR), and its capacity for strong performance with
minimal task-specific hyperparameter tuning.

The contributions of this work are as follows:

• A practical unsupervised online anomaly detection approach for large-scale industrial
cyber-physical systems based on Hierarchical Temporal Memory (HTM) is introduced.

• A novel temporal SDR sequence encoder, referred to as TSSE, is proposed. This encoder
enables the content- and order-sensitive encoding of an SDR temporal sequence into a
single SDR representation.

• The proposed method is implemented and evaluated on the Secure Water Treatment
(SWaT) dataset [8,9], which captures data from a fully operational, scaled-down water
treatment plant.

• Experimental results indicate that the proposed approach achieves excellent detection
performance compared to deep learning-based algorithms while offering multiple
benefits in comparison to DL-based systems for water treatment applications.
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• The method achieves a recall of 0.906, a precision of 0.935, and an F1 score of 0.92.
Compared to previous methods, it demonstrates a state-of-the-art recall (~5.3% im-
provement) along with highly competitive precision and F1.

2. Materials and Methods
2.1. Related Works

Researchers have proposed a wide range of techniques and algorithms for detecting
anomalies in large-scale industrial systems. One category of approaches referred to as
model-based techniques employs complete system simulations and predefined rules to
construct a model of nominal system behavior [10]. Although these methods are often com-
putationally efficient and offer high interpretability, creating an accurate model of complex
industrial systems is time-consuming and prohibitively expensive to build and maintain.

Statistics-based methods, such as autoregressive integrated moving averages
(ARIMA) [11], rely on probabilistic distribution to identify low-probability events. The
primary limitation of these approaches is the difficulty in selecting suitable models for
high-dimensional, multivariate data that often exhibit non-stationary characteristics. In
recent years, machine learning methods have gained considerable attention for anomaly
detection [12,13]. Typically, these approaches utilize a combination of algorithms, including
clustering [14], dimensionality reduction (for example, PCA [15]), and decision trees (for
example, Isolation Forest [16]). Notably, deep learning (DL)-based methods have demon-
strated promising results, employing models such as autoencoders [17], convolution neural
networks (CNN) [18], and recurrent neural networks (RNN) [18,19], which learn a high-
dimensional feature space boundary that distinguishes normal from abnormal behavior.

In the present study, the proposed method is evaluated using the SWaT dataset [8,9],
which represents a full-scale industrial water treatment testbed. Within the literature,
a variety of machine learning-based approaches have been proposed for anomaly de-
tection on SWaT [18–31], with deep learning methods often yielding the highest perfor-
mance [18–21,28,31]. However, training DL models typically necessitates large, representa-
tive datasets of system operations, which can be challenging to obtain when only limited
examples of anomalies exist. Moreover, in real water treatment systems, statistics that
characterize “normal” behavior may shift rapidly due to variations in user demand.

Consequently, DL-based models often need periodic retraining to adapt to new data
distributions, a process that is both data-intensive and computationally expensive. We
believe this is one of the significant challenges with DL-based anomaly detection for real
water treatment systems. To mitigate the impact of non-stationary signals, some prior works
(for example, [20,21]) have employed the Kolmogorov–Smirnov test to eliminate channels
with non-stationary distributions. Although channel filtering can improve precision, it
may introduce blind spots in the monitoring process by excluding valuable indicators of
abnormal behavior.

To address these challenges, this study proposes a novel hierarchical anomaly detection
approach based on the Hierarchical Temporal Memory (HTM) unsupervised learning
algorithm [32]. The proposed HTM-based system does not require test data for channel
selection or repeated training phases and allows monitoring of channels that exhibit non-
stationary dynamics. Past research has shown that HTM can be a good fit for the task of
online anomaly detection in real water treatment systems due to properties such as the
ability to learn online and adapt to changes in input data statistics, robustness to noise,
handling of multivariate data using sparse encoding, and good performance without the
need for task-specific hyperparameter tuning.

Previous investigations [33] have reported that HTM achieves accuracy levels compa-
rable to other high-performing methods in online sequence learning tasks. For univariate
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real-time streaming, an HTM-based anomaly detection method has been shown to at-
tain state-of-the-art performance on the NAB benchmark [34,35]. Other studies have
demonstrated successful applications of HTM in resource consumption monitoring [36],
vehicular controller area network security [37], and high-throughput implementations
using field-programmable gate arrays [38]. Moreover, combining HTM with ensemble
learning techniques has proven effective for detecting anomalies in multivariate data [39],
while employing it as a one-class classifier has been shown to detect video-based abnormal
trajectories [40]. The online and unsupervised capabilities of HTM have also been validated
in real-time anomaly detection for smart grids, where the model can adapt to fluctuat-
ing data distributions with minimal training overhead while maintaining competitive
performance [41].

Building on these findings, the present work introduces and evaluates a novel hierar-
chical anomaly detection system based on HTM. Experimental results on the SWaT dataset
indicate that this approach achieves excellent detection performance compared to deep
learning-based algorithms.

2.2. Background
2.2.1. SWAT Dataset

In this work, we test our method using the SWaT dataset. SWaT was created using a
Secure Water Treatment testbed, a fully operational six-stage (P1. . .P6) scaled-down water
treatment plant resembling real plants found in cities (see Figure 1). The facility is at the
Singapore University of Technology and Design (SUTD). Its primary purpose is to enable
experimentally validated research in the design of security and safety of cyber-physical
systems [8,9]. The anomaly detection system proposed in our work is designed to detect
intrusion through online monitoring of the physical system sensors and actuators’ state. It is
not monitoring network traffic. Therefore, we chose the “SWAT.A1 & A2_Dec 2015” dataset
version because it contains the most significant amount of physical state data relative to
other SWaT dataset versions. The dataset contains 964,722 labeled records collected at a
frequency of 1 Hz during eleven days of continuous operation. The records represent data
collected from 25 sensors and 26 actuators. The first seven days represent regular plant
operation. During the last four days, 36 attacks were carried out, with 32 succeeding and
four having no observable impact on the output data.
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Figure 1. SWaT water treatment block diagram [9]. 

  

Figure 1. SWaT water treatment block diagram [9].
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2.2.2. Hierarchical Temporal Memory (HTM)

HTM [32] is an unsupervised machine learning algorithm based on several known
properties of the neocortex described in J. Hawkins’s theory [7]. Figure 2 shows the
essential components needed for HTM. Each time step t, output streaming data Xt is
produced by the observed system for each physical/logical component. These data are
transformed by the encoder into a sparse binary distributed representation (SDR) and
used as input to temporal memory (TM). SDRs are large binary vectors with small sparsity,
meaning that only a small percentage of bits are ‘1’. This allows SDRs to have high
representation capacity. For a typical vector size of 2048 and sparsity of 2%, SDR supports
~2.37 × 1084 different encodings. SDR representation allows high noise robustness. The
probability of a false positive partial match of 50% with a random SDR of the same size
and sparsity is less than 4 × 1026 [42].
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TM is a neural network organized as a collection of cell columns. Cells in a single
column have the same forward input represented by the ‘i’ bit in the input SDR. When the
input SDR bit ‘i’ is ‘1’, the feed forward-input signal to column ‘i’ is above the threshold,
and the column is active. TM cells differ from the neuron model used in deep learning.
In TM, in addition to feed-forward input, each cell output can potentially connect to the
lateral input segment of other cells in the network. In each step, the cell is in one of three
states: active, off, or predicted. A cell is predicted if the input to one of the cell lateral
segments is above a threshold. When a column is active, only predicted cells become active.
If no cells are predicted, all column cells will become active (we call this column bursting).
This allows the network to predict the following SDR input based on the current input
SDR and the learned temporal context. The instant anomaly score is computed based
on the prediction error by calculating the ratio of bursting columns to active columns.
Lateral connections topology constitutes the temporal memory of HTM. With each change
in input SDR, the algorithm uses Hebbian learning to minimize the error of predictions
by continuously updating the lateral connection strength between cells. The Hebbian
learning algorithm reinforces synapses of correctly predicted cells and weakens synapses of
mispredicted cells. This method allows HTM to learn a high-order temporal representation
of statistically significant input patterns without overfitting to noise. Please see [33] for a
complete description of HTM logic and learning rules. As the basis for our work, we used
open-source HTM implementation [43].
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2.3. SDR Encoder
2.3.1. Basic SDR Encoder

The task of the encoder is to convert observed system output data streams into SDRs
used as input to the TM neural network. Formally, let X be an input space and let S(n,s) be
the set of SDRs of size ‘n’ and sparsity ‘s’. Encoder is a function f : X → S(n,s). We define
the number of active bits in the SDR as w(n,s) = ⌊n ∗ s⌋ . The encoder should determine
which SDR bits are active in a way that captures the essential semantic properties of the
data. In general, different data types require different encoding schemes. According to [44],
when encoding data to SDR, the following properties should be kept:

• The same input should produce the same output SDR encoding.
• As the similarity between inputs increases, the similarity between encoded SDRs

should also increase.
• Encoded SDR vector should have enough active bits to handle noise in the input data.

In this work, we use two basic encoders described in [44] to encode data received
in a single time step: a category encoder for discrete data and a scalar encoder for
continuous data.

A category encoder is useful for discrete data with unrelated categories. The easiest
way to encode this type of data are to use a predefined number of active bits for each
possible value without overlap between different values. For SDR of size ‘n’ and sparsity ‘s’,
this method allows encoding

⌊
n

w(n,s)

⌋
separate categories. To use this encoder, the anomaly

system designer should be able to define the number of states for each discrete channel.
A scalar encoder is suitable for encoding continuous numbers with a known range.

Values outside the range will be truncated and encoded as min/max range values. To use
this encoder, the anomaly system designer should be able to define the min/max values for
each continuous channel the system will not exceed under normal operating conditions.

In this method, the range of values is split into bins, and then the bins are mapped to
overlapping sets of active SDR bits.

Formally, for SDR of size ‘n’ and sparsity ‘s’, the number of different bins is
bins(n,s) = n − w

(n,s)
+ 1 and the resolution of each bin is resolution(n,s) =

(maxvalue − minvalue)/bin(n,s). As a toy example, for a data channel with values range
of 0–10.0 encoded using SDR of size n = 100 and s = 2%, we will have 100 − 2 + 1 = 99 bins
and two active (‘1’) bits for each data value. Each bin represents 10/99 = ~0.1 resolution.
Value 0.0 will be encoded by [110. . .0], the value of 0.1 will be encoded by [0110. . .0], etc.

2.3.2. Temporal SDR Sequence Encoder (TSSE)

SwaT contains multiple streams of data that describe physical processes. According
to [44], the Basic Scalar Encoder is the appropriate encoder for this type of value.

In practice, when we used this encoder in our system, we saw poor anomaly detection
performance. Closely examining the system’s behavior, we have noticed that values in
those streams change slowly, sometimes less than 1% on the scale of minutes and sometimes
hours, while sampled at 1 Hz resolution. Encoding this type of data using basic SDR scalar
encoders results in TM receiving almost the same input SDR in consecutive time steps
since channel values were encoded using the same bin (see Section 2.3.1). This results in
two problems. The first problem is related to HTM capacity. In theory, using multiple
cells in each column allows TM to “remember” many SDR sequences of various context
lengths. This is true if input sequences are represented by SDR with low overlap. In
practice, since the data are sampled at a very high rate relative to the value change rate,
TM is introduced with multiple slowly changing SDR sequences, resulting in fast memory
capacity exhaustion for the active columns. The second problem deals with prediction.
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When the input values change a statistically significant number of times from A→B→C
and, in another instance, from C→B→A, then given input A→B, we expect the TM to
predict the following input to be C. The problem arises when A, B, and C are encoded to
similar SDRs that differ by a few bits, and this is the case for slowly changing data streams
representing physical processes.

Since the TM prediction threshold requires only partial SDRs overlap (for noise robust-
ness), the prediction will be for both C and A. Thus, sequences A→B→A and C→B→C
will not be considered an anomaly. To deal with both problems, we propose a novel
encoder called the temporal SDR sequence encoder (TSSE). This encoder enables order-
and content-dependent encoding of temporal and contextual patterns using SDRs. The
encoder is designed to allow TM to learn the semantic properties of slowly changing
signals in a way that will enable efficient memory use and good prediction and anomaly
detection performance.

The basic idea is to feed TM with SDR representing a temporal pattern instead of a
single value. To encode a temporal pattern of N values as SDR, we combine the ideas of
context-dependent thinning (CDT) [45] and algebra of computing with vectors by Kan-
erva [46]. Figure 3a shows that the Substructive CDT procedure allows binding multiple
SDRs to a single SDR while preserving the desired size and sparseness. In addition, the
resulting SDR is context-dependent such that, on average, each of the input sequence SDRs
contributes the same number of active bits to the final result.

Water 2025, 17, x FOR PEER REVIEW 8 of 21 
 

 

 

 
(a) 

 
(b) 

Figure 3. (a) Sparsity after substructive CDT procedure. (b) Average number of active bits in the 

final SDR taken from input SDRs. 

TSSE consists of the following steps: 

1. Given N input values (𝑋𝑖𝑛𝑝𝑢𝑡
1 ,…, 𝑋𝑖𝑛𝑝𝑢𝑡

𝑁 ), encode each value using a basic scalar/cat-

egory SDR encoder. 

2. Given (𝑋𝑆𝐷𝑅
1  ,…, 𝑋𝑆𝐷𝑅

𝑁  ), encode 𝑋𝑆𝐷𝑅
𝑘   position by performing permutation k times 

(𝑝𝑘) [46]. This ensures that value encoding depends on both value and position, and 

similar consecutive values are represented by SDRs with low overlap. 

3. Given (𝑝1𝑋𝑆𝐷𝑅
1 ,…, 𝑝𝑁𝑋𝑆𝐷𝑅

𝑁 ), apply the Subtractive CDT procedure [45] to convert the 

temporal SDR sequence to a single SDR representing the pattern. 

2.4. Online Anomaly Detection System Description 

2.4.1. High-Level Architecture 

In this work, we focus on anomalies that affect the physical behavior of the system. 

In the case of a cyber-attack, we assume that even if the system is compromised, the at-

tacker can falsify only a subset of the monitored physical-level information. Complex wa-

ter treatment systems require sophisticated anomaly detection methods that allow fine-

tuning the detection sensitivity in a way that provides high precision and recall rates. To 

achieve this goal, we propose a hierarchical approach. The first level in the hierarchy aims 

to detect anomalies at a single-channel level. Higher levels are intended to detect cross-

channel contextual anomalies and tune system-wide anomaly detection performance to 

meet the desired anomaly detection sensitivity. We show that using two monitoring levels 

(L1 and L2) is enough to achieve high performance for SWaT. Additional levels should be 

used to monitor subsystems in large-scale industrial systems. Figure 4 shows a high-level 

schematic view of the proposed anomaly detection system. 

Figure 3. (a) Sparsity after substructive CDT procedure. (b) Average number of active bits in the final
SDR taken from input SDRs.

TSSE consists of the following steps:

1. Given N input values (X1
input,. . ., XN

input), encode each value using a basic scalar/category
SDR encoder.
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2. Given (X1
SDR,. . ., XN

SDR), encode Xk
SDR position by performing permutation k times

(pk) [46]. This ensures that value encoding depends on both value and position, and
similar consecutive values are represented by SDRs with low overlap.

3. Given (p1X1
SDR,. . ., pN XN

SDR), apply the Subtractive CDT procedure [45] to convert
the temporal SDR sequence to a single SDR representing the pattern.

2.4. Online Anomaly Detection System Description
2.4.1. High-Level Architecture

In this work, we focus on anomalies that affect the physical behavior of the system. In
the case of a cyber-attack, we assume that even if the system is compromised, the attacker
can falsify only a subset of the monitored physical-level information. Complex water
treatment systems require sophisticated anomaly detection methods that allow fine-tuning
the detection sensitivity in a way that provides high precision and recall rates. To achieve
this goal, we propose a hierarchical approach. The first level in the hierarchy aims to detect
anomalies at a single-channel level. Higher levels are intended to detect cross-channel
contextual anomalies and tune system-wide anomaly detection performance to meet the
desired anomaly detection sensitivity. We show that using two monitoring levels (L1 and
L2) is enough to achieve high performance for SWaT. Additional levels should be used to
monitor subsystems in large-scale industrial systems. Figure 4 shows a high-level schematic
view of the proposed anomaly detection system.
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2.4.2. Dataset Preprocessing

An important step when working with a dataset is to visualize the various channels to
understand the nature of the data. Figure 5 shows the values of several data channels for
the first five days of recording. It is easy to see that the dataset includes both the testbed
startup phase and the steady operation phase, for example, by looking at channels AIT202,
AIT203, and P205. This work focuses on the steady operation phase starting roughly after
15:00 on 23 December, marked as a red dotted line in Figure 5. In addition, we discard
the following channels since they are constant all the time: P202, P301, P401, P404, P502,
P601. Channels P201, P204, and P206 are constant during the timeframe marked as normal
operation. Any change in those channels in the test set should be considered an anomaly
by the algorithm. Channels P204 and P206 exhibit a single change that coincides with
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attack #24, and channel P201 shows many changes without correlation to attack labels. We
decided to discard channels P201 and P205 and leave channel P204 to demonstrate the
algorithm’s ability to find trivial anomalies.
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2.4.3. L1 Logic

We define the monitored system output for channel k and time period T as Xk
T =

(x1, x2, . . . , xT). This is the input to L1. In this work, we used the following features to be
monitored by the anomaly detection system:

• Dk
t —Discrete channel values.

• Ak
t —Continuous channel values.

• dAk
t —First derivative of Ak

t .

For discrete channel k, feature extraction will produce a new value Dk
t = xt at time t

if the current value differs from the previous value (xt ̸= xt−1) or xt did not change for a
period of time Thk separately configured for each discrete channel during training.

For continuous channel k, feature extraction will produce a new value Ak
t and dAk

t
each time step after applying a rolling window to smooth temporal noise. The rolling
window size is separately configured for each continuous channel during training.

We define the last w measurements for channel k at time t as Xk
(t,w)

= (xt, xt−1, . . . , xt−w+1).
Then:

Ak
t = Xk

(t,w)
=

∑t
t−w+1 xi

w
(1)

dAk
t =

Xk
(t,w)

w
−

Xk
(t−1,w)

w
=

xt − xt−w

w
(2)

L1 has a separate encoder and HTM network for each channel and feature type. For
Dk

t , we use a basic category encoder. For Ak
t , we use a TSSE. For dAk

t we use a basic scalar
encoder. Figure 6 illustrates the encoding procedure in L1 for discrete channels. The output
of the encoders is used as input to the HTM network. Finally, the instantaneous anomaly
score for each channel feature type is calculated using the HTMs prediction error.
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2.4.4. L2 Logic

The input to L2 is the instantaneous anomaly score calculated in L1 for each channel
feature type. L2 uses this information to produce an anomaly score for the monitored
system. For that purpose, we implemented a simple policy where an anomaly is declared
if at least two simultaneous anomaly detections are above the threshold in different L1
channel features.

2.4.5. Anomaly Score Calculation

With HTM, the instantaneous anomaly score is computed as the ratio of bursting
columns relative to the number of active columns (see Section 2.2.2). Anomalies in continu-
ous channels describing physical processes, such as pressure build-up, sometimes manifest
as a slow shift from normal behavior. In this case, HTM will produce several instantaneous
low anomaly scores over a short time period.

To deal with this phenomenon, we use the sum anomaly score ASt
sum in L2:

ASt
sum = max

(
t

∑
i=t−wAS

ASi
instant, 1

)
(3)

where ASt
instant is the instant anomaly score at timestep t and wAS is a time window.

Setting wAS to 2 min and anomaly detection threshold to 0.7, which allows good
performance for all channels. Figure 7 shows the difference between the instant and sum
anomaly scores for the LIT101 channel. We can see that ASt

sum gives a high score after
the sensor value is out of the ‘normal’ range. ASt

instant score is high only when there is
an abrupt change in the sensor value. During dataset examination, we noticed that SwaT
physical channels affected by an attack need time to return to normal behavior. In some
cases, the anomaly lasts longer than the attack label. In other cases, the anomaly starts
shortly before/after the end of the label. To deal with this phenomenon, authors of [20]
removed 3 min of normal behavior data after the end of each label. We deal with that
situation using a grace period of Tgrace = 20 min. If the anomaly score is above the detection
threshold during the attack label, this detection is considered True Positive (TP). If there is
another anomaly within Tgrace window, we consider it a True Positive. Similarly, all False
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Positive detections occurring in the same time window of Tgrace are considered single False
Positive (FP).
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2.4.6. Hyperparameters Selection

To achieve good performance, we tune hyperparameters for encoders and HTM
networks of each feature channel. To do this, we train HTM independently for different
combinations of parameters using grid search (At this stage, we set TSSE sequence length
to 1). For rolling window size, we test the following Fibonacci values [1, 2, 3, 5, 8, 13, 21, 34].
Figure 8a shows the rolling window values found for different Ak

t channels. In general, we
found that a higher rolling window size is needed for noisy channels. Using a lower value
than the one found during the search will usually result in a higher FP rate for that channel.
For SDR size, we tested the following values [256, 512, 1024, 2048]. SDR size controls the
resolution of encoding. Figure 8b shows the SDR size found for different Ak

t channels. For
most Ak

t channels SDR length of 512 was found to be sufficient.
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t .

Using a lower-than-optimum size will usually result in a lower TP rate, and using a
higher value will usually result in a higher FP rate. For Thk, we test the following Fibonacci
values [5, 8, 13, 21, 34, 55, 89, 144, 233, 377]. This parameter allows TM to take into account
the duration of a state for Dk

t channels, in addition to the state value transition. In general,
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for channels that tend to change slowly, this parameter should have higher values. For
each feature channel, we select hyperparameter values that minimize False Positives on
training data.

The rest of the HTM parameters are set to recommended values [44], shown in Table 1.
Our experiments found that the HTM configuration using those values performed generally
well. In an operational system, we recommend tuning all parameters for each TM to
optimize performance.

Table 1. Default HTM parameters.

HTM Parameter Name Value

Cells per column 5
Max segments per cell 32

Max synapses per segment 256
Initial permanence 0.21

Connected permanence threshold 0.14
Permanence decrement 0.001
Permanence increment 0.1

The parameter ‘Cells per column’ value controls the TM network’s memory context
length. The parameter ‘Max synapses per segment’ limits the maximum number of cell
connections. We found that lowering those values might cause higher FP, particularly
in channels with higher SDR length. Optimizing those values allows us to reduce TM’s
memory footprint without harming performance. Other parameters influence TM’s learn-
ing and adaptation speed. Our tests indicate that default values are adequate to achieve
good anomaly detection performance on SWaT. Please note that we did not try to optimize
memory usage in this work.

2.4.7. Feature Channels Selection

Often, researchers use statistical tests to select the channels they use. For exam-
ple, the Kolmogorov–Smirnov test (K-S) [47] was used by several researchers for chan-
nel selection to test anomaly detection algorithms’ performance for SWaT [18,20,21]. K-
S is a non-parametric test that allows checking whether training and test data belong
to the same statistical distribution without making assumptions regarding the target
probability distributions.

The challenge with this method is to select the appropriate K-S threshold. We believe
the assumption should be that the test set is unknown, and channel selection should rely
only on training data.

Anomaly detection systems should monitor as much available information as possible
while keeping the False Positive rate below an acceptable level. Therefore, instead of using
statistical tests, we use the following procedure: After selecting the best hyperparameters
for the feature channel, we rerun the algorithm on training data to decide if this feature
channel should be used. The channel is discarded if a high False Positives rate occurs
during the last 80% of the training data. Following this process, we discard the following
channels: AIT201, AIT401, FIT502 for Ak

t , and AIT201, AIT401 for dAk
t .

At the end of this process, the following channels are monitored by our anomaly
detection system: LIT101, P102, AIT202, AIT203, FIT201, MV201, P203, P204, P205, DPIT301,
FIT301, LIT301, MV301, MV302, MV303, MV304, P302, AIT402, FIT401, LIT401, P402, P403,
AIT501, AIT502, AIT503, AIT504, FIT501, FIT502, FIT503, FIT504, P501, PIT501, PIT502,
PIT503, FIT601, P602.
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3. Results
We implemented and tested the anomaly detection system described in previous

chapters. Similarly to previous works [18–20,27,28], we adopt the recall (RE), precision
(PR), and harmonic mean of precision and recall (F1 score) as measures for anomaly
detection performance evaluation.

Figure 9 shows the combined TP detection matrix for L1 layer features Dk
t and

Ak
t (TSSE). The x-axis represents the 41 attempted attack indexes, and the y-axis rep-

resents SWaT channel names. To keep the original attacks enumeration, the matrix includes
nine black columns for attacks marked as failed (no effect) by dataset creators. Colored
squares represent TP detections for various SDR sequence length combinations used as
input to TSSE. The matrix contains results for combinations of SDR lengths one, two, and
three. We can see that most attacks can be detected even if TSSE input is a single SDR (here,
TSSE acts as a basic scalar encoder). We found that the TSSE SDR input sequence length of
three is the general sweet spot for anomaly detection in SWaT.
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We have also tested TSSE SDR input sequence lengths of four and five, resulting in a
lower TP and higher FP rate. We can see from Figure 9 that encoding a sequence of three
SDRs with TSSE is generally good practice. Theoretically, this value can be adjusted on a
per/channel basis. In the following figures, we present results for the TSSE SDR sequence
lengths of three for all channels encoded by TSSE.

Figure 10 shows the combined detection matrix for all L1 channel features Dk
t , Ak

t (TSSE
SDR input length of three), and dAk

t . It is easy to see that the features complement
each other.
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t , Ak
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t for TSSE length

of 3.

Most attacks are detected by multiple features in the same channel (green color) or by
the same/different features in multiple channels. As explained in previous chapters, an
anomaly is declared by L2 if the anomaly score is higher than the anomaly detection thresh-
old in at least two different L1 features/channels at the same Tgrace period. Using Figure 10,
we can see that 29 out of 32 attacks are TP detections by L2 using this logic. Attacks #1, #17,
and #35 are not declared as anomalies by L2 because #1 is detected only by ALIT101

t and
#35 is detected only by ADPIT301

t . This gives a total Recall of TP/(TP + FN) = 29/32 = 0.906.
Figure 11 shows the TP and FP scores per L1 feature channel.
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For Ak
t , most False Positives are in channels DPIT301 and AIT203. For dAk

t , most False
Positives are in channels PIT501 and PIT503. Only two out of all the FPs occur in more than
one feature channel within the same Tgrace period and thus are declared as an anomaly by
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L2 and considered as FP detections overall: dAAIT503
t /AAIT503

t and dAFIT601
t /AFIT601

t . This
gives a total Precision of TP/(TP + FP) = 29/31 = 0.935.

Table 2 compares the anomaly detection performance of our method with previous
works. The best recall rates achieved by previous works are 0.83–0.86 [18,19,28] using deep
neural networks after extensive DNN architectures search, using best hyperparameters and
an average of 10 runs to account for random weight initialization variance.

Table 2. Performance comparison to previous works.

Methods Recall Precision F1 Score

LTSM [20] 0.75 0.98 0.851
TABOR [27] 0.79 0.86 0.82

UAE [19] 0.78 0.97 0.86
VAE [19] 0.79 0.94 0.86
PCA [19] 0.84 0.92 0.88

UAE (frequency domain) [19] 0.86 0.91 0.88
LSTM-VAE-M (STD) [21] 0.8 0.898 0.84

1D CNN (combined attacks) [18] 0.79 0.95 0.86
1D CNN (ensembled records) [18] 0.85 0.87 0.86
1D CNN (ensembled attacks) [18] 0.85 1.0 0.92

1D-CNN + GRU [28] 0.83 0.995 0.91
HTM + TSSE 0.906 0.935 0.92

Our method based on HTM + TSSE achieved a state-of-the-art recall of 0.906 while
achieving a precision of 0.935 and an F1 Score of 0.92.

4. Discussion
As shown in Table 2, numerous deep learning (DL)-based methods achieve high

precision but do not consistently attain high recall. The best overall F1 score of 0.92 is
jointly achieved by the DL-based method in [18] and the approach proposed in this study.
Specifically, the proposed method achieves a recall of 0.906 and a precision of 0.935, whereas
the DL-based method reported in [18] attains a precision of 1.0 but a recall of 0.85. Although
both precision and recall are critical metrics for anomaly detection, achieving a higher recall
is often more advantageous, provided the precision remains acceptable. This ensures that
fewer anomalies are missed, thereby enhancing the likelihood of timely intervention.

In general, effective performance of DL methods requires that training and testing
data originate from the same statistical distribution. However, the SWaT dataset contains
several nonstationary channels, particularly in stages P2 and P6.

To address this issue, many DL-based methods employ strategies for “discarding”
these channels; for instance, references [20,21] utilize the Kolmogorov–Smirnov test for
channel selection, using both training and test data in this process and removing all
P2 channels. Similarly, the authors in [18] evaluated anomaly detection performance
separately for each stage (P1–P6) and excluded the results for P2 and P6 due to poor
DL-based performance on those stages. Consequently, the reported performance reflects
monitoring only four of the six water treatment stages, potentially creating blind spots
that may fail to capture certain anomalies. In contrast, the Hierarchical Temporal Memory
(HTM)-based anomaly detection system presented here monitors all stages. For example,
attack #24 was not discovered in [18]. We can see in Figure 10 that our system detected
anomaly #24 using both Ak

t and dAk
t features on channel P204 (stage P2).

In real-world water treatment systems, the statistical properties of normal behavior
often shift rapidly due to changing user demand. While DL-based methods show promis-
ing results [48,49] in cyber-physical systems, we believe this characteristic of real water
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treatment systems poses a significant challenge for DL-based anomaly detection. DL-based
solutions must be periodically retrained to address both newly discovered anomalies and
evolving environmental conditions. This retraining process, which typically involves large
datasets and extensive computational resources, can be prohibitively expensive. By con-
trast, the HTM-based anomaly detection system offers several potential advantages for
water treatment applications. Specifically, HTM can learn and predict multiple temporal
sequences in real time and can rapidly adapt to changing input distributions without ex-
pensive retraining. Furthermore, HTM employs sparse distributed representations (SDR),
which are inherently robust to noise, and, as demonstrated in this work, maintains strong
performance without extensive task-specific hyperparameter tuning.

The computational complexity of the HTM-based system is linear in the number of
feature channels/TM networks. Within each TM network, the complexity scales with
the number of network cells and the number of potential synapses per cell. TM learning
involves strengthening or weakening the permanence of synapses on active cells (or cells
that were incorrectly predictive), requiring only local activity updates rather than the
global gradient descent processes typical of deep learning. Moreover, TM does not rely on
large batch sizes or multiple passes over the same data, allowing it to operate in a purely
streaming, online mode. However, because TM continuously learns at inference time, it
can be more computationally expensive than deep learning, particularly if the network
size (columns/cells and synapses) is large. Although computations can be potentially
parallelized at the cell level, TM’s sparse, fine-grained updates can be more memory-
intensive or less compatible with GPU-optimized dense matrix operations compared to
deep learning networks.

In our simulations, we have seen that memory-compute optimization is possible by
performing extensive per-channel hyperparameter tuning. Please note that the training and
hyperparameter optimization described in this work were performed solely to maximize
anomaly detection accuracy. Using a standard personal computer with a Ryzen 7 3700 CPU
and 32 GB of memory, processing the 11-day SWaT dataset required approximately 30 h in
a sequential run.

By design, both the TM networks and the architecture of the proposed anomaly
detection system support streaming, online operation. The results reported in this study
therefore represent the expected performance under real-time conditions, wherein all L1
stages would simultaneously process sensor outputs, and subsequent L2/L3 decisions
would be made in real-time.

5. Conclusions
This study introduces a novel, practical approach for designing a hierarchical on-

line anomaly detection system for large-scale cyber-physical systems using sparse binary
distributed representations (SDRs) and a Hierarchical Temporal Memory algorithm (HTM).

The first level of the proposed hierarchy detects anomalies at the individual chan-
nel level, while subsequent levels are responsible for detecting cross-channel contex-
tual anomalies and adjusting the overall system sensitivity to ensure suitable anomaly
detection performance.

A key contribution of this work is the introduction of a new SDR temporal sequence
encoder, referred to as TSSE. In contrast to single-value encoding, TSSE produces SDRs that
encapsulate ordered temporal patterns of sensor data. This way of encoding system sensor
data allows HTM to learn the semantic properties of slowly changing signals in a way that
enables efficient memory use and good prediction and anomaly detection performance.
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Another contribution is the sum anomaly score calculation method that allows the dis-
covery of slowly developing anomalies and minimizes algorithm performance evaluation
errors due to situations where the anomaly starts shortly before/after the end of the label.

The proposed approach is evaluated using the Secure Water Treatment (SWaT) dataset,
which replicates a fully operational, scaled-down water treatment plant. By employing two
levels of monitoring (L1 and L2), the system demonstrates high anomaly detection perfor-
mance on SWaT, outperforming various deep learning (DL)-based methods. Specifically,
it achieves a recall of 0.906, a precision of 0.935, and an F1 score of 0.92, thus improving
the state-of-the-art recall on SWaT by approximately 5.3% while maintaining competitive
precision and F1 values.

While maintaining a low false alarm rate is essential, we believe that in critical infras-
tructure settings, anomaly detection capability is the most important metric while retaining
an acceptable false positive rate.

Another important quality of our approach is the relatively low cost needed for
deployment and maintenance. Compared to Deep Learning methods, our method does
not require expensive dataset collection, labeling, and retraining phases. To start system
monitoring, our system requires a supervised evaluation and stabilization period to allow
tuning of hyperparameters and online unsupervised learning of the Pareto normal system
behavior. During deployment, when the algorithm signals an anomaly, an analysis should
be performed to decide if new normal behavior should be learned by the anomaly detection
system. This “delayed” learning can be implemented using HTM with a replay buffer.

HTM-based systems offer several potential advantages in water treatment systems
compared to DL-based anomaly detection systems. In particular, HTM-based system
can learn and predict multiple temporal sequences in real-time. HTM continuously pro-
cesses streaming data and can quickly adapt to changes in input statistics without the
need for expensive retraining. HTM uses sparse distributed representations (SDR) for
information processing and representation, which makes it inherently robust to noise. In
addition, as we have shown, HTM allows good performance without extensive task-specific
hyperparameter tuning.

These findings suggest that the proposed HTM-based online anomaly detection ap-
proach can be effectively applied to a broad range of water treatment and large-scale
industrial cyber-physical systems.

In future work, we intend to test our method’s performance on additional datasets to
prove its generalizability. We hope the results presented in this work will encourage other
researchers to test our method as well.

The architecture of our HTM-based online anomaly detection system is intended for
streaming, online operation. As discussed in the previous chapter, TM network learning
can be expensive. Additional research is needed to find more efficient ways for parallelized
software and hardware implementation of our approach, in general, and the TM learning
algorithm in particular.

This work shows that achieving high anomaly detection performance is possible while
monitoring only the system’s physical state. In future work, we intend to investigate the
benefit of combining online monitoring of physical system state and network traffic. In
addition, we intend to explore the use of TSSE for encoding multivariate contextual patterns
by combining SDRs from different channels. We also plan to examine the effectiveness
of more sophisticated logic for L2 that assigns a dynamic confidence level to each feature
channel based on past false positive rates.
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