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Abstract 

The continuous collection of road information by autonomous vehicles (AVs) has intensi-

fied regulatory pressure on data security protection. At present, the Chinese government 

adopts a proactive stance on protecting AV data security. Nevertheless, relevant require-

ments are scattered across various regulatory regimes, including data security, cyberse-

curity, personal information protection and AV access regulation. It has given rise to am-

biguous judgement criteria and inconsistent law enforcement practices among local au-

thorities. As a leading developed economy worldwide, the European Union has continu-

ously refined legislation on data security protection for AVs since 2018, establishing a 

globally sophisticated protective framework. Against this backdrop, this paper adopts 

comparative analysis and normative analysis to focus on examining the characteristics of 

the EU’s advanced rules. The research reveals that the EU has integrated risk prevention, 

monitoring and reporting mechanisms into a unified regulatory framework. It imple-

ments market access and safety assessment before operation, conducts ongoing safety 

management during operation, and launches data reporting and recall procedures after 

operation. After evaluating the applicability of the EU model in China, this paper suggests 

China adopt phased AV data security rules. Governance should focus on early detection 

of data breach risks before operation, real-time data monitoring during operation, and 

data reporting after operation. This proposal clarifies responsibilities among regulators, 

automakers and data service providers, improves the predictability and enforceability of 

relevant governance and facilitates safe, innovative and sound development of the auton-

omous driving industry. 
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1. Introduction 

With the extensive market rollout of Intelligent Connected Vehicles (ICVs), core tech-

nologies including Internet of Vehicles (IoV) have witnessed rapid development. As one 

core technology of ICVs, autonomous driving technologies generate massive vehicle data 

and personal private information. So, as autonomous vehicles (AVs) are equipped with 

autonomous driving technologies, their data security risks keep growing by the day. Such 

vehicles are confronted with diverse risks such as excessive data collection, internal data 

leakage and unauthorised outbound transmission of critical data. Therefore, regulating 

the collection and utilisation of data from AVs and standardising corresponding techno-

logical progress via legislation has become a vital research subject [1–3]. 
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At present, academic research on data security risks of AVs mainly focuses on risk 

causes, risk impacts and data security protection countermeasures. In terms of risk causes, 

scholars generally recognise that artificial intelligence systems feature complex data pro-

cessing and are vulnerable to cyberattacks throughout their full lifecycle, which necessi-

tates the construction of end-to-end security defence mechanisms [4]. Some scholars fur-

ther dissect diverse data security risks and their root causes in the autonomous driving 

sector, such as the inherent complexity of autonomous driving data [5,6] and failures of 

data protection mechanisms [7]. Regarding concrete risk impacts, certain researchers ex-

plore security assessment frameworks for underlying data algorithms and discuss various 

data risks, potential hazards and corresponding legal and regulatory provisions [8]. From 

the perspective of data security protection solutions, numerous scholars have noted di-

vergences in national cybersecurity laws and regulations governing autonomous driving, 

and summarised the merits and demerits embedded in different protection regimes [9,10]. 

Meanwhile, driven by the rapid development of AVs in China, a body of literature targets 

the Chinese context and analyses distinctive traits of national unified legislation and local 

regional regulations across China. On legislative design, scholars point out that existing 

norms contain contradictory provisions to a certain extent. They argue that fundamental 

laws governing data security and connectivity governance for autonomous driving shall 

be formulated and implemented uniformly, systematically and standardly at the national 

level [11]. Building on this viewpoint, other researchers propose strengthening the linkage 

between data-related legislation and traffic regulatory laws, and establishing tiered data 

legislation that targets practical demands while balancing industrial innovation and per-

sonal right protection [12]. As for specific technical solutions, existing studies cover cur-

rent market access mechanisms [13], improvement pathways for autonomous driving 

products [5,6], as well as criminal regulatory approaches [14]. Some scholars, based on the 

real-world cybersecurity conditions of AVs in China, hold that newly designed regulatory 

frameworks ought to strike a balance among national security preservation, industrial 

competitiveness promotion for emerging sectors and citizens’ privacy protection [15]. 

Nevertheless, few scholars have systematically examined disparities in the core pri-

orities of data security protection rules for AVs across distinct operational phases. Such 

an analysis carries great significance for clarifying regulatory priorities of data protection 

in each phase and coordinating legislation and industrial policies from various fields. 

Summarising and sorting risk sources by operational phase enables targeted adjustment 

of protection priorities and clarification of the application sequence of regulatory norms. 

This paper takes risk governance theory as its theoretical foundation and integrates full-

lifecycle management requirements for both AV data security and artificial intelligence 

supervision. It intends to address the complex, uncertain and systematic technical risks 

brought by autonomous driving through a continuous governance workflow consisting 

of risk identification, risk assessment, risk management, risk communication and correc-

tive feedback. Different from existing studies, this paper draws on the mature legislative 

experience of the EU and proposes localised regulatory solutions tailored to China’s cur-

rent legal system and industrial development realities. It consolidates scattered obliga-

tions stipulated in separate regulations into an integrated full-process risk governance 

chain covering prevention before operation, monitoring during operation and remedia-

tion after operation and translates these general obligations into concrete requirements for 

administrative authorities, manufacturers and system developers. 

Accordingly, to address the above research gaps, this paper first sorts out current 

national laws, policies and local regulatory documents issued by Chinese authorities con-

cerning data security protection for AVs, and identifies prominent defects within China’s 

practical governance system. These defects include vague judgement standards for sensi-

tive data and fragmented local implementation practices across regions. Afterwards, nor-
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mative analysis and comparative analysis are adopted to examine the EU’s legal frame-

work for AV data security protection, as well as regulated stakeholders and specific reg-

ulatory measures embedded in its phased protection mechanism. Taking both innovations 

and limitations of the EU framework into consideration, this paper discusses the adapta-

bility and feasible transplantation paths of such a regulatory structure in China and con-

structs a three-tier protection framework covering prevention before operation, monitor-

ing during operation and remediation after operation for AV data security in China. 

Meanwhile, this study fills the research gap of phased AV data security protection based 

on vehicle operational states. The derived conclusions can offer normative references for 

China to optimise its domestic AV data security regime and deliver empirical insights for 

other countries to improve their corresponding regulatory systems. 

2. Practical Deficiencies in AV Data Security Protection 

Under current regulatory provisions in China, ICVs refer to new-type vehicles 

equipped with sensors, on-board computing modules and IoV communication devices. 

They enable information interaction among vehicles, humans, roads and the cloud, and 

are capable of environmental perception and intelligent control, covering all levels of driv-

ing automation ranging from L0 to L5. Autonomous driving technologies represent a com-

plete technical system that supports vehicles to perform dynamic driving tasks inde-

pendently. In this paper, AVs are defined as ICVs equipped with autonomous driving 

technologies in light of China’s current industrial development context. Such vehicles al-

low driving operations to be jointly completed by human drivers and automated systems 

within restricted or full operational scenarios [16]. With the deepening global layout of 

China’s AV industry, China exported 4.91 million automobiles in 2024 [17]. Nevertheless, 

due to the unique attributes of AVs, growing challenges and risks have emerged in their 

data security [18,19]. China’s current legal system has constructed multiple mechanisms 

for data security protection. However, there is a lack of coordinated rules concerning au-

tonomous driving, especially regarding the identification, application and protection of 

vehicle data. Local legislation has laid practical foundations for institutional innovation, 

but the data requirements and regulatory connections remain inconsistent across different 

regions. Therefore, it has become an urgent legal issue to coordinate various laws and 

policies and prevent potential risks in autonomous driving data security. 

2.1. AV Data Security Protection Built by Central and Local Governments 

Unlike traditional automobiles, AVs are not merely transportation tools relying on 

mechanical systems. Rather, they are mobile digital terminals integrating sensors, 

onboard communication modules, cloud platform services, remote upgrade systems, and 

continuous data feedback mechanisms. During operation, vehicles continuously collect 

multiple types of information, including location data, driving trajectories, driving behav-

iours, and in-vehicle interaction data. They typically maintain constant connections with 

manufacturers’ servers through cellular communications and vehicle-to-everything plat-

forms. Consequently, the entire process—from data collection and generation to transmis-

sion and processing—involves data handling by different entities (See Figure 1). 

From an engineering perspective, AV data architecture is highly heterogeneous, 

meaning different data categories face fundamentally distinct technical failure modes [20]. 

For instance, raw perception and High-Definition (HD) map data are vulnerable to phys-

ical sensor spoofing and unauthorised data extraction. V2X (Vehicle-to-Everything) com-

munication data, which is critical for vehicle-road-cloud interaction, is highly susceptible 

to Man-in-the-Middle (MITM) attacks and compromised node injections [21]. Further-

more, even after anonymisation, driver behaviour and trajectory data retain a high risk of 

re-identification attacks based on spatial-temporal correlations [22]. Finally, cloud-based 

https://doi.org/10.3390/wevj17070350


World Electr. Veh. J. 2026, 17, 350 4 of 31 
 

https://doi.org/10.3390/wevj17070350 

training data and Over-the-Air (OTA) system update logs face risks of model manipula-

tion. Thus, uniform legal regulation is insufficient without addressing these specific tech-

nical attack vectors. UNECE Regulation No. 155, Annex 5 categorises AV cybersecurity 

threats into seven major categories comprising 69 specific attack vectors [23]. This techno-

logical complexity inevitably subjects AVs to coordinated regulation and protection under 

multiple laws and policies. 

 

Figure 1. AV-Related Data Subjects and Risks. 

At present, China’s legal system for AVs adopts decentralised governance based on 

different branch laws and industrial standards (see Figure 2). In the field of data security, 

laws including the Cybersecurity Law of the People’s Republic of China, the Data Security 

Law of the People’s Republic of China, and the Personal Information Protection Law of 

the People’s Republic of China regulate data security and the rights and obligations of 

manufacturers in different scopes. Meanwhile, administrative regulations further clarify 

relevant requirements, including the Regulations on Security Protection of Critical Infor-

mation Infrastructure, the Measures for Security Assessment of Cross-border Data Trans-

fers, and the Regulations on Cybersecurity of Internet Data (see Table 1). In the autono-

mous driving sector, multiple legal documents provide important legal and policy sup-

port for the standardised development of AVs and related enterprises. They consist of the 

Interim Provisions on Automobile Data Security Management, the Technical Require-

ments for Whole Vehicle Information Security of Motor Vehicles, the Regulations on Ad-

ministration of Defective Automobile Product Recall, the Opinions on Strengthening Ad-

ministration of Access to Intelligent Connected Vehicle Manufacturers and Products, and 

the Interim Specifications for Road Testing and Demonstration Application of Intelligent 

Connected Vehicles (see Table 2). 
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Figure 2. China’s Legal Framework for AV Data Security. 

At the national legal and administrative regulation level, China has established var-

ious safeguard measures for data security, including data processing, supervision and as-

sessment. Meanwhile, specific legal rules have set technical requirements. More specifi-

cally, the Data Security Law forms risk-prevention obligations through institutional ar-

rangements such as classified management, continuous monitoring, regular assessment, 

remedy and reporting [24]. The Cybersecurity Law ensures relevant assessment and man-

agement through a statutory list of minimum security obligations [25]. And the Personal 

Information Protection Law establishes sustainable and verifiable obligations for rights 

risk control based on the evaluation of legitimacy and necessity [26]. 

When applied to autonomous driving data security, China has introduced targeted reg-

ulations through special administrative documents. For example, the Interim Provisions on 

Automobile Data Security Management define high-risk data categories and applicable sub-

jects by law, and they require enterprises to identify risky data in advance and adopt higher-

level protection measures. Such requirements reflect risk identification and prior prevention 

[27]. Documents including the Notice on Strengthening Cybersecurity and Data Security of 

Connected Vehicles and the Notice on Piloting Access and Road Operation of Intelligent Con-

nected Vehicles require enterprises to build sustainable risk governance and prudent manage-

ment capabilities. They institutionalise continuous security capacity, assessment materials and 

supervision inspections. Enterprises are required to verify the controllability of data security, 

network security and operational security under stricter standards [28,29]. The Notice on Fur-

ther Strengthening Administration of Product Access, Recall and Over-the-Air Software Up-

date of Intelligent Connected Vehicles integrates continuous effective security management, 

sufficient testing and verification, incident reporting and supervision. It forms a systematic 

standard across the entire life cycle [30]. 
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Table 1. Provisions Related to Autonomous Driving Data Security in National Laws and Administrative Regulations. 

Instrument Key Regulatory Provisions 

Data Security Law of the People’s Republic of China Requires eligible outbound transfers to undergo a pre-transfer security assessment. 

Cybersecurity Law of the People’s Republic of China (as amended in 2025) 
Requires network operators to set up cybersecurity systems, appoint personnel, and enforce graded protection, moni-

toring and logging. 

Personal Information Protection Law of the People’s Republic of China 
Requires lawful basis for personal information processing, mandating sensitive data protection, risk assessment, secu-

rity and incident response. 

Regulations on the Administration of Network Data Security 
Requires data processors to set up graded-protection-based internal systems and implement security response and 

reporting. 

Provisions on Promoting and Regulating Cross-Border Data Flows 
Requires data processors to continuously identify the scale of outbound transfers of important data and personal in-

formation, and to select appropriate compliance pathways accordingly. 

Regulations on the Security Protection of Critical Information Infrastruc-

ture 

Requires data processors to measure the scale of outbound transfers of important data and personal information and 

adopt corresponding compliance pathways. 

Measures for Security Assessment of Cross-Border Data Transfers Requires eligible outbound transfers to undergo a pre-transfer security assessment. 

Table 2. Industry-Specific Policy Norms for Autonomous Driving. 

Instrument Specific Regulatory Requirements 

Several Provisions on the Security Management of Automotive Data 

(for Trial Implementation) (Order No. 7) 
Clarifies automotive data processors’ scope and relevant data categories with sectoral protection requirements. 

Opinions on Strengthening the Administration of Intelligent Con-

nected Vehicle Manufacturers and Product Access 

Requires enterprises to set up data security systems, asset inventories, classification-grading, risk assessment, incident 

reporting, domestic storage and cross-border assessment mechanisms. 

Notice on Strengthening Cybersecurity and Data Security in the Inter-

net of Vehicles 
Requires IoV stakeholders to strengthen institutions, risk monitoring, and prevention and response capacities. 

Administrative Provisions on Road Testing and Demonstration Appli-

cation of Intelligent Connected Vehicles (for Trial Implementation) 

Requires testing and demonstration entities to secure adequate safety capacity, submit self-assessments, and build remote 

monitoring and regulatory mechanisms. 

Notice on Carrying out Pilot Programmes for Market Access and Road 

Use of Intelligent Connected Vehicles and its supporting Implementa-

tion Guidelines 

Requires applicants to build full-process assurance and evidentiary mechanisms. 

Notice on Further Strengthening the Administration of Product Ac-

cess, Recall, and Over-the-Air (OTA) Software Upgrades for Intelligent 

Connected Vehicles 

Requires enterprises to enforce full-lifecycle security management, including testing, incident reporting and compliance 

commitments. 

Technical Guidelines for Product Access, Recall, and Over-the-Air 

(OTA) Software Upgrade Management of Intelligent Connected Vehi-

cles 

Requires enterprises to upgrade cybersecurity, data security, privacy protection, OTA management and incident response 

capabilities. 

Several Provisions on the Security Management of Automotive Data 

(for Trial Implementation) (Order No. 7) 
Clarifies automotive data processors’ scope and key data categories with sectoral protection requirements. 
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At the same time, local legislation establishes more detailed criteria for the on-site 

testing and practical application of AVs (see Table 3). Nevertheless, regulatory frame-

works for autonomous driving data security differ greatly among Chinese provinces and 

cities. Based on their regulatory requirements and practical implementation effects, these 

local rules can be divided into three categories: explicit clauses, indirect clauses and prin-

ciple-only clauses. Local regulations in Beijing, Shanghai, Shenzhen and Suzhou fall into 

the category of explicit clauses. These regions have built comprehensive data security sys-

tems that cover data security, network security and personal information protection. They 

achieve full-range protection for AV data security. Moreover, their regulatory documents 

have unified requirements, involving risk prevention, risk threshold control, monitoring 

in process and reporting after events. By comparison, regulations in Tianjin, Changsha 

and other cities are classified as indirect clauses. These rules merely focus on incident dis-

posal and unified data takeover platforms. They fail to regulate the whole lifecycle of AV 

data throughout testing and application stages. As a result, only partial requirements are 

fulfilled in these regions. In contrast, provincial regulations in Guangdong Province and 

similar regions only provide general principled guidance. They contain no specific provi-

sions concerning production procedures, testing operations, or data security and risk 

management after unexpected incidents. Overall, regarding the comprehensiveness of 

regulatory content, China’s local autonomous driving data security rules have formed a 

multi-level regulatory pattern with coexisting explicit, indirect and principle-only provi-

sions. 

2.2. Defects of the Existing AV Data Security Protection 

China has established a diversified and integrated legal system for AV data security, 

covering national laws, administrative regulations and local legislation. This system in-

volves national security, economic operation, social order, public interests and personal 

rights [31]. However, these requirements are scattered across different regimes governing 

data security, cybersecurity, personal information protection and intelligent connected 

vehicle access regulation, and a unified data governance standard has not yet been estab-

lished. Meanwhile, in local practices, there are substantial discrepancies in data identifi-

cation and data protection standards across regions, which further give rise to practical 

risks and dilemmas in AV data security governance. 

2.2.1. Ambiguous Criteria for Sensitive Data Determination 

The criteria for data judgement in existing departmental laws, administrative rules 

and technical norms are not unified. There is a large ambiguity in the identification of 

sensitive data. Specifically, different laws and rules adopt inconsistent definitions and 

identification standards for data. At the same time, industry-specific rules lack concrete 

and implementable criteria for sensitive data identification [32]. 

Different norms hold fundamentally different definitions and identification rules for 

important data. No unified applicable system has been formed. The Data Security Law 

establishes a top-down catalogue system. It requires the state, regions, departments and 

industries to formulate catalogues of important data. In contrast, the Regulations on the 

Security Management of Internet Data use a broader definition and a bottom-up reporting 

model. It requires data processors to conduct independent identification and proactive 

reporting before regulatory announcements. The two differ in responsible subjects, start-

ing logic and definition methods. They conflict with each other. Meanwhile, detailed 

judgement provisions are missing in many specific fields. Take cross-border data transfer 

as an example. The Cybersecurity Law and the Data Security Law only set principled pro-

visions on data export. The Several Provisions on the Management of Automobile Data 

Security (for Trial Implementation) should provide detailed rules. However, it only stip-
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ulates that AV data export shall be subject to unified assessment by the Cyberspace Ad-

ministration of China and other competent authorities. In general, current judgements of 

important data mostly rely on basic legal principles. There is a lack of detailed and oper-

able standards for industry identification. Insufficiently detailed rules increase ambiguity 

in identification [33]. 

Meanwhile, the scope listed in industry-specific rules is limited. These rules also have 

poor connections and conflicts with superior laws and other departmental regulations. In 

automotive data regulation, the Several Provisions on the Management of Automobile 

Data Security (for Trial Implementation) adopt a list model. It clarifies geographic infor-

mation of sensitive areas, traffic flow data, charging network operation data and external 

vehicle videos containing facial and licence plate information as important data. However, 

this provision conflicts with norms such as the Personal Information Protection Law. Ex-

ternal perception videos and vehicle trajectory data that can locate individuals must meet 

anonymisation and de-identification requirements. To comply with automotive data reg-

ulation, enterprises often need to retain data for a longer period and in a wider scope. 

Current rules do not provide unified guidance. This causes practical difficulties in appli-

cation [33]. In addition, the list is limited. It does not cover potentially important data such 

as raw AV perception data, connected vehicle control data and supply chain security data. 

It does not align well with the overall definition of important data in superior laws. On 11 

December 2022, NIO, a Chinese manufacturer of AVs, was exposed for leaking approxi-

mately 399,000 sets of vehicle owner identity data, including identity card numbers, bank 

card details and residential addresses. Most of the compromised data were collected by 

the automaker prior to August 2021 [34]. During daily operations, both vehicle-side sys-

tems and the enterprise’s internal IT infrastructure lacked adequate cybersecurity defence 

mechanisms. Meanwhile, the enterprise collected personal information far beyond the 

necessary scope for business needs, with no clear restrictions on data retention periods. 

The judgement criteria for defining the permissible scope of data storage remained highly 

ambiguous. 

Furthermore, the Provisions on Promoting and Regulating Cross-Border Data Flows 

and the Regulations on the Security Management of Internet Data set different exemption 

rules for cross-border transfer. They clarify that enterprises which complete independent 

reporting but are not officially recognised as holders of important data can be exempted 

from cross-border security assessment. This further fragments the criteria for identifying 

important data. In 2022, DiDi (Beijing, China), a Chinese automotive service provider, was 

placed under official investigation for cross-border transmission of vehicle positioning 

data, travel trajectories and other vehicle-related data over multiple years. Regulators later 

confirmed that the firm had never passed the mandatory security assessment for cross-

border data transfer. By the time of the investigation, DiDi had transmitted hundreds of 

millions of data records overseas, with the illegal conduct spanning seven consecutive 

years [35]. This incident reveals that China’s current regulatory system relies heavily on 

ex-post security reviews. There is a lack of a coordinated, unified mechanism covering 

prevention, real-time monitoring and incident reporting across separate sectoral laws. In-

sufficient ex-ante screening and in-operation supervision substantially lower the illegal 

costs borne by relevant enterprises. 

2.2.2. Inconsistent Data Protection Standards in Local Regulations 

In local practice, local regulations have set detailed rules for data security protection. 

However, their provisions on responsible subjects and liability measures remain incon-

sistent. This leads to obvious differences among regional AV data security protection (see 

Table 3). 
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Table 3. Local Regulations, Government Rules, and Implementing Measures. 

Category Document Name Specific Provisions 

Explicit 

Clauses 

Regulations of Beijing Municipality on Autonomous 

Driving Vehicles 

Require enterprises to upload operational vehicle data to municipal autonomous driving platforms per 

rules and secure network security, data security, testing and real-time monitoring capabilities. 

Measures for the Administration of Testing and Ap-

plication of Intelligent Connected Vehicles in Shang-

hai 

Require network security regimes and graded protection; mandate timely submission and 1-year retention 

of accident records and analyses. 

Regulations of Shenzhen Special Economic Zone on 

Intelligent Connected Vehicles 

Require ICVs to access regulatory platforms, upload safety operation data, and fully retain complete acci-

dent records. 

Regulations of Suzhou Municipality on the Promo-

tion and Development of Intelligent Connected Ve-

hicles 

Establish integrated security systems for network, data, privacy and vehicle safety, with graded protec-

tion, local storage and outbound assessment. 

Regulations of Guangzhou Municipality on the In-

novation and Development of Intelligent Connected 

Vehicles 

Formulate network and data security emergency plans; mandate enterprise security systems, graded pro-

tection, privacy protection, local important data storage and lawful outbound assessment. 

Detailed Implementation Rules for the Administra-

tion of Road Testing and Demonstration Application 

of Intelligent Connected Vehicles in Wuxi Munici-

pality 

Mandate real-time vehicle data transmission, automatic accident recording, platform access and 1-year re-

tention; require submission of security risk assessments and countermeasure certifications. 

Measures for the Administration of Road Testing 

and Application of Intelligent Connected Vehicles in 

Chongqing Municipality (for Trial Implementation) 

Establish integrated security regimes, clarify responsibilities, enforce graded protection and lawful out-

bound security assessment. 

Implicit 

Clauses 

Detailed Implementation Rules for the Application 

of Regulations on Promoting Innovation of Un-

manned Vehicles in Pudong New Area, Shanghai 

Mandate district-level platform access, post-crash upload of 90 s pre-incident vehicle and video data, and 

retention of accident records and analyses. 

Principle-

Only Clauses 

Regulations of Tianjin Municipality on Promoting 

the Development of Intelligent Connected Vehicles 

Develop municipal ICV data platforms, full-process data governance mechanisms, and graded standards 

for uploaded data. 

Regulations of Changsha Municipality on the Devel-

opment of Autonomous Driving 

Mandate enterprise protection of autonomous driving data and real-time status recording, storage and 

monitoring for in-service vehicles. 

Measures for the Administration of Road Testing 

and Demonstration Application of Intelligent Con-

nected Vehicles in Guangdong Province (for Trial 

Implementation) 

Encourage local governments to build data regulatory platforms and formulate management measures. 
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First, requirements for data review and protection vary significantly across regions. 

For example, Shenzhen mandates that data recorded 90 s before accidents or malfunctions 

be retained for no less than 30 days. In contrast, Pudong, Shanghai requires real-time data 

transmission to official platforms. It also requires 90 s of pre-incident data to be stored for 

one year. Meanwhile, Tianjin and Changsha have no requirements for such storage peri-

ods. And secondly, provinces and cities adopt different standards for subject identifica-

tion and liability allocation in autonomous driving [36]. They lack requirements for links 

such as data collection and data transmission. Specifically, they focus on vehicle manufac-

turers and test vehicle providers, but exclude key stakeholders like software developers 

and data service providers. Thus, it is difficult to clearly define responsible parties for 

disputes over data security and ownership. In addition, risk prevention and monitoring 

mechanisms differ across regions. For instance, Wuxi, Suzhou and Shenzhen require an-

nual submission of data monitoring documents. By contrast, Tianjin and Wuhu have no 

regular rules for monitoring, filing or approval. They only clarify post-incident liability 

allocation. It can be seen that some local regulations prioritise post-incident remedies over 

prior risk prevention and monitoring. 

Therefore, in order to resolve inconsistencies between laws and policies, clarify the 

boundaries and subjects of various rights and obligations, and achieve the balance and 

coordination of legal interests on the premise of minimising risks, it is necessary to learn 

from the different regulatory schemes for autonomous driving data security in various 

countries and regions, and explore specific improvement paths based on China’s current 

practices. 

3. EU Rules on Autonomous Driving Data Security Protection 

As AV data security risks have become a key global issue, many countries and re-

gions have introduced unified regulatory systems for AV data security [37]. As a leading 

advanced economy, the EU has established a world-class legal framework governing au-

tonomous driving and data protection. Since 2018, it has continuously updated relevant 

rules and adjusted the scope of protection and regulatory systems in light of technological 

progress and vehicle conditions. The EU AI Act issued in 2024 is widely regarded as a 

prominent risk-based governance framework for high-risk AI systems [38]. By contrast, 

other economies, including the US, Japan, and South Korea, have rolled out relevant laws 

in recent years, yet their rules remain fragmented and limited. They also lack dedicated 

and unified legislation targeting data risks arising from algorithms. Thanks to steady leg-

islative updates, the EU has formed a more comprehensive and referable framework for 

data governance, ongoing technical supervision and systematic liability confirmation. 

This chapter analyses the EU’s rules for AV data security before operation, during opera-

tion and after operation (see Figure 3), and explores the core reasons behind its institu-

tional strengths. 

 

Figure 3. Three-stage Protection Framework for EU AV Data Security. 
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3.1. Importance of EU Rules 

At present, many jurisdictions attach importance to the protection of data security 

rules for autonomous driving. The United States, Japan, South Korea and the European 

Union have all responded to data security risks of AVs to different degrees [12,37–39]. 

However, their institutional functions and degree of reference value are clearly different. 

Based on risk governance theory and combining full lifecycle management requirements 

for autonomous driving data security and artificial intelligence regulation, this paper aims 

to address technical risks with complex, uncertain and systemic characteristics through a 

continuous governance process. This process includes risk identification, risk assessment, 

risk management, risk communication and corrective feedback. On this basis, a more sta-

ble, continuous and unified regulatory model is selected as the main comparative object. 

From this perspective, the European Union has gradually shifted its autonomous driving 

data security rules from fragmented and single-point regulation to a staged, classified and 

enforceable full lifecycle governance structure. This development provides a more ad-

vanced regulatory model, which may help improve China’s governance system for auton-

omous driving data security. 

From the perspective of existing regulatory approaches in different jurisdictions, the 

United States has long relied on enterprise self-certification, federal safety guidance and 

state-level testing and deployment rules [39]. Its main advantage lies in leaving broad 

space for technological testing and innovation. The National Highway Traffic Safety Ad-

ministration (NHTSA) requires manufacturers to demonstrate that vehicles are safe 

through their own assessments [39]. Overall, the US model mainly depends on corporate 

compliance statements, accident reporting and ex post enforcement. Data security in au-

tonomous driving has not yet been integrated into a unified mandatory full lifecycle reg-

ulatory framework. For China, the US model provides useful reference in terms of regu-

latory flexibility and enterprise responsibility. However, it is less suitable for addressing 

China’s fragmented rules, uneven local implementation and unclear boundaries for sen-

sitive data. 

In contrast, Japan introduced regulatory responses to autonomous driving earlier 

through the Road Traffic Act and the Road Transport Vehicle Act [12]. According to the 

National Police Agency of Japan, the 2022 revision of the Road Traffic Act established a 

permit system for “specified automated operation”, covering Level 4 autonomous driv-

ing. This model focuses on integrating autonomous driving into road traffic management 

and operational permission systems. It is suitable for limited-area, fixed-route and public 

transport scenarios. However, Japan’s regulatory focus is mainly on road use, operational 

permission and commercial deployment conditions. Its system is less developed in areas 

such as data risk governance, real-time monitoring during operation, post-incident data 

review and systematic AI risk management. Therefore, while Japan’s experience is useful 

for pilot zones and operational management in China, it is not sufficient as a complete 

full-lifecycle governance model for autonomous driving data security. 

South Korea mainly promotes autonomous driving through industrial support poli-

cies, pilot zones and vehicle safety standards. The Autonomous Vehicle Commercialisa-

tion Promotion Act emphasises industrial development and commercialisation support 

and establishes a foundation for safe deployment [39]. This approach provides a useful 

reference for understanding pilot zone governance and industrial policy tools in China. 

However, its focus remains on industrial promotion and demonstration projects, and the 

integration of data security, AI risk governance, product safety and post-incident correc-

tion is still limited. 

The European Union is distinctive in that it addresses autonomous driving data se-

curity through a set of interconnected legal instruments. These rules cover vehicle product 

safety, market access, cybersecurity management, software update control, personal data 
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protection, data sharing, AI risk governance and market supervision. This institutional 

combination allows the EU to translate data security risks into specific regulatory tasks 

across different stages, including assessment before operation, monitoring during opera-

tion and correction after operation. Compared with the fragmented US model, the per-

mission-based Japanese model and the industry-driven Korean model, the EU approach 

provides a more suitable reference for analysing how China can integrate scattered rules, 

clarify data boundaries and build a continuous compliance system. 

Accordingly, this paper mainly adopts normative and comparative methods. The 

normative analysis is applied to examine the internal structure and institutional logic of 

the EU’s data security rules for AVs. Specifically, taking regulatory norms covering vehi-

cle market access, safety management, monitoring, artificial intelligence risk governance, 

and recall and rectification as research objects, this paper investigates their corresponding 

regulatory procedures and legal effects. Through this method, this paper reveals how the 

EU embeds abstract data security obligations into the continuous lifecycle of AVs, includ-

ing market entry, road operation, and accident rectification, and translates diverse data 

security risks into targeted regulatory tasks for each stage. The comparative analysis aims 

to justify the rationality of taking the EU regime as the core reference and clarify its insti-

tutional boundaries. Focusing on China’s practical demands of integrating scattered ex-

isting rules, clarifying the judgement criteria for sensitive data, unifying local implemen-

tation standards, and establishing a continuous compliance mechanism, this paper ex-

plores whether the EU’s AV data security protection rules can address the structural prob-

lems existing in China’s current autonomous driving data security governance system. 

3.2. Analysis of the EU Phased Data Security Protection Rules for AVs 

In recent years, the European Union has developed a relatively clear lifecycle gov-

ernance structure for autonomous driving through rules on type approval and market 

access, in-operation monitoring and continuous reporting, and serious incident reporting 

and recall correction. Based on differences in data risk across operational stages of AVs, 

this paper divides the EU data security protection rules into three stages, including before 

operation, during operation and after operation (see Figure 3). Before operation, data se-

curity protection mainly takes place before manufacturing, system installation and market 

entry or road use. Through market access, type approval, technical document review, cy-

bersecurity management and safety assessment, the EU ensures that AVs meet basic data 

security and operational safety requirements. During operation, AVs are already in use 

on roads. The regulatory focus shifts from static approval to continuous safety manage-

ment, including ongoing monitoring and reporting requirements. After operation, regu-

lation focuses on data retention, accident review, vulnerability repair, incident reporting 

and product recall after accidents, system failures or data security events, in order to en-

sure risk correction and system improvement. 

3.2.1. Before Operation: Market Access and Safety Assessment 

Since 2018, the EU has established a general framework for vehicle type approval and 

market supervision via Regulation (EU) 2018/858 [40]. Subsequently, Regulation (EU) 

2019/2144 laid down unified data foundations and specific standards for autonomous 

driving, shifting from general provisions to technology-focused rules [41]. Commission 

Implementing Regulation (EU) 2022/1426 mandates inspections on the security and valid-

ity of AV data documents [42]. In terms of detailed rules, UN Regulation No. 155, No. 156 

and No. 157, which took effect in 2021, set out specific requirements for cybersecurity 

management, OTA update security and software identification [43–45]. The upcoming EU 

AI Act further integrates driving safety and data risks of AVs into unified governance and 

mandates third-party safety assessments for high-risk AI systems. 
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Collectively, multiple EU laws and regulations align on unified market access and 

safety assessment criteria for AV data security. Since 2018, manufacturers have been re-

quired to submit documentation, EU type-approval certificates or UN type-approval cer-

tificates when applying for type approval. Competent authorities and technical service 

bodies may access vehicle systems and algorithms within the scope of their duties, with 

software and algorithm security listed as core criteria for driving safety. The EU also de-

fines advanced emergency braking systems, intelligent speed assistance, emergency lane-

keeping systems and harmonised technical rules as preconditions for AVs to operate on 

roads. It empowers the European Commission to formulate technical standards for fully 

automated vehicles and automated driving systems (ADS). Relevant rules require ongo-

ing safety management and scenario verification for AVs, and oblige authorities to con-

duct ADS risk assessments to eliminate unreasonable risks. Additional rules impose strict 

requirements on manufacturers and system developers [40–42]. UN Regulation No. 155 

requires manufacturers to put in place a Cybersecurity Management System (CSMS) to 

defend against cyber threats. They must also conduct threat analysis and risk assessment, 

establish risk mitigation mechanisms, and manage cybersecurity risks throughout the ve-

hicle lifecycle. UN Regulation No. 156 mandates a Software Update Management System 

to guarantee that software updates do not compromise vehicle safety, environmental per-

formance or regulatory compliance. UN Regulation No. 157 requires ALKS-equipped ve-

hicles to be fitted with a Data Storage System for Automated Driving (DSSAD) [43–45]. 

The upcoming EU AI Act creates a new pre-assessment mechanism centred on third-party 

evaluation, expanding the scope of traditional reviews conducted by manufacturers and 

regulators. All relevant products must pass a conformity assessment carried out by inde-

pendent notified bodies. 

To sum up, the EU places data security protection at the pre-event stage prior to ve-

hicle operation. Uniform data review standards and multi-party safety assessments en-

sure vehicles are equipped with reliable data security capabilities and free from unreason-

able risks. While these legislations do not classify every potential risk source one by one, 

the adopted anti-risk evaluation and risk management mechanisms can effectively ad-

dress existing and emerging safety risks accompanying technological advances in auton-

omous driving. 

3.2.2. During Operation: Continuous Safety Management 

In the full lifecycle protection system for autonomous driving data security, the on-

going supervision system established by the EU serves as the core link. Different from the 

basic norms for before market access, the dynamic supervision mechanism features dy-

namic monitoring, continuous compliance and full traceability formulated by a series of 

EU regulations. Therefore, it is necessary to require that the legislative plan can fully cover 

all scenario-based data security risks of AVs after they are put on the road, realising the 

integrated management of continuous compliance, operational monitoring and safety su-

pervision of vehicles. 

In terms of compliance management, the EU implements continuous supervision 

over vehicle operational changes on the basis of previously established compliance stand-

ards. Competent authorities are empowered to take necessary measures to ensure pro-

duction consistency and even withdraw type approval if manufacturers fail to produce 

vehicles in accordance with approved models and regulatory requirements [40]. Mean-

while, manufacturers are obliged to promptly notify competent authorities of any changes 

to vehicles, systems or technical materials during operation. In terms of operational mon-

itoring, early regulatory provisions stipulate that autonomous driving systems must 

maintain safe operation throughout the vehicle lifecycle and clarify the review and report-

ing obligations of manufacturers and system operators during vehicle operation [41]. Sub-
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sequent regulatory provisions further refine the in-operation safety inspection require-

ments and clarify the specific safety responsibilities of manufacturers during vehicle op-

eration. Annexe III Part 2 requires manufacturers to ensure the controllability and safety 

of autonomous driving systems throughout the whole lifecycle, manage the overall safety 

and continuous compliance of autonomous driving systems, and establish and improve 

the safety management system. In addition, manufacturers are required to formulate 

standardised procedures to collect vehicle data and multi-source data, so as to monitor 

and analyse safety-related accidents caused by autonomous driving systems [42]. Regula-

tory authorities are entitled to verify the continuous compliance of relevant certification 

requirements at any time. The detailed rules for in-operation driving data security are 

further supplemented and clarified in unified automotive regulatory provisions. Manu-

facturers are mandated to continuously monitor and respond to vehicle cybersecurity 

threats, track driving environments, driver statuses and system operating conditions in 

real time and build a complete cybersecurity incident response mechanism. They also 

need to maintain the stable operation of the software update management system and 

record the whole process of software updates. The latest legislative requirements repre-

sented by the EU AI Act further extend the data protection obligations of AVs to full-

lifecycle log recording, requiring system providers to build standardised and stable dy-

namic monitoring systems that can actively and systematically collect, record and analyse 

relevant data, which significantly enhances the standardisation of in-operation data secu-

rity governance. 

In terms of overall supervision, the EU has built a complete in-operation data security 

protection system for autonomous driving through continuous compliance inspection of 

data security standards, real-time data collection and risk reporting mechanisms during 

vehicle operation, and unified full-lifecycle log monitoring systems. This system effec-

tively clarifies the responsibilities of multiple stakeholders and forms a collaborative su-

pervision pattern with clear rights and obligations. Relevant regulations connect manu-

facturers, system providers and regulatory authorities, defining manufacturers as the core 

responsible subjects for the full-lifecycle data security of autonomous driving systems. 

Manufacturers are required to formulate standardised processes for special data collec-

tion, accident analysis and risk reporting, and bear primary responsibilities for driving 

data security management, safety accident traceability and risk rectification. System pro-

viders need to build regular and standardised dynamic monitoring systems, and fulfil the 

obligations of full-lifecycle log recording, data archiving and software update traceability 

to ensure the full traceability of data circulation. Meanwhile, regulatory authorities are 

granted substantial supervision powers, including verifying the compliance qualifications 

of enterprises and the operational status of safety management systems, and adopting 

rectification notices, type approval revocation and other restrictive measures against non-

compliant production and substandard data management behaviours. Relying on this 

systematic monitoring mechanism, the EU realises standardised, normalised and tracea-

ble management of autonomous driving data security. 

3.2.3. After Operation: Data Security Reporting and Recalls 

Data security reporting, rectification and vulnerability handling in the aftermath of 

operations serve as the most vital part for steadily improving autonomous driving data 

security. The EU has built a sustainable protection system via data recording, submission, 

compliance review and system upgrades after events. 

Accurate retention of accident data lays the foundation for supervision and govern-

ance after operation. Multiple EU regulations set clear rules on data recording after acci-

dents. One regulation requires EDR to capture driving safety data before and after acci-

dents in conventional vehicle scenarios [41]. Another rule mandates DSSAD to record the 
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activation of ALKS, driver takeover and changes in system status to facilitate technical 

analysis after incidents [45]. Such data collection and analysis establish a complete work-

flow for data security supervision, rectification, system upgrade and product recall. On 

this basis, the EU has put in place a rigorous reporting mechanism for data security inci-

dents. Manufacturers are obligated to report all data security incidents [42]. The EU AI 

Act further expands and strengthens reporting requirements. It stipulates that system pro-

viders must report all serious incidents and launch immediate investigations, including 

risk assessment and corrective actions [43]. After reports are submitted, EU market sur-

veillance authorities will conduct reinspections against vehicle data security standards. 

Where vehicles, systems, components or separate technical units pose serious risks, mar-

ket surveillance authorities shall order operators to take appropriate corrective measures 

immediately, including restricting market placement, withdrawal from the market or 

product recall [30]. Vehicles are prohibited from being put on the market or used again 

until their cybersecurity meets licensing requirements [41]. Relevant rules refine the above 

requirements into detailed provisions and allow authorities to revoke or cancel the SMS 

compliance certificates of non-compliant parties, so as to fully implement rectification li-

abilities after operation [42]. The EU has also formed a standardised management system 

for security vulnerability remediation and long-term system optimisation. A host of EU 

laws and directives govern vulnerability treatment and system updates. Manufacturers 

must adopt mitigation measures once cybersecurity loopholes or attacks are detected and 

maintain records of all security incidents [43]. Software updates shall not compromise ve-

hicle compliance and operational safety. Manufacturers need to keep complete update 

records, identify update anomalies accurately and prevent new data security risks caused 

by software iteration [44]. 

Different from prevention before the operation and control during the operation, the 

after-operation response system focuses on governance and iterative improvement. It fol-

lows a complete governance logic from problem identification and rectification to recur-

rence prevention through standardised data retention, mandatory incident reporting, 

strict rectification and penalties, as well as regulated vulnerability repair and system up-

dates. The incident reporting and licensing rules can promptly address ongoing data se-

curity incidents and defuse relevant risks. Meanwhile, the review and analysis of accident 

data push manufacturers and system providers to optimise data security management. 

This helps continuously enhance the data protection, cybersecurity and risk prevention 

capabilities of autonomous driving systems, remedy deficiencies in technology and man-

agement, and provide a solid guarantee for the safe, compliant and long-term develop-

ment of the autonomous driving industry. 

3.3. Limitations of the EU Rules 

Although the European Union has established a relatively complete framework for 

autonomous driving data security protection covering market access, in-operation moni-

toring and post-accident correction, the system still has several unresolved institutional 

limitations. 

First, EU data security governance for autonomous driving relies heavily on type ap-

proval, technical service assessment bodies, continuous compliance supervision and post-

incident reporting mechanisms. While this arrangement can raise the safety threshold be-

fore and after vehicles enter the market, it also means that compliance costs are shared by 

both regulators and market actors. On the one hand, regulators must review technical 

documents, safety management systems and operational data submitted by manufactur-

ers, and also supervise the qualification and independence of technical service bodies to 

avoid formalistic certification. On the other hand, manufacturers are required to maintain 

cybersecurity systems, software update systems, safety management systems, logging 
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mechanisms and in-operation reporting throughout the full lifecycle of vehicles, while 

also complying with multiple frameworks such as type approval rules, GDPR, the Data 

Act and the AI Act. As third-party testing and certification costs are generally borne by 

applicants, this model increases the overall regulatory burden, raising the entry threshold 

for advanced autonomous driving systems, especially for start-ups, small software pro-

viders and component suppliers. In addition, differences among Member States in regu-

latory capacity and administrative resources further increase implementation costs within 

the EU. 

Second, there are still gaps in technical and data standard alignment across different 

regulatory stages, which may lead to a disconnect between before-operation compliance 

and during-operation safety. In the before-operation stage, safety is mainly assessed 

through type approval, operational design domain (ODD) descriptions, scenario testing 

and simulation. However, there is still no fully unified standard for scenario datasets, test 

coverage metrics or simulation data formats. The link between these tests and real-world 

performance still depends largely on manufacturer statements and technical service as-

sessments. In the during-operation stage, regulation focuses on safety-critical events, out-

of-ODD operation, system failures and abnormal user interaction, mainly through contin-

uous monitoring and periodic reporting. However, these reports are usually short-term 

or aggregated annually, and are not fully aligned with before-operation testing indicators. 

In other words, before-operation regulation focuses on whether the vehicle passes prede-

fined scenarios, while during-operation regulation focuses on whether abnormal events 

occur in real driving, and there is still no unified classification of events, data fields, inter-

faces or risk thresholds. The implementation of the AI Act further highlights this gap, as 

many supporting standards and guidance documents are still under development. For 

AVs, this means that requirements on risk management, data governance, technical doc-

umentation, logging, accuracy, robustness and cybersecurity have not yet been fully trans-

lated into unified technical indicators across approval, monitoring and after-incident re-

view. 

Finally, although EU rules strengthen data recording, during operation reporting and 

system traceability, they do not fully resolve the issue of liability determination in auton-

omous driving accidents. Such accidents often involve multiple actors. Even with DSSAD, 

EDR and system logs, it is not always possible to clearly determine legal responsibility. 

When the human driver is no longer the direct controller of the vehicle, the boundary of 

responsibility between driver, system and manufacturer remains unclear. Therefore, EU 

data security rules can provide an evidentiary basis for accident investigation, but they 

cannot replace liability rules. Further development of product liability, tort liability and 

specific autonomous driving legislation is still required. 

4. China’s AV Data Security Protection Drawing on the EU Rules 

With the further deepening of China’s autonomous driving industry layout, China’s 

new energy vehicle sales reached 16.49 million units in 2025, accounting for 47.9% of total 

new vehicle sales. The export volume of new energy vehicles hit 2.615 million units, dou-

bling year on year [46]. Meanwhile, data security issues concerning AVs exert remarkable 

impacts on consumers’ purchasing willingness [47]. More seriously, such risks may hin-

der the sustainable development of the whole industry. China has, at an earlier stage, pro-

posed a layered theory of data governance. However, the linkage between current data-

related legislation and transport-related legislation in China remains weak. There is still a 

lack of targeted traffic data legislation that balances innovation needs and the protection 

of rights, especially legislation that promotes the open sharing of vehicle, road and 

transport operation data [12]. Therefore, how to implement the EU phased data security 

protection approach in China’s legal practice, and how to build a framework that is both 
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unified and adaptable to China’s national conditions, is of great importance. Based on a 

full understanding of the EU phased governance approach, this chapter further examines 

its applicability and limitations in China, and proposes optimisation paths tailored to 

China’s legal and practical context. 

4.1. Feasibility of the EU Phased Data Security Protection Rules for AVs in China 

Compared with some jurisdictions that mainly regulate autonomous driving data 

security at isolated stages and have not yet formed an integrated framework covering both 

cross-regional coordination and full lifecycle regulation of system construction and oper-

ation, the EU phased protection model, centred on pre-operation review, in-operation 

monitoring and post-operation correction, provides an important reference for China in 

integrating fragmented data security rules, unifying compliance assessment paths and re-

sponding to the continuous evolution of autonomous driving technology. The main rea-

son for unclear data boundaries and inconsistent local practices in China lies in the frag-

mentation of relevant rules. Although sectoral laws, vehicle industry-specific regulations 

and local rules are all closely related to vehicle data security, the lack of a unified applica-

tion logic makes it difficult to form a stable and consistent compliance assessment path in 

practice [48]. 

On the one hand, the EU phased data security protection rules help establish a clear 

regulatory process. Through three stages, they define specific tasks at each stage, includ-

ing risk identification and risk assessment before operation, continuous monitoring and 

record-keeping during operation, and information disclosure and remedial measures af-

ter operation. This regulatory framework helps unify the application order of conflicting 

laws and policies and align implementation standards across regions [49]. It also clarifies 

the boundaries of rights and obligations for different actors. Public authorities are respon-

sible for setting and supervising market access standards, reviewing and filing manufac-

turer and system functions, and handling emergency response and liability allocation af-

ter data security incidents. In contrast, manufacturers and system developers are required 

to carry out comprehensive risk monitoring, take effective remedial measures and main-

tain complete post-incident data records. The adoption of the EU approach would further 

promote China to translate abstract identity-based liability allocation into risk-based and 

proportional due diligence standards within the vehicle-road-cloud multi-actor structure 

[49]. Existing fragmented assessment and reporting mechanisms can thus be understood 

as the implementation of a unified risk governance process across different legal domains 

and scenarios. In fact, this type of standard has already been widely used in China’s traffic 

accident law within a risk governance framework and is gradually being incorporated 

into autonomous driving regulation. The EU phased model would further support its sys-

tematisation and consolidation [50]. 

On the other hand, the phased data security protection rules are also well suited to 

the continuous evolution of autonomous driving technology. As risk sources and levels 

continue to change [51], single inspection mechanisms, static compliance standards and 

post-operation liability determinations are no longer sufficient to keep pace with techno-

logical iteration. In terms of regulatory structure, the EU model adjusts institutional re-

quirements at each stage to respond to emerging risks. Through adjustments in market 

access thresholds, operational monitoring and incident reporting feedback, relevant ac-

tors are required to update risk assessments and adjust preventive measures in light of 

new risk information, research findings and technological progress [52]. This structural 

advantage aligns with the regulatory needs of China’s autonomous driving sector and 

provides clear top-level guidance for a continuous and dynamic regulatory framework. 

Accordingly, the regulatory logic shifts from one-off static compliance review to continu-
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ous risk identification, risk control and transparent risk disclosure, promoting the govern-

ance of AV data security from static compliance to dynamic management. 

However, the Chinese government should also note that due to differences in market 

structure, administrative systems, data sovereignty priorities and enforcement capacity, 

the EU phased data security protection model cannot be directly transplanted into China’s 

regulatory system for autonomous driving data security. In the process of application, 

differences in institutional, cultural and legal systems between the two sides must be fully 

taken into account (see Table 4). 

A comparison of institutional arrangements across three phases between the two ju-

risdictions reveals prominent divergences in their respective governance paths. Against 

this backdrop, localised and targeted adjustments aligned with China’s existing protec-

tion framework are essential when drawing on the EU regulatory model. This paper con-

ducts a layered comparison of the EU’s phased data protection rules and China’s current 

AV data security governance system based on before operation, during operation and af-

ter operation. When learning from the EU experience, it is necessary to fully acknowledge 

the institutional gaps between China’s legal framework and the EU regime so as to for-

mulate indigenous regulatory solutions suited to national conditions. 

Firstly, in the before-operation phase, the EU builds a mature third-party technical eval-

uation system based on vehicle type approval, supported by comprehensive norms governing 

market entry testing assessment and supervision. However, China has not yet established a 

unified dedicated third-party evaluation system for AV data security. A direct copy of the EU 

third-party evaluation model will fail to gain recognition from regulatory authorities. It will 

also add extra procedures for qualification review standard formulation and mutual recogni-

tion of evaluation outcomes, driving up administrative law enforcement costs. Then, secondly, 

in the during-operation phase, the EU’s unified continuous dynamic compliance monitoring 

mechanism cannot be transplanted as-is. Domestic AV supervision relies on local pilot pro-

grammes and territorial platforms to collect and manage operational environmental and hu-

man takeover data within respective jurisdictions. A nationwide centralised data monitoring 

system would conflict with established local data infrastructures. Inconsistent data standards 

across regions hinder cross-regional data circulation and create tensions regarding localised 

data storage requirements. Moreover, the EU implements centralised supervision by national 

authorities. Blind replication of this structure in China would create dual monitoring at na-

tional and local levels, triggering redundant data submission, excessive data collection and 

inefficient supervision. Finally, in the after-operation phase, China already boasts a complete 

post-incident review system, which eliminates the need to fully replicate the EU’s entire ex-

post supervision framework. Regulators only need to refine the coverage, triggering condi-

tions, reporting entities and handling procedures for AV data incident reports. Clear logical 

connections between new and existing regulatory norms must be defined to eliminate dupli-

cated reporting and multiple filing reviews for a single incident. Cumbersome reporting re-

gimes would discourage corporate technological innovation, including algorithm iteration 

and software updates. Enterprises may deliberately slow technical optimisation to evade reg-

ulatory accountability. 
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Table 4. Comparison of EU and China Autonomous Driving Data Security Protection Institutions and Functions across Different Stages. 

Stage EU Main Institutions and Functions China Main Institutions and Functions Core Differences 

Before 

Operation 

⚫ Vehicle type approval authorities in Member 

States are responsible for type approval; 

◆ The Ministry of Industry and Information Tech-

nology is responsible for type approval; technical ser-

vice bodies undertake testing, inspection and tech-

nical assessment; 

⚫ EU: regulatory focus is on whether vehicle data protec-

tion capability meets safety requirements across the system. 

◆ China: regulatory focus is on driving safety. Data security 

standards are fragmented and lack unified rules across regions. 

⚫ Technical service bodies undertake testing, in-

spection and technical assessment. 
◆ Local governments formulate autonomous 

driving data security standards and management 

platforms based on local conditions. 

During 

Operation 

⚫ Type approval authorities and market surveil-

lance authorities supervise continuous compliance of 

vehicle data security; 
◆ Public security and transport authorities focus 

on road traffic safety; 

⚫ EU: emphasises the lifecycle responsibility of manufac-

turers and system actors, forming a continuous compliance 

chain. 

◆ China: focuses more on road traffic safety, with relatively 

weaker attention to data protection; local governments bear 

most operational supervision responsibilities. 

⚫ Technical service bodies participate in ongoing 

verification; 
◆ Local governments undertake operational man-

agement, testing supervision and platform-based data 

reporting; 

⚫ Data protection authorities supervise personal 

data processing; 

⚫ AI supervisory authorities monitor high-risk AI 

systems; 

◆ Cyberspace authorities supervise data pro-

cessing and cross-border data flows. 
⚫ Manufacturers are responsible for cybersecurity 

management, software updates, logging and incident 

monitoring. 

After 

Operation 

⚫ Market surveillance authorities are responsible 

for handling product risks, and for reporting systems 

involving high-risk artificial intelligence systems; 

◆ Market supervision authorities are responsible 

for handling product risks, defective vehicle product 

recalls and supervision of recall effectiveness; 

⚫ EU: post-operation governance focuses on product risk, 

data protection and serious AI incident reporting, and empha-

sises tracing accident data back to corrective measures and mar-

ket withdrawal. 

◆ China: implementing authorities show no significant dif-

ference, but a dedicated risk reporting system for data security 

has not yet been fully established. 

⚫ Type approval authorities are responsible for the 

withdrawal or restriction of type approval; 

◆ The Ministry of Industry and Information Tech-

nology is involved in follow-up measures related to 

product access, software updates and automotive 

data security requirements; 

⚫ Data protection authorities are responsible for 

handling data breaches and related issues; 

◆ Cyberspace administration and relevant au-

thorities handle data security incidents, personal in-

formation breaches and important data risks; 

⚫ Manufacturers and legal entities bear obligations 

for accident data preservation, defect repair, software 

updates and product recall. 

◆ Manufacturers and legal entities bear obliga-

tions for accident data preservation, defect repair, 

software updates and product recall. 
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4.2. The Practical Path for AV Data Security Protection Rules in China 

After comparing autonomous driving data security protection in the European Un-

ion, it can be found that the EU formed a full-chain data security governance approach 

centred on risk prevention, risk monitoring and risk reporting. This section analyses how 

the Chinese government can improve the coordination of existing legal rules, and puts 

forward suggestions on standardising identifiable, enforceable and traceable data security 

governance mechanisms for autonomous driving enterprises, operating entities and reg-

ulatory authorities at all stages, including system design, road operation and incident han-

dling. It aims to gradually transform China’s autonomous driving data regulation from a 

fragmented and post-event-oriented rule system to an institutionalised governance model 

focusing on whole-lifecycle risk control. 

4.2.1. Prevention Before Operation 

In the prevention stage, the AV data security protection is mainly reflected in risk 

assessment and prior authorisation systems [52]. Any authorisation decision should be 

based on the risk assessment required under China’s existing data laws. Before conduct-

ing data processing activities with potential data security risks, regulatory authorities 

shall require AV manufacturers, system developers, data processors and other entities to 

obtain sufficient information through assessment procedures so as to make prudent au-

thorisation decisions. The scope of such assessment shall cover scenarios closely related 

to the information security of vehicles being on public roads. These include product access 

and road testing applications, collection of important data and personal information, plan-

ning for cross-border data transfers, as well as the design and verification of over-the-air 

(OTA) upgrades. Existing risk identification mechanisms strive to translate the abstract 

concept of “harm risk” into operable evaluation criteria. However, detailed guidance for 

precise risk identification of important data remains insufficient, alongside ambiguous 

delineation of rights and obligations between regulatory authorities and enterprises. Ac-

cordingly, institutional construction at the prevention-before-events stage can be opti-

mised from two aspects. In terms of assessment content, current data assessment mecha-

nisms can establish multi-dimensional evaluation criteria according to the scope and ob-

jects of data infringement. According to the functional allocation of Chinese government 

authorities, the data security access assessment standards for autonomous driving vehi-

cles should be coordinated by the State Council, led by the Ministry of Industry and In-

formation Technology, and jointly developed with the Cyberspace Administration of 

China and the State Administration for Market Regulation, together with technical prac-

tice from domestic vehicle manufacturers. These authorities should jointly study and issue 

a core assessment indicator system. In practice, the Ministry of Industry and Information 

Technology should be responsible for the unified implementation of market access review 

for autonomous driving vehicles, and for ensuring the baseline of factory release and tech-

nical compliance. Public security traffic management authorities may rely on the results 

of market access compliance. For autonomous driving vehicles that fail to meet data secu-

rity standards or have systemic data security risks, they should not issue road operation 

permits, or should revoke such permits in accordance with laws and regulations. This 

would prevent non-compliant vehicles from entering road operation at the source. Spe-

cifically, when AV data processing involves national security, economic operation, social 

order, public interests, organisational rights and personal rights, probability assessment 

and harm consequence identification shall be conducted respectively for potential adverse 

impacts. Based on the importance of the affected interests and the degree of harm, differ-

ent risk objects and their consequences can be classified into different risk levels [53] (see 

Table 5). Moreover, when enterprises apply for data collection, transmission and utilisa-
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tion, they shall submit risk analysis reports on potential harms in addition to complying 

with data scope standards. Assessment elements of such reports include potential trans-

boundary harms to individuals, properties and environment, possibility and severity of 

potential harms, and feasible risk mitigation measures [52]. In terms of access indicators, 

the capacity to prevent data security risks can be integrated into enterprise qualification 

evaluation in AV product access review. Applicant enterprises shall be required to prove 

technical and managerial capabilities in identifying, assessing and responding to data se-

curity risks [29]. Such capacity requirements can be specified as the establishment of data 

security incident monitoring mechanisms and emergency response plans. 

Meanwhile, it is necessary to integrate the assessment functions of existing laws, reg-

ulations and administrative rules concerning AV data security. Following the principle of 

new norms prevailing over old ones for redundant assessment and verification proce-

dures, authorities shall clarify responsible review institutions, evaluation entities and the 

credibility of review outcomes. As the competent authority for autonomous driving vehi-

cles, the Ministry of Industry and Information Technology should clearly define the re-

view institutions, assessment entities and the credibility of review outcomes [54]. At the 

same time, the State Council may, through the formulation of special legislation on auton-

omous driving or revising the Interim Provisions on Automobile Data Security Manage-

ment, ensure that precise pre-event assessment can be realised based on data processing 

subjects, specific data processing scopes and data processing assessment results [8]. And 

priority among different subjects can also be defined. Each subject shall complete assess-

ment within its corresponding risk scope, while avoiding redundant assessment overlap-

ping with other subjects. For key data within the above scope, additional specialised and 

legitimate assessment procedures shall be established. On the premise of retaining origi-

nal assessment systems, targeted evaluation shall be conducted for specific matters. For 

instance, when assessing state-related data, on the basis of permitting domestic circulation 

and utilisation of data in China, precise targeted assessment shall be carried out for for-

eign-related sensitive data. Such arrangements ensure the accuracy and effectiveness of 

overall data assessment. 

In terms of access review, the examination system shall comprehensively cover four 

dimensions: cybersecurity protection, data security management, software update gov-

ernance and autonomous driving safety guarantee. Moreover, differentiated access 

thresholds shall be set according to distinct data processing subjects and corresponding 

risk levels. For example, access criteria for road testing entities focus on dual evaluation 

of operational capacity and cybersecurity protection capacity. Operators of critical infor-

mation infrastructure shall establish dedicated safety management departments and com-

plete personnel background reviews. Entities engaged in AV transportation shall formu-

late transportation safety protection plans and assign dedicated safety officers [55–57]. 

Such classified and hierarchical governance reflects differentiated regulatory strategies for 

testing scenarios and mass-production application scenarios [58,59]. To bridge the gap 

between administrative access review and engineering implementation, pre-operation 

compliance must mandate specific cybersecurity baselines. Market access applications for 

AVs should require the mandatory integration of Hardware Security Modules (HSM) 

within in-vehicle Electronic Control Units (ECUs) and the adoption of zero-trust architec-

ture concepts for strict internal network access control [60]. Furthermore, for V2X data 

transmission, the regulatory framework must enforce advanced cryptographic primitives 

to ensure the end-to-end confidentiality and integrity of vehicular communications, 

thereby mitigating unauthorised network access at the protocol level [61]. 
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Table 5. Criteria for Assessing the Severity of Risks in Autonomous Driving Data. 

Affected Subject Risk Level Assessment Criteria 

National Security 

High Directly endangers key areas or sectors of national security, such as politics, territorial integrity, and military affairs 

Relatively High Poses a serious threat to key areas of national security 

Medium Poses a general threat to key areas of national security 

Economic Operation 

High Directly affects critical aspects of the national economy, causing particularly severe impacts on economic operation 

Relatively High Directly affects macroeconomic performance and development trends, causing serious impacts on economic operation 

Medium Causes general impacts on the development of a specific industry or the order of economic operation 

Social Order 

High Directly leads to particularly serious emergencies, severely disrupting normal social functioning 

Relatively High Directly leads to major emergencies, seriously disrupting daily social order 

Medium Directly affects daily life and the order of activities in public places 

Public Interest 

High Involves major public interests, such as causing particularly serious cybersecurity and data security incidents 

Relatively High Endangers public health and safety, such as triggering major public health emergencies 

Medium Causes general harm to public interests within a limited scope 

Organisational Inter-

ests 

Medium Organisation is subject to severe penalties, resulting in significant technical, economic, or reputational losses 

Relatively Low Organisation is subject to regulatory penalties, resulting in considerable technical, economic, or reputational losses 

Low Leads to isolated disputes or incidents, causing minor economic or reputational losses 

Individual Interests 

Medium Causes significant harm to individuals, such as infringement of dignity or threats to personal and property safety 

Relatively Low Causes noticeable impact on individuals, but can be mitigated at a relatively high cost 

Low Individuals may experience inconvenience or disturbance, but the impact is manageable 
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4.2.2. Monitoring During Operation 

Meanwhile, the risk assessment is not a one-time procedure. Its regulatory requirements 

extend throughout the entire duration of relevant activities. This has formed broad interna-

tional consensus across various fields [62]. In other words, data security monitoring consti-

tutes an inherent part of its normative connotation [52]. Accordingly, an effective, stable and 

long-term data monitoring and management system shall also be established in China’s au-

tonomous driving data security governance. Thus, the monitoring entities shall include vehi-

cle manufacturers, cloud platform operators, mobility service providers and operational enti-

ties, as well as local regulatory authorities. Such monitoring shall specifically target real-time 

vehicle operation and data interaction, data transmission, storage and access control, identifi-

cation of abnormal data behaviours and risk early warning, as well as data log retention and 

desensitisation management. At present, China has adopted threat analysis and risk assess-

ment methods to identify and monitor potential cybersecurity risks of AVs. The whole proce-

dure includes six steps: asset identification, threat scenario identification, impact level assess-

ment, attack feasibility assessment, risk value determination and risk response decision-mak-

ing [63]. Nevertheless, China’s current risk monitoring system still suffers from inconsistent 

regional standards and ambiguous provisions on data processing. 

Accordingly, institutional construction in the monitoring stage shall achieve compre-

hensive monitoring and refined management. In terms of monitoring scope, regional data 

monitoring standards shall be unified and strengthened to ensure full supervision over 

data activities. On the one hand, monitoring intensity shall be adjusted according to po-

tential data risks. Detailed risk analysis shall be conducted across the whole data lifecycle, 

including data collection, utilisation, sharing, transmission and storage. Furthermore, dif-

ferent risk factors shall be evaluated. Monitoring measures and intensity shall be differ-

entiated based on occurrence probability and potential harm consequences of respective 

risks. The classification method in this paper is based on the study by Wirtz, Weyerer and 

Kehl [64]. This study systematically develops a risk-oriented classification framework for 

artificial intelligence governance, and makes an important methodological contribution to 

research on AI risk governance [64] (see Table 6). For low-level risks such as data loss and 

reduced data validity, flexible remedial measures can be adopted after verifying overall 

system security. Available solutions include data backup recovery, cache replenishment 

and operational record correction. For high-level risks including data leakage, data tam-

pering, illegal cross-border transfer and unlawful data disclosure, relevant processing ac-

tivities shall be suspended immediately. Authorities shall seal involved data and systems, 

conduct special self-inspection and submit incident reports. Legal liabilities shall be im-

posed on responsible parties for resulting damages. On the other hand, highly divergent 

regional data monitoring and management standards shall be unified to guarantee con-

sistent implementation of data security risk management nationwide. A unified national 

standard for autonomous driving data regional monitoring may be drafted by an auton-

omous driving industry association based on industrial practice. After review, approval 

and standardisation by the Ministry of Industry and Information Technology, it can be 

issued as a national industry standard or departmental regulation and implemented by 

local competent authorities. Where existing local regulatory rules and data platforms con-

flict with the unified national standard, they should complete systematic rectification, ad-

aptation and harmonisation within one year after policy implementation. The implemen-

tation of rectification should be included in key governmental performance assessments 

and reported to higher-level competent authorities. In addition, ambiguous regulatory 

expressions shall be clarified. For instance, Shenzhen’s autonomous driving regulations 

require safety data from onboard equipment to access government supervision platforms, 

yet the specific scope of such data and corresponding regulatory basis remain unclear. 

Therefore, supporting legislation and detailed management rules can be improved to 
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specify upload requirements for different types of data, such as data collected by vehicle 

sensors and braking system operation data [27]. 

Relevant norms shall be formulated for different types of data and corresponding pro-

cessing principles. It is necessary to coordinate and balance monitoring intensity among vari-

ous data categories to avoid conflicts between regulatory objectives. Besides the onboard op-

erational safety data mentioned above, facial recognition data is another major factor leading 

to ambiguous data boundaries and excessive data collection by enterprises. Reference can be 

made to the privacy policy of Twitter, which stipulates that data shall be deleted immediately 

after identity verification to adhere to the principle of minimal data collection. Corresponding 

privacy control mechanisms shall also be strengthened simultaneously [65]. On the one hand, 

enterprises shall submit annual reports on data collection, deletion, transmission, backup and 

utilisation to ensure the implementation of monitoring standards. On the other hand, public 

interest litigation mechanisms shall be promoted by courts or procuratorates in various re-

gions. Collective litigation procedures can safeguard consumer rights sufficiently when au-

tonomous driving enterprises infringe upon user privacy. In addition, detailed data pro-

cessing rules shall be further refined. Clear classification criteria, including mandatory report-

ing, optional reporting and internal retention, can provide practical guidance for enterprises 

to conduct data processing and fulfil monitoring obligations [66]. 

4.2.3. Remediation After Operation 

The normative function of monitoring in process lies in risk tracking and timely early 

warnings. Nevertheless, the requirements do not terminate once potential risks evolve into 

actual harms. When determining preventive and mitigative measures, relevant data proces-

sors shall consider multi-party interests in good faith and pursue equitable solutions [52]. Un-

der this regulatory framework, vehicle manufacturers and operational entities shall actively 

take damage mitigation measures and submit voluntary incident reports. Competent industry 

authorities, together with judicial and law-enforcement agencies, shall balance the interests of 

multiple stakeholders in the subsequent handling of data security incidents. At present, China 

has established preliminary risk reporting mechanisms. These include an information collec-

tion network for autonomous driving safety incidents, a data security incident reporting sys-

tem, and an annual risk assessment reporting system [24,56]. However, these provisions ob-

viously lack specific requirements. They fail to specify the specific form, procedures for inves-

tigation reports and subsequent corrective measures after accidents occur but before liability 

determination. This will grant excessive discretionary power to enforcement authorities in 

practice, easily leading to inconsistent investigation and reporting standards and unclear lia-

bility determination. 

Therefore, China should further improve the reporting obligations and liability remedy 

obligations after accidents occur, particularly in incidents such as data leakage, data breach, 

or cybersecurity incidents, traffic accidents caused by automated driving, vehicle defect inves-

tigation and product recall, as well as illegal cross-border data transfer or other non-compli-

ance events. In terms of post-event data security reporting, it is necessary to further refine the 

relevant reporting and preliminary investigation mechanisms in the subsequent revision of 

the current Interim Measures for the Administration of Road Testing and Demonstration Ap-

plication of Intelligent Connected Vehicles. First, the competent authority for receiving data 

security reports shall be clarified. A dual-entity coordinated reporting mechanism may be es-

tablished. Routine data security compliance reports and fault traceability reports from auto-

mobile manufacturers should be submitted to the Ministry of Industry and Information Tech-

nology. Special data security reports involving road traffic accidents and driving safety risks 

should be simultaneously submitted to public security traffic management authorities. The 

two authorities should establish a regular information sharing and joint handling mechanism. 

This can help avoid duplicate reporting and excessive data collection. This will implement 
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specific jurisdiction responsibilities and avoid delays in information transmission, shirking of 

responsibilities or poor connection in investigations due to unclear boundaries of duties after 

accidents occur [29]. Second, the time limit for data security reporting shall be strictly regu-

lated, and a hierarchical reporting mechanism shall be established according to the severity of 

accident consequences. For example, for accidents causing heavy casualties, major property 

losses or triggering significant data security risks, immediate reporting or initial reporting 

within an extremely short time limit shall be required. For general accidents, a relatively rea-

sonable but clear reporting time limit can be set. The State Council may, with reference to the 

regulatory standards for major public security incidents and work safety incidents, establish 

classification standards and differentiated reporting time limits for autonomous driving data 

security incidents. Local governments should, based on existing data platforms, ensure strict 

implementation of the system. Third, the Cyberspace Administration of China, in coordina-

tion with the Ministry of Industry and Information Technology, should further standardise 

the content of data security reports and establish unified, clear and operational definitions for 

reporting items. The report content shall not be limited to general factual information such as 

the time, location and damage results of the accident. It shall also include key contents such as 

preliminary analysis of the cause of the accident, a complete description of the accident pro-

cess, vehicle operation status, algorithm traceability data of the decision-making logic of the 

autonomous driving system, records of sensors and control modules, records of manual take-

over or intervention, remote control status, and data storage and retrieval status [59]. From a 

forensic engineering standpoint, post-operation accountability relies heavily on reliable data 

provenance. This necessitates upgrading the technical specifications of current Event Data Re-

corders (EDR). Specifically, AVs must employ cryptographic immutable storage technolo-

gies—such as lightweight blockchain frameworks or tamper-proof log systems—to securely 

archive autonomous decision-making algorithm traceability data and OTA update logs [5]. 

Such technical enforcement ensures that post-accident investigations can definitively distin-

guish among hardware sensor failures, external cyberattacks, and internal algorithmic deci-

sion flaws [67]. 

In terms of liability remedy, the AV data security protection does not end with data se-

curity reporting after accidents. It also guides the state to establish clear, effective and enforce-

able mechanisms for liability bearing and damage remedy. At present, China’s liability allo-

cation for autonomous driving traffic accidents still mainly relies on the traditional tort liability 

framework for motor vehicles. This framework is built on the premise that human drivers 

directly control vehicles. When facing scenarios where autonomous driving systems partici-

pate in decision-making or even dominate vehicle operation, the framework gradually ex-

poses prominent problems. These include difficulty in identifying liable subjects, ambiguous 

liability boundaries and insufficient efficiency in victim relief [68]. Accordingly, China shall 

formulate differentiated liability allocation rules corresponding to different levels of autono-

mous driving as soon as possible [69]. For low-level AVs, the driver-centred liability model 

can be maintained. Meanwhile, corresponding liabilities of vehicle manufacturers, software 

providers and operating entities shall be confirmed in cases of system defects, insufficient risk 

warnings and monitoring failures. For high-level AVs, clear liability division criteria shall be 

established among multiple subjects including producers, system developers, operators, own-

ers and users. Such arrangements prevent dilemmas such as ambiguous liability attribution 

or excessive liability concentration on a single subject after accidents [70]. In addition, support-

ing insurance and social relief systems shall be improved simultaneously. For instance, com-

pulsory insurance, commercial insurance schemes and necessary social compensation mech-

anisms adaptive to risk characteristics of autonomous driving shall be promoted. These sys-

tems enable victims to obtain timely and basic damage compensation before complete liability 

determination. Afterwards, insurers and relevant liable parties may conduct recourse and lia-

bility sharing in accordance with final liability determination results [71]. 
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Table 6. Specific Risks and Monitoring Measures. 

Risk Category Severity Level Monitoring Measures Technical Countermeasures 

Unlawful or Non-compliant Data Pro-

cessing 
High 

Conduct regular audits of data sources, purposes of 

use, and data sharing practices 
Zero-Trust concepts & Access Control Protocols 

Excessive Collection of Sensitive Per-

sonal Data 
Medium 

Periodically verify whether the scope of data collection 

exceeds the necessity principle 
Edge-computing based data minimisation 

Data Loss and Damage Risk Medium 
Continuously inspect the status of data backup, storage, 

and recovery mechanisms 
Redundant encrypted cloud backup via HSM 

Data Tampering and Fabrication Risk High 
Monitor abnormal modifications, substitutions, and op-

eration logs 
Cryptographic immutability (e.g., blockchain) 

Data Abuse Risk Medium 
Monitor authorisation usage and abnormal access pat-

terns 
Strict role-based access control (RBAC) 

Data Leakage Risk High 
Monitor abnormal access, downloading, and data trans-

mission activities 
Anomaly-based Intrusion Detection Systems (IDPS) 

Cross-border Data Transfer Risk High 
Monitor the scope and flow of cross-border data trans-

mission 
Automated IP-geofencing and Gateway control 

Data Inference Risk Medium 
Regularly assess risks related to data linkage and re-

identification 
Real-time differential privacy & spatial-blurring 

Data Transmission Failure Risk Low 
Monitor transmission latency, packet loss, and link sta-

bility 
V2X QoS monitoring & fail-safe mechanisms 
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5. Conclusions 

The rapid development of AVs has fundamentally reshaped the structure of data 

generation, circulation and governance. As vehicles evolve into highly integrated digital 

systems, traditional regulatory approaches that rely on scattered legal provisions and 

static compliance standards are increasingly inadequate to address the dynamic nature 

and rising risk intensity of autonomous driving. Based on a comparative analysis of the 

EU AV data regulatory system, this study takes different application stages of autono-

mous driving technology as its entry point. The phased protection rules for autonomous 

driving data security discussed in this paper help clarify the regulatory priorities of data 

protection at each stage and are of great significance for coordinating legislation and pol-

icies across different fields. By summarising and organising risk sources at different 

stages, protection priorities can be adjusted, and the order of applicable norms can be 

clarified. Therefore, this paper advocates the establishment of a unified phased protection 

framework that integrates risk prevention, risk monitoring and risk identification to over-

come the structural limitations of current supervision. This framework shifts regulatory 

logic from fragmented rule classification to standardised risk-oriented assessment. Mean-

while, such a unified system effectively reduces regulatory uncertainty and improves the 

operability of compliance mechanisms. This study not only proposes a feasible and rea-

sonable approach for China to optimise its AV data supervision system, but also provides 

an expandable governance model for international reference. Through cross-regional 

comparative analysis, it facilitates institutional improvement and standardised industrial 

development, enabling legal supervision to keep pace with the evolving characteristics of 

technological risks in autonomous driving. 
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