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	 Artificial Intelligence-Based Anomaly Detection Technology for 
Equipment Condition Monitoring in Smart Farms 
Authors: Hyeon-O Choe and Meong-Hun Lee

Abstract: In Korea, agricultural policy increasingly promotes high-efficiency digital 
agriculture; however, insufficient sensor reliability and data accuracy continue to limit the 
practical adoption of smart farm technologies. To address these limitations, this study aims 
to develop and field-validate an AI-based Prognostics and Health Management (PHM) 
framework for anomaly detection and remaining useful life (RUL) estimation of sensors 
and actuators in commercial smart farms. To collect smart farm data, we developed a 
switch voltage and current data acquisition system and selected problematic switches and 
environmental sensors in operating greenhouses as PHM targets. Using PHM techniques, 
we implemented mathematical and artificial intelligence (AI)-based anomaly detection 
and failure prediction algorithms. In experiments, sensor behavior was predicted with 
mathematical and AI models, achieving over 90% predictive accuracy compared with 
observations. Based on these predictions, thresholds were estimated and the remaining 
useful life (RUL) of sensors was predicted up to 80 h in advance. For switches, vibration, 
noise, and voltage data were collected to detect anomalies....

https://doi.org/10.3390/app152312843

	 Process Anomaly Detection in Cyber–Physical Production 
Systems Based on Conditional Discrete-Time Dynamic Graphs
Authors: Christian Goetz and Bernhard G. Humm

Abstract: Various types of anomalies can arise in cyber–physical production systems, caused 
by either faulty devices or incorrect processes. Anomalies within individual devices can often 
be detected by applying machine learning techniques to the respective produced multivariate 
time series. While this data typically shows temporal and spatial changes and can therefore be 
efficiently utilized by models, detecting anomalies within the process is often more challenging, 
as process data usually only consists of events, binary signals, or changes in unique process 
states. Due to the low variance of data, existing anomaly detection methods struggle to detect 
anomalies effectively and accurately. To address this challenge, in this paper, we propose a 
novel concept for process anomaly detection based on conditional discrete-time dynamic 
graphs. Through the conditional connections of the graph, essential characteristics can be 
generated and utilized to effectively train machine learning models to detect anomalies in the 
process data. Identified anomalies can be related to the current graph, facilitating transparent 
and explainable detections. By evaluating the concept against process data from an industrial 
unit and achieving an F1-Score of 0.96 and 1 for the realized repetitive processes, the accuracy 
and effectiveness of the concept can be demonstrated.

https://doi.org/10.3390/app152111354



	 Beyond the Sensor: A Systematic Review of AI’s Role in                     
Next-Generation Machine Health Monitoring 
Author: Fahim Sufi

Abstract: This systematic literature review addresses the critical challenge of ensuring 
robustness and adaptability in AI-based machine health monitoring (MHM) systems. While 
the field has seen a surge in research, a significant gap exists in understanding how to 
effectively manage data scarcity, unknown fault types, and the integration of diverse data 
streams for real-world industrial applications. The problem is magnified by the rarity of 
failure events, which leads to imbalanced datasets and hampers the generalizability of 
predictive models. To synthesize the current state of research and identify key solutions, 
we followed a rigorous, modified PRISMA methodology. A comprehensive search across 
Scopus, IEEE Xplore, Web of Science, and Litmaps initially yielded 3235 records. After a 
multi-stage screening process, a final corpus of 85 peer-reviewed studies was selected. 
Data were extracted and synthesized based on a thematic framework of 13 core research 
questions. A bibliometric analysis was also conducted to quantify publication trends and 
research focus areas. The analysis reveals a rapid increase in research, with publications 
growing from 1 in 2018 to 35 in 2025. Key findings highlight the adoption of transfer learning 
and generative AI to combat data scarcity, with multimodal data fusion emerging as a 
crucial strategy for enhancing diagnostic accuracy....

https://doi.org/10.3390/app151910494

	 Toward Autonomous LLM-Based AI Agents for Predictive 
Maintenance: State of the Art, Challenges, and Future 
Perspectives
Authors: Francisco Arellano Espitia, Miguel Delgado-Prieto, Joan Valls Pérez and Juan Jose 
Saucedo-Dorantes

Abstract: Recent advances in Large Language Models (LLMs) enable agentic systems that 
combine perception, reasoning, and action across the enitre Predictive Maintenance (PdM) 
lifecycle, including machine fault diagnosis. However, the literature on LLM-driven agents 
for PdM remains fragmented and lacks a unified view on contemporary frameworks such 
as Model Context Procotol. This paper reviews discriminative, generative, and LLM-based 
approaches for PdM and consolidates fragmented evidence on LLM-driven AI agents. 
Namely, it introduces agentic AI concepts for PdM and develops an analysis of potential 
applications, challenges, and risks in light of agency theory, while mapping drivers and 
barriers to adoption based on recent evidence from industry analysis. Findings indicate 
near-term value for information and decision-support agents, while higher autonomy needs 
stronger governance, benchmarks, and safety evidence.

https://doi.org/10.3390/app151810091
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