
Privacy policy Page 1 from 7 

20260305 Privacy Policy 

Privacy policy MDPI.com 
Last Update: March 2026 



Privacy policy Page 2 from 7 

20260305 Privacy Policy 

 

Privacy pol icy 

We have aligned this Privacy Policy with both the Swiss Data Protection Act (“FADP”) and the 
EU General Data Protection Regulation ("GDPR"). The GDPR has established itself worldwide 
as a benchmark for strong data protection, therefore our company has set itself to implement 
the highest standards in data protection. As GDPR and FADP may have slight differences in 
the definitions used, we base the following Privacy Policy text on GDPR definitions, which have 
the same meaning in FADP. Notwithstanding the above, please note that whether and to what 
extent the GDPR or FADP is applicable to you depends on the individual case. 

1 Scope 

1.1 This website is made available by MDPI AG, Grosspeteranlage 5, 4052 Basel, Switzer-
land (“MDPI”) as the controller within the meaning of Art. 4 of the GDPR. MDPI is an 
open access publisher and provides platforms for open scientific exchange. The follow-
ing privacy policy applies to the use of the website www.mdpi.com and the services of-
fered via it including, but not limited to, Sciforum, Preprints, Scilit, Encyclope-
dia, WSForum and MDPI’s Submission System, “SuSy” and MDPI Books. In the event 
of any data protection related inquiry, you can contact us at data-protection@mdpi.ch or 
you can reach our data protection officer Mr. Simon Brandmeier at dpo@mdpi.ch. 

1.2 This privacy policy informs you in accordance with Art. 12 ff. GDPR about how we handle 
your personal data when you use our website. In particular, it explains which data we 
collect and what we use it for. It also informs you about how and for what purpose this is 
done. 

1.3 The protection of your personal data is important to us, especially with regard to safe-
guarding your personal rights when processing and using this information. When you 
use this website, various personal data are processed depending on the type and scope 
of use. Personal data is information that relates to an identified or identifiable natural 
person (hereinafter "data subject"); an identifiable natural person is one who can be iden-
tified directly or indirectly (e.g. by means of association with an online identifier). This 
includes information such as the name, address, email, telephone number and date of 
birth. 

2 Automated data collection and processing by the browser 

2.1 As with any website, our server automatically and temporarily collects information in the 
server log files that are transmitted by the browser while you are browsing through our 
website. Depending on the settings of your browser the following data are collected:  

› IP address of the requesting computer 

› the Internet page from which you visit us (referrer URL), 

› Date, time and duration of the server session 

› Browser type and version 

› Type of end device and operating system used by the requesting computer 

2.2 The storage of server log files is necessary for technical reasons to provide a functional 
website and to ensure system security. This also applies to the storage of your IP ad-
dress, which is necessary and, under further conditions, can at least theoretically enable 
an assignment to your person. In addition to the above-mentioned purposes, we use 
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server log files solely for the purpose of designing and optimizing our website in line with 
demand, purely for statistical purposes and without any reference to your person. A per-
sonal evaluation of the server log files does not take place. This data is not merged with 
other data sources. The access data collected in connection with the use of our website 
is only stored for the period of time for which this data is required to achieve the afore-
mentioned purposes. Your IP address is stored on our web server for a maximum of two 
years for IT security purposes. For data, which is stored through cookies, please see 
section 3 below. 

2.3 If you visit our website to find out about or use our range of products and services, the 
basis for the temporary storage and processing of the server log files is Art. 6 para. 1 
lit. b GDPR (legal basis), which permits the processing of data for the fulfilment of a 
contract or for the execution of pre-contractual measures. In addition, Art. 6 para. 1 sen-
tence 1 lit. f GDPR serves as the legal basis for the temporary storage of technical ac-
cess data. Our legitimate interest in this regard is to be able to provide you with a tech-
nically functioning and user-friendly website and to ensure the security of our systems. 

3 Cookies and tracking tools used on our website 

3.1 This website uses cookies and other tracking technologies. Cookies are small text files 
that contain an identification number. Cookies are stored on your computer, tablet or 
smartphone (“device”) when you call up our website. If you call up our website again, 
your device can be recognised on the basis of this identification number. 

3.2 When you visit our website for the first time you will be asked whether you wish to give 
your consent, that cookies that collect personal data may be set. You can give your con-
sent for all cookies (button “Allow all”), select the cookie categories (Preferences, Statis-
tics, Marketing) you want to accept and select the “Allow selection” button or by clicking 
on the “Show details” button to make more user-defined settings. There you can decide 
by activating or by setting a check mark whether you give your consent for certain ser-
vices or for certain categories of services or refuse consent for certain services. Consent 
is voluntary and you can revoke it at any time by clicking on the Usercentrics icon in the 
left corner at the bottom of our website (so-called footer) with effect for the future.  

3.3 Cookies 

3.3.1 Categories of cookies 
Depending on the function and purpose of the data processing taking place, we 
categorise the cookies used on our website into the following three categories: 

3.3.1.1 Necessary 
These cookies are necessary to provide you with website functions and 
to fulfil our legal obligations. The legal basis for the processing of your 
personal data is our legitimate interest (Art. 6 para. 1 lit. f GDPR) to make 
our website usable for you and to fulfil our legal obligations (Art. 6 para. 1 
lit. c GDPR). 

3.3.1.2 Statistics 
We use these cookies for statistical analysis purposes to statistically rec-
ord the use of our website. Statistics cookies help us to improve our 
website and to offer you content that is of particular relevance to you. 
The legal basis for the processing of your personal data is your consent 
pursuant to Art. 6 para. 1 lit. a GDPR, which you can give via our cookie 
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banner. Your consent is always voluntary and is not required for the use 
of the website itself. 

3.3.1.3 Marketing 
We use these cookies for marketing purposes, for example to provide 
you with a better personal experience on our websites. The legal basis 
for the processing of your personal data is your consent pursuant to Art. 
6 para. 1 lit. a GDPR, which you can give via our cookie banner. Your 
consent is always voluntary and is not required for the use of the website 
itself. 

3.3.2 Storage period of cookies 
Session cookies are deleted after closing the browser. We also use persistent 
(“permanent”) cookies. Details on the storage period can be found in the cookie 
management tool. 

3.3.3 Individual cookies 

For details regarding the individual cookies used, please refer to the “show de-
tails” section of our cookie tool. You can find it at any time by clicking on the 
Usercentrics icon on the left side at the bottom of our website. 

3.4 We use a local installation of Matomo on our website. Matomo is an open source analyt-
ics tool (http://www.matomo.org) that enables us to analyse the behavior of visitors in 
order to offer you a flawless user experience. As we have installed Matomo locally on 
our web server, no data is transferred to third parties. We use Matomo with an IP mask-
ing procedure (i.e. pseudonymization by shortening the IP address) to protect users. We 
also use cookies for the use of Matomo. Further information on this can be found in our 
cookie banner. The legal basis for the processing is your consent given via the cookie 
banner. If you are a registered user, we will also process your data according to section 
4.2 below. 

4 Data collection and processing of voluntarily provided data 

4.1 Contact form or general contact 

If you send us enquiries via the contact form or via one of the specified contact options, 
your message including the contact data you provide there will be stored and processed 
accordingly for the purpose of processing and answering the enquiry and in the event of 
follow-up questions. We do not pass this data on to third parties unless this is necessary 
within the scope of processing and answering your contact enquiry or you have given us 
your corresponding consent.  

If you contact us in the context of an existing contractual relationship or contact us in 
advance for information about our range of services or our other services, the data and 
information you provide will be processed for the purpose of processing and answering 
your contact enquiry in accordance with Art. 6 para. 1 lit. b GDPR (legal basis), and 
otherwise to safeguard our legitimate interests in accordance with Art. 6 para. 1. Lit. f 
GDPR for the proper answering of contact enquiries.  

The data you enter in the contact form will remain with us until the purpose for stor-
ing/processing the data no longer applies and mandatory retention periods (in particular 
any retention obligations under commercial or tax law) have been fulfilled.  
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4.2 User Accounts 

To make use of personalized services, you will have to register a user account with our 
websites. During registration we will ask you to provide some personal information, in-
cluding, but not limited to, your name, valid e-mail address, affiliation, postal address, 
phone number, password, academic degree, position within your institution or organisa-
tion, and your research interests. Also, your IP address will be stored as part of your 
registration and each time you log into our services. As registered user we will also track 
your personalized use of the website using Matomo (see section 3.4 above) if you have 
agreed to the Matomo Cookies, to improve your use of our services. Some of this infor-
mation is required to properly set up the user account for you to use all of MDPI’s ser-
vices. MDPI may use this information to fulfil our contract with you (e.g. the publication 
of your article). Furthermore, MDPI may also use this information internally, e.g., to eval-
uate and improve our business, respond to any questions, requests or comments you 
make, or to identify and prevent fraud, claims or other liabilities.  

4.3 Newsletters 

With your consent, you can subscribe to the newsletters we offer as part of our services 
(e.g. regarding journals or other offerings).  
For the subscription to our newsletters, we use the so-called double-opt-in procedure. 
This means that after your registration, we will send you an e-mail to the e-mail address 
you provided, in which we ask you to confirm that you wish to receive the newsletter. In 
addition, we store your respective IP addresses used and times of registration and con-
firmation. The purpose of this procedure is to be able to prove your registration and, if 
necessary, to clarify a possible misuse of your personal data. Only your e-mail address 
is required for sending the newsletter. The provision of further, separately marked data 
is voluntary and will be used to address you personally. After your confirmation, we store 
the data you have provided for the purpose of sending you the newsletter (legal basis is 
Art. 6 para. 1 lit. a GDPR).  
You can withdraw your consent to the sending of the newsletter at any time and unsub-
scribe from the newsletter. You can declare the withdrawal by clicking on the link pro-
vided in every newsletter email. 

5 Disclosure to third parties 

5.1 We pass on at least some of your data that we collect in accordance with the aforemen-
tioned paragraphs to processors. These process your data only on our instructions and 
not for their own purposes (Art. 28, 19, GDPR). These are companies that can be as-
signed to the following categories: 

5.2 Third party tools, websites and providers of tools or services or individuals engaged by 
MDPI to support submission checks and processing, peer-review, the editorial process, 
integrity investigations and/or scientific communication. 

5.3 Third party online databases, or platforms or indexing & abstracting services to share 
article data as published on mdpi.com. 

5.4 Affiliates of MDPI to fulfill MDPI’s services and contractual obligations. 

5.5 For the purpose of processing payments, we transmit necessary personal data to exter-
nal payment service providers. This transmission is based on the necessity to fulfill our 
contractual obligations with you. The payment data, including specify categories of data, 
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e.g., card number, name, billing address, is transmitted directly to the respective pay-
ment provider and is not stored on our servers. The payment provider processes this 
personal data as an independent controller in accordance with its own privacy policy, 
which you can consult here: https://stripe.com/en-ch/privacy. We ensure that the se-
lected payment service providers guarantee an adequate level of data protection in ac-
cordance with data protection law.  

5.6 If you are associated with a university, institution, or society that has entered into an 
agreement with MDPI, your personal data like name and email address may be disclosed 
or shared in accordance with the terms and purposes stipulated in that agreement. 

5.7 If we transfer data to recipients in a third country (located outside the European Eco-
nomic Area, “EEA”), we will only do so if there is an adequate data protection level in 
accordance with Art. 44 - 50 GDPR. Some third countries are certified by the European 
Commission through so-called adequacy decisions as having a data protection standard 
that is comparable to the level in the European Economic Area. You can find a list of 
these countries at https://commission.europa.eu/law/law-topic/data-protection/interna-
tional-dimension-data-protection/adequacy-decisions_en. If a country does not have a 
comparable data protection standard, we ensure that data protection is sufficiently guar-
anteed by other measures. This is possible, for example, through binding corporate rules, 
standard contractual clauses of the European Commission for the protection of personal 
data, certificates or recognised codes of conduct. Otherwise, we do not transfer your 
personal data to countries outside the EU or the EEA or to international organisations, 
unless expressly stated otherwise in this privacy policy. 

6 Duration of storage 

Unless otherwise stated, we initially process and store your personal data for the duration 
for which the respective purpose of use requires storage. If applicable, this also includes 
the periods of the initiation of a contract and the processing of a contract. On this basis, 
personal data is regularly deleted within the period required for the fulfilment of our con-
tractual and/or legal obligations, unless its further processing for a limited period is nec-
essary for the following purposes: 

› Fulfilment of legal storage obligations (in particular due to commercial or tax law) 

› preservation of evidence, taking into account the statute of limitations.  

7 Your rights 

You have the following rights in relation to personal data relating to you: 

› Right to access, 

› Right to rectification or erasure, 

› Right to restriction of processing, 

› Right to object to processing, 

› Right to data portability. 

Please send your written request to MDPI AG, Grosspeteranlage 5, 4052 Basel, Swit-
zerland or to the e-mail address: data-protection@mdpi.ch. 

https://stripe.com/en-ch/privacy
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You also have the right to complain to a data protection supervisory authority about our 
processing of your personal data. 

 

This Privacy Policy was last updated on 5 March 2026. 
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